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1. HEJIX A 3AJAYHN OCBOEHUS JTUCHUIIJIMHBI (MOYJIS)

1.1. Heau:
O3HaKOMUTH 00YUAIOIIMUXCS C TPABOBBIMU OCHOBAMH 3aIUThl HHQOPMAIIMH, OPTaHU3AIMOHHBIMH METO/IaMH 3aIlUThl HHPOPMAIHH,
MaTeMaTHYECKMMHU METOJIaMH, JISKAIIIUMHU B OCHOBE 3aIlIUThI HHPOPMAIIHH.

1.2. 3agauu:

-03HAKOMJICHHUS O0YYAIOIIMXCSI C MEPaMU M MEPOIPUATHAMH, 00ECIIEYMBAIONIMMHU 0€301MacHOCTh HH(POPMALUK U HH)OPMAIIMOHHBIX
CHUCTEM;

-paccMOTPETh OCHOBHBIE MOJXOIbI K 3aIIUTe HHPOPMAIIUH;

-03HAKOMHUTh 00YYAIOIIUXCS C Han0OoJIee IIMPOKO MPHUMEHUMBIMH BUIaMHU TEXHUYECKUX U MPOTPAMMHBIX CPEJICTB 3aIlUThI
UHPOPMAITHH.

2. MECTO JUCHUATIMHBI (MOJYJISI) B CTPYKTYPE OBPA3OBATEJBLHOM MPOI'PAMMBI M OB BEM C
PACIIPEJEJIEHHUEM 110 CEMECTPAM

Huxka (pazaen) OIT: B1.0

JuctmmmuHa oTHOCUTCS K 00s3aTenbHoi yacTi OITOIT u o0s13aTenbHa 111 OCBOCHUSI.

CBs3b ¢ NpeAlecTBYIOIMMH THCHUILINHAME (MOAYJISIMH), TPAKTHKAMH

Ne n/m HaumenoBanue Cemectp Mudp xkoMneTeHINH
1 [TakeThl NpUKIaIHBIX IPOTPaAMM JUIS 2 OIIK-2.1, OIIK-2.2, OIIK-2.3, OIIK-4.1,
poeCCHOHANBLHON ICATEIBHOCTH OIlK-4.2, OIIK-4.3
2 Pa3paboTka NpoOrpaMMHBIX MPUIIOKEHHH 2 OIIK-14.1, OIIK-14.2, OIIK-14.3
3 OCHOBBI QITOPUTMH3ALAN U TIPOTPAMMHUPOBAHUS 1 OIIK-14.1, OIIK-14.2, OIIK-14.3
4 OCHOBBI HHPOPMAIIMOHHBIX TEXHOJIOTHIH 1 YK-1.1, YK-1.2, YK-1.3, OTIK-4.1, OTIK-
4.2, OTIK-4.3

Pacnpeneﬂe}me YacCoB T CHUIIJIMHBI

Cemectp
(<Kypc>.<Cemectpua | 6 (3.2) 7(4.1)
Kypee>) Hroro
Henens 14 4/6 17 2/6
Bup zansauit i | pin | vo PII viI PII
Jlexunu 4 14 |8 8 12 | 12
JlaGopatopHsbie 8 8 8 8
[IpakTuueckue 4 (4 |8 8 12 |12

B Tom uncne snektpon. |6 |6 [16 |16 |22 |22

B Tom uncine B popme 2 2 2 2
MPAKT.MOATOTOBKH

HUroro ay. 8 |8 |24 |24 |32 |32
Konraxrthas pabota 8 |8 |24 |24 |32 |32
Cam. pabora 6464|184 |84 |148 | 148
Yacel Ha KOHTPOJIb 36 |36 [36 |36
Htoro 72172 | 144 | 144 | 216 | 216

Bujx npoMe:XyTO4HOI aTTeCcTAlINN:
3auér 6 ceMectp
Oxkzamen 7 CEMECTD

3. IJIAHUPYEMBIE PE3YJIbTATBI OBYYEHUS 11O JUCHUIIVIMHE (MOAYJIIO), COOTHECEHHBIE C
PE3YJIBTATAMHU OCBOEHMS OBPA3OBATEJILHOW IMPOT PAMMBI

TIpouecc U3ydyeHUs: TUCUMIUIMHBI (MOJLYJIs) HAMpaBiieH Ha GOPMUPOBAHKE CISAYOIUX KOMIIETCHIIUH U HHIMKATOPOB UX

OIIK-14:Cnoco0eH pa3padaThiBaTh AJITOPUTMBbI H KOMIIBIOTEPHbIE IPOrPAMMBbI, IPUTOAHBIE /ISl IPAKTHYECKOT0
NpUMeHeHHs.

OIIK-14.1: 3HaeT npouecchl, METOABI TOUCKa, cOOpa, XpaHEeHUs], 00pabOTKH, IPEAOCTaBIICHHSI, paclpocTpaHeHUs! HHpopMannu
¥ CIIOCOOBI OCYIIECTBICHHS TAKUX MPOLIECCOB U METOAOB (MH(DOPMALMOHHBIE TEXHOJIOTHN); JIOTUKY IIOCTPOCHHUS W TIPHHIUIIBI
(YHKIIMOHMPOBAHUS COBPEMEHHBIX SI3bIKOB IIPOIPaMMHUPOBAHUS U S3bIKOB pabOTHI ¢ 0a3aMu JaHHBIX, CpeJl pa3paboTKu
MH()OPMALMOHHBIX CUCTEM U TEXHOJIOTUH, IPUHIHUIIBI Pa3pabOTKH alTOPUTMOB H KOMIBIOTEPHBIX IPOTPaMM; COBPEMEHHBIC
S3BIKM IPOTPAaMMHUPOBAHUS U SI3BIKK PA0OTHI ¢ 6a3aMH JaHHBIX, CPEbl pa3paOb0TKU HHPOPMAIIMOHHBIX CUCTEM U TEXHOJIOTHH




OIIK-14.2: YMmeer BbIOMpaTh SI3BIKK IPOTPAMMHUPOBAHHUS U S3bIKH pabO0ThI ¢ 0a3aMu TaHHBIX, CPE/Ibl Pa3padoOTKH
MH()OPMALMOHHBIX CUCTEM M TEXHOJIOTHH, UCXOSI U3 MMEIOIIUXCS 3a7a4; MPUMEHATh COBPEMEHHBIE SI3BIKH ITPOTPAMMHUPOBAHNUS
JUIsl pa3paboTKK OPUTMHAJIBHBIX aJITOPUTMOB M KOMIBIOTEPHBIX POIPaMM, IPUTOAHBIX JJIS TPAKTHYECKOTO IPUMEHEHHUS, BECTH
6a3bI JaHHBIX ¥ HH(POPMANMOHHbBIE XPAHWININA, IPUMEHITh COBPEMEHHBIE IPOTPAMMHBIE CPE/Ibl Pa3padOTKH HH()OPMAMOHHBIX
CHCTEM U TEeXHOJIOTHi{; YUTaTh KOIBI IPOrPaMMHBIX IPOAYKTOB, HATMCAHHBIX HA OCBOCHHBIX S3bIKAX MPOrPaMMHUPOBAHUS, U
BHOCHTB TpeOyeMble N3MECHEHHMS; aHAIM3UPOBATh MPO(ecCHOHaNbHBIE 3aJa4l, pa3padaTIBaTh MOAXOSIINE HHHOPMALITOHHBIC
peLIeHus; CaMOCTOSITENIFHO OCBaNBaTh HOBBIE JUIsl CE0s1 COBPEMEHHBIE SI3BIKU TPOTPaMMHPOBAHUS U S3BIKU paboThI ¢ 6a3aMu
JaHHBIX, CPebl, pa3pabOTKH HHPOPMAIMOHHBIX CHCTEM M TEXHOJIOTHH

OIIK-14.3: BrageeT HaBpIKaM# pa3pabOTKH OPUTHHAIBHBIX aITOPUTMOB U KOMIIBIOTEPHBIX MMPOTPAMM, TTPHUTOTHBIX JIJIS
MPAKTUUECKOrO MPUMEHEHUS; HAaBBIKAaMU OTJIaJIKK U TECTUPOBAHUS MPOTOTUIIOB MIPOTrPAMMHO-TEXHUYECKUX KOMIUJIEKCOB 33/1a4

OIIK-4:Cnoco0eH MOHMMATH NPUHIMIBI Pa00THI COBpeMeHHBIX HH(POPMAIIMOHHBIX TEXHOJIOTHI U UCI 0JIb30BATh UX JJIS
peleHus 3a1a4 NpodeccHOHATBLHOM 1esITeJbHOCTH;

OIIK-4.1: 3naer nmporiecchl, METOBI IOUCKa, cOOpa, XpaHEeHUsI, 00pabOTKH, MIPEICTABICHUS, paCIIPOCTPaHEeHUS HHPOPMAITHH 1
CHOCOOBI OCYIIIECTBICHHS TAKUX TPOIIECCOB U METO/IOB (MH(POPMAIMOHHBIC TEXHOJIOTHH); COBPEMEHHBIC HHCTPYMEHTAIBHBIC
Cpe/ibl, IPOrpaMMHO-TEXHUUYECKHE TIAT(HOPMBI U TPOTPAMMHBIE CPEJICTBA, B TOM YHCJIE OTCYECTBEHHOIO POU3BO/ICTBA,
UCIIOJIb3YEMBIC JUISL PEIICHHUS 3a71a4 MPO(eCcCHOHATFHON AEATEIILHOCTH, U PUHIIUAIIBI UX PAOOTHI

OIIK-4.2: YMmeeT BBIOMpATh M UCIIONB30BaTh COBPEMEHHbBIE HH(POPMAITMOHHO-KOMMYHHUKAIIMOHHBIE M HHTEJUIEKTYJTbHbBIE
TEXHOJIOTHH, HHCTPYMECHTAIBHBIC CPEIbl, MPOrPAMMHO-TEXHUYCCKHE TIATPOPMBI M IPOTPAMMHBIC CPEICTBA, B TOM YHCIIC
OTEUYECTBEHHOTO MTPOU3BOJICTBA, JIJIS PEIICHHS 3a,1a4 MPOPECCHOHANTBHOMN JeATeIbHOCTH , aHATH3UPOBATH PO(ECCUOHATILHBIC
3a/1a4, BEIOMPATh U MCIOJIb30BATh MOAXOAIINE HH)OPMAIIMOHHBIC TEXHOJOTHH

OIIK-4.3: Bnageet HaBbIKaMH paOOTHI ¢ JAHHBIMH C IIOMOIIBI0 HHPOPMAIMOHHBIX TEXHOJIOTHI; HABBIKAMH MTPUMCHCHHUS
COBPEMCHHBIX HH()OPMAIIMOHHO-KOMMYHHUKAIIMOHHBIX U HHTCIUICKTYAIbHBIX TEXHOJIOTHUH, HHCTPYMEHTAIBHBIX CPE/I,
MIPOrPaMMHO-TEXHHUYECKHX TUIAT(HOPM K IPOTPAMMHBIX CPEIICTB, B TOM YHCIIE OTCUSCTBEHHOTO MMPOU3BOJICTBA, JIJIS PEIICHHS
3a/a4 IpoQeCCHOHANBHON eI TEIPHOCTA

4. CTPYKTYPA U COJAEPKAHUE JTUCIUIIJIMHBI (MOAYJIST)

HauMeHoBaHus pa3ieioB, TeM, HX HNuaukaTopbl
pa i > Cemect Hure | Mpak. ! p

KpaTKoe CoJep:KaHue U Pe3yJIbTaThbl Yacos aKT or JIOCTUKEHUS OueHoYHbIE CPeICTBA
OCBOEHMS /BUJI 3aHATHSI/ P paKt. " | xkomneTeHnUM

Kon
3aHATHS

Pa3znen 1.0cHOBHBIE BHABI H
HCTOYHHUKH aTaK Ha HHGOpMaLUI0

1.1 Tema 1. OcHOBHBIE BHIBI U 6 2 0 0 OIIK- TectupoBanue Y CTHbBIN
HCTOYHHMKH aTaK Ha HHGopManuIo 4.1,0IIK-14.1 | onmpoc

KpaTtkoe conep:xanue:

1.1 CoBpemeHHasi cuTyauus B 00J1aCTU
UH(OPMANMOHHOIT §e30MacHOCTH;

1.2 KaTteropun nngopmManuoHHOH
0e3onmacHoOCTH

1.3 AGcTpaKTHBIE MO/ 3aLUTHI
uHpopManun

1.4 O630p HauobosIee
PacnpoCTpPaHEeHHbIX METO/10B
""B3;10Ma"

3HATh: COBPeMeHHbIe MeTO/IbI
ofecrneyeHNsl EJOCTHOCTH M 3aILMThI
HHPOPMALMHU ¥ TPOTPAMMHBIX
CPeACTB OT HeCAHKIMOHMPOBAHHOIO
AocTyna u konuposanus. /Jlex/

1.2 IIpakTH4eckas padora 1. 6 2 0 0 OIIK- 3anaHus K NIpaKTUYECKOM
Illudposanne u nemmnppoBanue 4.2,0IIK- | pabote

¢aiinoB npu nomMouu NpocTEHIINX 4.3,0I1K-
MporpaMm 14.2,0IIK-
Kpartkoe conep:xanue: lllnupposanue 14.3

" JemudpoBanne paiJioB Npu
NMOMOLIY NPOCTEHIMX MPorpamMm
yMeTh: BLIOPATh COOTBETCTBYIOLIHE
OpraHu3alUOHHbIE U MPOrPaAMMHO-
anmnapaTHble CpeACcTBa ISt
OPraHU3aluH CHCTEM
HH(}OPMaMOHHOH 3aAIUTHI
BJIaJIeTh: METOaMHU 3alUThI
HHPOPMALMHU ¥ TPOTPAMMHOI0
obecnieyeHus oT
HEeCAHKLIHOHUPOBAHHOIO JOCTYIIA H
KONUPOBAHUS




/Mp/

1.3

Tema 1. OcHOBHBIE BUIbI U
HCTOYHHKY aTaK HA HH(POPMAHIO
KpaTkoe conepxkanue: u3y4uTh
COBPEMEHHYI0 CHTYaIlHI0 B 00J1aCTH
HHGOPMaLHOHHOH §e30I1ACHOCTH;
KaTeropuv nHGoOpMauOHHOH
0e30macHOCTH; aGCTPAKTHBIE MOJIe]IN
3alIUTHI HHpopManuu, 0630p
Hau0oJ1ee pacnpocTpaHEeHHbIX
MeTo10B ''B3jI0Ma"

3HATH: COBPEeMEHHbIE METOIbI
obGecreyeHNUsI MEJOCTHOCTH M 3AIIUATHI
HH(OpMaNMU U MPOrPaAMMHBIX
CpPe/CTB OT HECAHKIIMOHHPOBAHHOTO
JA0CTYNa U KOMMMPOBAHUS

yMeThb: BbIOPATh COOTBETCTBYIONHE
OPraHN3anMoOHHbIE U MPOTPAMMHO-
anmapaTHBIE CPeCTBA I
OPraHu3aluu CUCTEM
HH(OPMaMOHHO 3aAIUTHI
BJIaJIeTh: MeTOAAMHU 3aIIHUThI
HH(pOpMaNMU U IPOrPAMMHOI0
obdecrevyeHust OT
HECAHKIIHOHHPOBAHHOTO T0CTYIA H
KONMPOBAHUS

/Cp/

32

OIIK-
4.1,0IIK-
4.2,0IIK-
4.3,0IIK-
14.1,0I1K-
14.2,0I1K-

14.3

Bompocsr qis
CaMOIOATOTOBKH

Paznen 2.CereBasi 0€301aCHOCTDH

2.1

Tema 2. CeTeBasi 6e30M1aCHOCTH
KpaTkoe conep:xanue:

2.1 ATaKkyemble ceTeBble KOMIIOHEHTHI
2.2 YpOBHHU ceTeBbIX aTAK COIJIACHO
moneau OS|

3HATh: YCTPOICTBO CeTeBbIX
KOMIIOHEHTOB: cepBepa, padouue
CTaHIIHM, CPe/ia NMepegayvu
uHGpOpPMAIMH U Y3JIbI KOMMYTAIIMH
cerei

/Jex/

OIIK-
4.1,0IIK-14.1

TectupoBanue Y CTHEII
orpoc

2.2

IIpakTHyeckas padora 2. O0xUM
BHUTOIi napsl. CoenqnHeHne padounx
cranuuii B JIBC.

KpaTtkoe cogep:xanne: O0:kuM BUTOI
napsbl. CoennHenne padounx cTaHIHUH
B JIBC

yMeTb: IPOEKTHPOBATD JIOKAILHYIO
ceTh, 00beANHAA cepBepa, padoune
CTAHIMM U Cpeay nepeiaun
uHpopmanuu

BJIaleTh: HABBIKAMH MOHTAKa
JIOKAJILHOW CeTH.

Mp/

OIIK-
4.2,0TIK-
4.3,01T1K-
14.2,011K-

14.3

3agaHus K NPaKTHYECKON
pabote

2.3

Tema 2. CeTeBast 6€301aCHOCTH
Kpartkoe conep:xkanue: Cepsepa,
padoune cTaHIUM, cpela NepeIavyn
HHPOPMAIIMH U Y3JIbI KOMMYTAIUH
ceTeil. JTaTOHHAsI MOJeIb
B3aMMO/IEHCTBUS OTKPBITHIX CHCTEM
(ON]|

3HATh: YCTPOMCTBO CeTEBbIX
KOMIIOHEHTOB: cepBepa, pabouue
CTaHIUM, CpeJa nepeaaqyn
HHPOPMaLMH M Y3JIbl KOMMYTALUU
cereil

YMeTh: IPOEKTHPOBATH JOKAIBHYIO
ceThb, 00beAUHSIS cepBepa, padouue
CTAHLUM U cpeay nepeaayu

32

OIIK-
4.1,0TIK-
4.2,0TIK-
4.3,0T1K-
14.1,011K-
14.2,011K-

14.3

Bomnpocsr mns
CaMOTIOATOTOBKHU




HHpopMaAIMHU
BJIa/IeTh: HABBIKAMHM MOHTAKA
JokaabHo# cetn. /Cp/

24

3auver.

3HaTh NpUHIMNGI HHGOPMATHOHHOI
U Oubuorpaduyeckoii KyJabTyphbl,
METO/JbI M CPEICTBA PelieHust
CTAHJAPTHBIX 3a7a4
npogecCHOHATBHOM 1eSITeJIbHOCTH C
3HaeT npouecchbl, METOABI MOMCKA,
cOopa, xpaHeHus1, 00padOTKH,
NpeiCTABJIeHUS, PACIPOCTPAHEHUS
uHOpPMAMH U CIIOCOOBI
OCYUIeCTBJIEHHS TAKHUX MPOLECCOB 1
MeTo10B (MH(OpMALIMOHHbIE
TeXHO0JIOTHH); COBPEMEHHbIe
HHCTPYMEHTAJbHbIE Cpe/bl,
NMPOrpaMMHO-TEXHHYECKHe
mJ1aT¢opMbl H NPOrpaMMHbIE
CpeacTBa, B TOM YHCJ/Ie
0Te4eCTBEHHOI0 MPON3BO/ICTBA,
HCNOJIb3yeMble ISl pellleHusl 3a1a4
npogecCHOHATBHOM /1eSITeJIbHOCTH, U
NPUHIUINBI UX PadOThI; JOTHKY
NMOCTPOEHHUS M MPUHIMIIBI
(GYHKIIMOHHPOBAHHS COBPEMEHHBIX
SI3BIKOB NPOTPAMMHMPOBAHUS U
SI3BIKOB PadoTHI ¢ 0a3aMu TaHHBIX,
cpena pa3pabdoTKu HH(POPMALMOHHBIX
CHCTEM U TeXHOJIOTHIi, NPMHIUIIBI
pa3paboTKu aJIrOpuTMOB U
KOMIBIOTEPHBIX NPOrpaMM;
COBpPeMEHHBbIE SI3BIKH
NMPOrpaMMHPOBAHUS U SI3BIKH PadOTHI
¢ 0a3aMM JaHHBIX, CpPeabl pa3padoTKu
HHGOPMAIIMOHHBIX CHCTEM U
TEeXHOJIOTHi;

YMeer BbIOMPATh U HCNOJIB30BATH
coBpeMeHHbIe MH(POPMALIMOHHO-
KOMMYHUKAIHOHHbIE U
HHTEJUIEKTyaJ bHbIE TEXHOJIOTHH,
HHCTPYMEHTAJbHbIE CPe/bl,
NPOrpaMMHO-TEXHHYECKH e
nJaT(opMbI M NPOrpaMMHbIe
cpelacTBa, B TOM 4YHC/Ie
0Te4eCTBEHHOI 0 NPOM3BOACTBA, A5
peuieHusi 3a1a4 NpodeccuHoOHATbHOU
JNeATeTbHOCTH; AaHAJIU3MPOBATH
npogeccuoHaIbHBIE 3a1a4H,
BBIOMPATH U UCTOJIBL30BATH
noaxoasimue nHGpopMaHOHHbIE
TeXHOJIOTHH; BHIOUPATDH SI3BIKU
NPOrpaMMHPOBAHUS H SI3bIKH PadOTHI
¢ 0a3aMM JaHHBIX, cpeabl pa3padoTKH
HHGOPMAIIMOHHBIX CHCTEM U
TEeXHOJIOTH i, HCXOJSA U3 UMEIIIHXCSH
3a/1a4; MPUMEHSATh COBPeMeHHbIe
SI3BIKH POrPAMMHPOBAHUSA IS
pa3padoTKH OPUTHHAJbHBIX
AJITOPUTMOB H KOMIBIOTEPHBIX
NMporpaMm, NPHUroIHbIX JJIA
NPaKTHYECKOTr0 MPUMEHEHH, BECTH
0a3bl JaHHBIX H HHPOPMAIIMOHHBIE
XpPaHWIMIIA, TPUMEHATH
COBpEMEHHBbIE MPOrpaMMHBIE Cpe/Ibl
pa3padoTKn HH(POPMALMOHHBIX
CHCTEM M TEXHOJIOTHIi; YUTATH KOABI

OIIK-
4.1,0IIK-
4.2,0IIK-
4.3,0IIK-
14.1,0IIK-
14.2,0I1K-

14.3

Bomnpocs! k 3auety
TectupoBanue




NPOrpaMMHBIX NPOAYKTOB,
HANMCAHHBIX HA 0CBOEHHBIX A3bIKAX
NpOrpaMMHPOBAaHMS, U BHOCUTH
TpedyeMble H3MEHEHH;
aHAJM3MPOBATH NpPodeccHoHATbHbIE
3aa4u, pa3padaTbIBaTh MOJXOASIINE
HH(OPMALIMOHHbIE PellleHust;
CaMOCTOSITEIbHO 0CBAMBATH HOBbIE
JJIs1 ceGsi COBpeMeHHbIe S3bIKH
NMPOrpaMMHUPOBAHNS U A3BIKH PadoThI
¢ 0a3aMM JaHHBIX, CpPeabl, Pa3padoTKu
HHGOPMAIMOHHBIX CHCTEM U
TeXHOJIOTHIA;

Bnaneer HaBbikamMu padoThI ¢
JaHHBIMH C IOMOIIBIO
HH(OPMANMOHHBIX TEXHOJIOTHIi;
HABBIKAMU NPUMeHEeHUsl
coOBpeMeHHBIX HHOPMALHOHHO-
KOMMYHHUKAIHOHHBIX H
HHTEJUVIEKTYATbHBIX TEXHOJIOTHIA,
HHCTPYMEHTAJIbHBIX Cpefl,
NMPOrpaMMHO-TeXHHYECKHX MIIATGopM
U MPOTrPaMMHBIX CPEACTB, B TOM
Yyucie 0Te4ecTBEeHHOTo MPOU3BOACTBA,
IJIs1 peleHns 3a1a4
npodecCHOHATBLHOM 1esITeJILHOCTH;
HaBBIKAMU Pa3padoTKu
OPUTHHAJIBHBIX AJITOPUTMOB H
KOMNBbIOTEPHBIX MPOrpamm,
NMPHUTOIHBIX JJIsl IPAKTHYECKOI0
NpUMeHeHHUsI; HABBIKAMH OTJIAAKH U
TeCTHPOBAHMSA MPOTOTUIIOB
NMPOrpaMMHO-TEXHHYECKHX
KOMILJIEKCOB 3a/1a4.

/3auér/

Paznen 3.Kpunrtorpadus

3.1

Tema 3. Kpunrorpadus

Kpatkoe conep:xanue:

3.1 Kinaccnpuxanus
KPUNTOAITOPUTMOB

3.2 CumMeTpHYHBIE
KPUNTOAITOPUTMbI

3.3 CumMeTpHYHbIE KPUITOCHCTEMBI
3.4 AcuMMeTpHYHbBIE
KPUITOAITOPHUTMBI

3HaTh: KJ1accuukanuio
KPHNITOAJITOPUTMOB, MPUHIMIT
padoThl CHMMETPHUYHBIX
KPHMNTOAJITOPUTMOB U KPUIITOCHCTEM,
NPUHIHUI PadoThl AaCHMMETPUYHBIX
KPHMNTOAJITOPUTMOB U
kpunrtocucrem. /Jlex/

OIIK-
4.1,0IIK-14.1

TectupoBanue Y CTHbIN
orpoc

3.2

IpakTnyeckas padora 3. MeToabl U
Cpe/ACTBA 3alMTH MHGOPMAIIMH B
Microsoft Office

Kpatkoe conep:kanue: Metoabl U
CpeaCcTBa 3alUTHI HH(pOpPMAINU B
Microsoft Office

YMETh: €031aBaTh CHMMETPUYHbIE
KPHITOAITOPUTMBI U
acHMMeTpPUYHbIe KPHNTOAJITOPHTMBbI
BJIa/IeTh: HABBIKAMH 3alIN(POBKHU
JAHHBIX CHMMETPHYHBIMHA U
aCHMMeTPUYHBIMHU
kpunroanropurmamu /Ip/

OIIK-
4.2,0IIK-
4.3,0IIK-
14.2,0I1K-

14.3

3anaHus K IpaKTHYECKON
pabote

3.3

JlaGopaTopHas padora 1.
Kpunroanroputm TEA

OIIK-
4.2,0IIK-

Ortuer 1o 71a6. pabore




Kpatkoe cogepxxanue: Peanuzanus 4.3,0I1K-
kpunrtoaiaropurma TEA Ha si3bIke 14.2,0I1IK-
nporpammuposanus Pascal 14.3
YMeTh: CO31aBaTh CHMMeETPHYHbIE

KPHUITOAJITOPUTMBI U

acHMMeTpPUYHbIe KPHNTOAJITOPUTMbI

BJIa/1eTh: HABBIKAMM 3a1IH(POBKHU

JAHHBIX CHMMETPHYHBIMH U

acCHMMeTPUYHBIMHU

Kpunroaiaropurmamu /J1a6/

34 JlaGopaTopHasi padora 2. 2 OIIK- Ortuer o n1a6. pabore
Kpunroaaropurm Rijndael 4.2,0I1K-
Kpartkoe conep:xkanue: Peannzanust 4.3,0I1K-
kpunroaaroputMa Rijndael Ha si3bike 14.2,0I1K-
nporpammupoBanus Pascal 143
yMeTh: c031aBaTh CHMMeTpPHYHbIe
KPUITOAITOPUTMBI U
acHMMeTpPUYHbIe KPHNTOAJITOPUTMbI
BJIaJIeTh: HABBIKAMH 3alIN(POBKH
JAHHBIX CHMMETPHYHBIMHA U
acCHMMeTPUYHBIMHU
Kpunroaiaropurmamu /J1a6/

3.5 JlaGopaTopHas paoora 3. [lepenaua 2 OIIK- Ortuer o n1ab. pabore
3amn(ppoBaHHOIO TeKCTA 4.2,0TIK-
kpunroaiaroputmom Rijndael 4.3,0IIK-
Kpatkoe cogep:xanue: Ilepenaua 14.2,0I1K-
3amu(pPOBAHHOIO TEKCTA 14.3
kpunroaaroputmom Rijndael mo
JIOKAJIBbHOM CeTH Ha sI3bIKe
nporpammupoBanus Pascal
YMeTh: CO31aBaTh CHMMETPHYHbIE
KPHITOAJITOPUTMBI U
acHMMeTPUYHbIe KPHNITOAJITOPUTMbI
BJIa/leTh: HABbIKAMM 3alIH(POBKHU
JAHHBIX CHMMETPHYHBIMHU U
acCHMMeTPUYHBIMHU
kpunroaiaropurmamu /JIaé/

3.6 JlaGopaTopHas padora 4. [Ipuem 2 OIIK- Ortuer o n1a6. pabore
3amn(ppoBaHHOIO TeKCTA 4.2,0TIK-
kpunroaiaropurmom Rijndael 4.3,0I1K-
Kpartkoe conep:kanue: Ilpuem 14.2,0I1IK-
3ammn(ppoBaHHOrO TeKCTA 14.3
kpunroaaroputmom Rijndael mo
JIOKAJILHOM CeTH U ero paciu@poBKa
Ha s13bIKe mporpammuposanusi Pascal
yMeTh: €031aBaTh CHMMeTpPHYHbIe
KPHMIITOAJITOPUTMBI H
aCUMMETPHYHbIe KPUNITOAJITOPUTMBI
BJIa/1eTh: HABBIKAMM 3alIH(POBKHU
JAHHBIX CHMMETPHYHBIMHA U
acHMMeTPUYHBIMHU
KpunrToaiaropurmamu /J1a6/

3.7 Tema 3. Kpunrtorpadus 42 OIIK- Bomnpocsr mist
Kpartkoe coaep:xanue: TaiiHonucs, 4.1,0IIK- CaMOIOATOTOBKH
KpHNTOrpadus ¢ KI1040M, 4.2,0IIK-
CHMMETPUYHBIE KPUIITOAATOPUTMEI, 4.3,0IIK-
ACMMMeETPHYHbI¢ KPUNITOAJITOPUTMBI, 14.1,0I1K-
NnepecTaHOBOYHbIE, IOICTAHOBOYHbIE, 14.2,0I1K-
NMOTOKOBBIE WIN(DPHI, 010YHBIE 14.3

11107(11] 1) 81

3HATh: KJIACCH(PHKALUIO
KPHUITOAITOPUTMOB, NPUHIMIT
padoThl CHMMETPUYHBIX
KPHNITOAJITOPUTMOB U KPUIITOCHCTEM,
NPHHIUI Pa0oThl aCHMMETPUYHBIX
KPHITOAJITOPATMOB H KPHIITOCHCTEM.
yYMeTh: C031aBaTh CHMMeTPHYHbIEe
KPHITOAITOPATMBI H




aCHMMeTpPHUYHbIE KPHIITOAJITOPUTMBbI
BJIJIETh: HABBIKAMH 3aLlIH(PPOBKH
AAaHHBIX CHMMETPHYHBIMH 1
aCHMMeTPHYHBIMHA
xpunroaiaropurmamu /Cp/

Paznen 4.I110 u undgopmanuonHas
0e3onacHocTb. KomMmiekcHas cucrema
0e30MmacHOCTH

41

Tema 4. 110 u nndopmanuonnas
0e3onacHocTh. KommiiekcHas cucrema
0e3onmacHOCTH

Kpartkoe coaep:xanue:

4.1 O630p coBpemennoro I1O

4.2 OmudKu, NpuBoAsIINE K
BO3MOKHOCTH aTaK Ha HH(pOPMALHUIO
4.3 OcHOBHbIE N0J10KEHUSI 110
pa3padorke I1O

4.4 Knaccudpuxanus
HHGOPMAIMOHHBIX 00HEKTOB

4.5 IMomuTHKa poJeii

4.6 Co3naHue NOJMTUKH
HH(OPMALIMOHHOIT 6e30MacHOCTH

4.7 MeTtoasb! obecrieyeHHst
0€30TKa3HOCTH

3HaTh: HH(pOPMALMOHHAS
0€30MacHOCTh B ONePALHOHHBIX
cucTeMax, MPUKJIAJIHBIX MPOrpaMMmax,
OIIUOKH, IPUBOASIIHE K
BO3MOKHOCTH aTaK Ha HHpOpMAaLUIo,
OCHOBHbI€ MOJIOKeHHs N0 pa3padoTKe
O, knaccudukanuio no TpedyeMoi
cTeneHu 0€e30TKA3HOCTH,
KJaccupuKanus M0 YPOBHIO
KOH(UIEeHIHATbHOCTH, TPeOOBAHMS
no padore ¢ KOHPUAEHINAIBLHOI
uHdopmanuei,

YMeTh: OPraHN30BaTh
uH(popManuoOHHYI0 6€30MaCHOCTH B
onepanHoOHHBIX CHCTEMAX,
NPUKJIATHBIX MPOrpaMmax,
NPUMEHSATH OCHOBHBIE MOJIOKEHUS 10
paspabortke I10, ocymecTBIATH
0€30TKa3HOCTH CEPBHCOB U CJIY:KO0
XpaHeHMs TaHHBIX J0CTHIaeTcs ¢
MOMOIIBI0 CHCTEM CAMOTECTHPOBAHMS
U BHeCeHHs U30BITOYHOCTH HA
Pa3JHYHBIX YPOBHSX: aNNapPaTHOM,
NPOrpaMMHOM, HH(OPMAIHOHHOM
BJIa/IeTh: HABBIKAMH HACTPOIKH
uHdopManoHHOIi 6e30acCHOCTH B
ONepanHoOHHBIX CHCTEMAX,
NPUKJIAAHBIX POrpaMmax,
HABBIKAMU NPUMEHEHHS OCHOBHBIX
noJio:keHuii mo paspadorke 110,
METOIMKOMH CO31aHUs MOJUTHKH
0e30MacHOCTH NpeANnpUsiTH,
COCTOsAMIEH U3 yuyeTa OCHOBHBIX
(HanboJiee OMACHBIX) PHCKOB
HHG(POPMALIMOHHBIX ATAK.

[Jlex/

OIIK-
4.1,0IIK-14.1

TectupoBanue Y CTHbII
ompoc

4.2

IIpakTHyeckas padora 4. I'enepanust
koyeii. llludposanue u
pacuind)poBKa coodeHnii B
nporpamme PGP.

Kparkoe cogepxanune: I'enepanust
koyeii. lllndposanne u
pacuingpoBka coodLeHnii B
nporpamme PGP.

OIIK-
4.2,0TIK-
4.3,0TIK-
14.2,01IK-

14.3

3agaHus K NpakKTHYECKON
pabote




YMeTh: OPraHH30BaTh
HH(OPMALMOHHYIO 6€30MACHOCTH B
onepanuoOHHBIX CHCTEMAX,
NPUKJIATHBIX POrpaMmax,
NPUMEHSATH OCHOBHBIE MOJIOKEHUS 10
pa3padorke 10, ocymecTBIATH
0€30TKa3HOCTH CEPBHCOB U CIY:K0
XpaHeHMs JaHHBIX J0CTHIaeTcs ¢
MOMOIIBIO CHCTEM CAMOTECTHPOBAHMS
U BHeCceHHs1 H30BITOYHOCTH HA
Pa3JMYHBIX YPOBHAX: aNNapPaTHOM,
NPOrpaMMHOM, HHOPMAHOHHOM
BJIa/IeTh: HABBIKAMH HACTPOIKH
HH(OPMALIMOHHOIT 6€30MacCHOCTH B
ONepalMoOHHBIX CHCTeMAX,
NPUKJIATHBIX IPOrpaMmas,
HABBIKAMHU NMPHMEHEHHs] OCHOBHBIX
NoJ10KeHui no paspadorke I10,
METOIMKOH CO3JaHUs MOJUTHKH
0€30MacHOCTH NpeANnpUsTH,
coCTOsIIIei U3 yuYeTa OCHOBHBIX
(HaunboJiee OMACHBIX) PUCKOB
HH(OPMALMOHHBIX aTaK.

Mp/

4.3

IIpakTnyeckas padora S. U3meHenue
napoJibHoii ¢ppassl. PGP quck
Kpartkoe conep:kanune: U3menenue
napoJibHoii ¢ppasel. PGP quck
yMeTh: OPraHU30BaTh
HH(OPMALIMOHHYIO 0€30MACHOCTH B
oNnepanuOHHBIX CHCTEMax,
NPUKJIATHBIX POrpaMmax,
NPUMEHSATH OCHOBHbIE MOJIOKEHUS 10
pa3pabortke I10, ocymecTBIATH
0€30TKa3HOCTH CEPBHCOB H CIY:K0
XpaHEeHMs AaHHBIX I0CTHTAeTCsl ¢
NMOMOIIBIO CHCTEM CAMOTECTHPOBAHMSA
U BHECeHHMsl M30LITOYHOCTH HA
Pa3JHYHBIX YPOBHSX: aNNaPATHOM,
NpPOrpaMMHOM, HH(OPMATHOHHOM
BJIa/IeTh: HABBIKAMH HACTPOIKH
HH(OPMALMOHHOIT 0€30MaCHOCTH B
onepanuoOHHBIX CHCTEMax,
NPUKJIAAHBIX IPOrpaMmax,
HaBbIKAMHU NPUMEHEHHs 0CHOBHBIX
1oJio:keHuii mo paspadorke I10,
METOIMKOH CO31aHNs MOJUTHKH
0€30MacHOCTH NpeANnpUsTH,
cocTosiIeil U3 y4eTa OCHOBHBIX
(HanboJiee OMAaCHBIX) PHCKOB
HHG(POPMALIMOHHBIX ATAK.

/Mp/

OITK-
4.2,01IK-
4.3,011K-
14.2,011K-

14.3

3ajaHus K MPaKTHUECKOM
pabore

4.4

IIpakTnyeckas padora 6.
3ammudposka u pacuudposka
JAHHBIX ajJropurmMom RSA.

Kpartkoe coaep:xkanue: 3amudpoBka u
pacundppoBKa TaHHBIX AJITOPUTMOM
RSA

YMeTh: OPraHU30BaTh
HHGOPMAIIHOHHYIO 6€30NaCHOCTH B
onepauHoOHHBIX CHCTEMAX,
NPUKJIATHBIX MPOrpaMMax,
NPUMEHSATh OCHOBHBIE MOJIOKEHHSI M0
pa3padorke I10, ocymecTBIATH
0€30TKa3HOCTH CEPBHCOB U CJIY:K0
XpaHeHMs JaHHBIX J10CTHIaeTcs ¢
MOMOLIBIO CHCTEM CAMOTeCTHPOBAHMS
U BHeCeHHs1 U30BITOYHOCTH HA

OIIK-
4.2,0IIK-
4.3,0IIK-
14.2,0I1K-

14.3

3agaHus K NPaKTHYECKON
pabote




Pa3JMYHBIX YPOBHAX: aNlMIAPATHOM,
NpOrpaMMHOM, HH()OPMALIMOHHOM
BJIaJIeTh: HABBIKAMH HACTPOHKH
HHPOPMANMOHHOI 6e30MacHOCTH B
OnepanHOHHBIX CHCTEMAX,
NMPHUKJIATHBIX MPOrpaMmMax,
HABBIKAMHU IIPUMEHEHHUs] 0CHOBHBIX
noJiokeHuii mo pazpadorke 110,
METOAMKOI CO31aHus MOJIMTUKH
0e30nmacHOCTH NpeANnpPUATHS,
cocTosiieii U3 yueTa 0CHOBHBIX
(HauboJiee OMACHBIX) PUCKOB
HHPOPMANMOHHBIX aTaK.

Mp/

4.5

Tema 4. I1O u nundopmManuoHHas
0e3onacHocTb. KomiiekcHas cucrema
OezomacHocTH

Kpartkoe conep:xanue: 0030p
coBpemenHoro IO, omnokm,
NPHUBOASIIIME K BO3MOKHOCTH aTaK Ha
HHPOPMaLMIO, OCHOBHBIE M0JI0KeHUS
no pazpadorke I10. Knaccupukanus
1o TpedyemMoii cTeneHu 0€30TKA3HOCTH,
KJIaccu(UKANUS 110 YPOBHIO
KOH(HUIeHIHAIBHOCTH, TPe0OBaHUA
1o padoTe ¢ KOH(GUAEHINATBLHOI
uHpopmanueii. Pekomenayemsbie posn:
CHenuaIucT no HHGPoOPMAUHOHHOIM
0€30IaCHOCTH, BJIajIesel]
HHGOPMAMH, TOCTABIIHK
anmapaTHOro U MPOrpaMMHOI0
obecnedyeHns, pa3padoTUYHK CHCTEMBI
/WM IPOrpaMMHOro odecreyeHmst,
JIMHEHbII MeHeIKep WM MeHeTKep
0T/1€eJ1a, ONIepaTopPhbl, AyAUTOPLI.
3HATh: MHPOPMALUOHHAS
0€30MacHOCTh B ONePaHOHHBIX
cucTeMax, MPUKJIAJHBIX IPOrpaMMax,
OIMOKH, MPUBOSIIIKE K
BO3MOKHOCTH aTak Ha uH(opManuio,
OCHOBHbI€ I10JI0KeHHs 110 pa3padoTke
O, knaccudpukanuio no Tpedyemoi
cTeneHu 0e30TKA3HOCTH,
KJIacCH(UKALUSA N0 YPOBHIO
KOH(HUIEHINAIBHOCTH, TPeOOBAHUA
1o padore ¢ KOHPUAEHINATBLHOI
uHpopmanmei,

yMeThb: OPraHU30BaTh
HHPOPMALMOHHYIO 6€30IIACHOCTD B
OonepanHOHHBbIX CHCTEMaX,
NPHUKJIATHBIX MIPOrpamMmax,
NPUMEHSATH OCHOBHBIE TOJIOKEHHUS 110
pa3padotke I1O, ocyniecTBIATH
0€30TKa3HOCTb CEPBHUCOB U CJIYKO
XpaHEHHUs! TAHHBIX JOCTHTAETCS C
MOMOUIBIO CHCTEM CAMOTECTHPOBAHMSA
U BHECeHHUsI M30BITOYHOCTH HA
Pa3IMYHBIX YPOBHAX: aNapaTHOM,
NMPOrpaMMHOM, HHGOPMATHOHHOM
BJIAJIETh: HABBIKAMHU HACTPOHKH
HH(popManoHHOIi 6e30MacHOCTH B
OonepanHOHHBbIX CHCTEMaX,
NPHUKJIATHBIX IPOrpaMmax,
HABBIKAMHU NNPUMEHEHHUs 0CHOBHBIX
noJosKeHuii mo paspadorke 110,
METOAMKOI CO31aHus NOJIMTUKH
0e30MmacHOCTH NpeANnpPUATHS,
coCTOsIIel U3 y4eTa OCHOBHBIX

42

OIIK-
4.1,0IIK-
4.2,0IIK-
4.3,0I1K-
14.1,0IIK-
14.2,0I1K-

14.3

Bonpocsr nis
CaMOIIOATOTOBKHU




(HanboJiee ONACHBIX) PUCKOB
HH(GOPMALIMOHHBIX aTaK.

/Cp/
4.6 JK3aMeH. 36 OIIK- Bomnpockl k sk3amMeHy
3HaTh NPUHIUNBI HHPOPMALTHOHHOMI 4.1,0I1K- TectupoBanue
U Oubauorpaduueckoi KyJabTyphbl, 4.2,0IIK-
METOAbI U CPEACTBA pelleHus 4.3,0IIK-
CTAHAAPTHBIX 32124 14.1,0IIK-
npogeccuoHaAILHON NeATEeJbLHOCTH C 14.2,0IIK-
3Haer npoueccel, METOABLI MOUCKA, 14.3

cOopa, xpaHeHusi, 00padoOTKH,
NpeACcTABJICHHUS], PACIPOCTPAHEHUS
HH(OPMALIMHU U CNIOCOOBI
OCYUIECTBJIEHHS TAKHUX MPOLECCOB 1
MeToA0B (MH(OPpMALMOHHbIE
TEeXHO0JIOTHH); COBPEMEHHbIE
HHCTPYMEHTAJbHBIE Cpe/bl,
NPOrpaMMHO-TeXHHYECKHe
J1aT(OPMBI M NPOrpaMMHbIe
cpelIcTBa, B TOM YHC/Ie
0Te4eCTBEHHOI0 MPON3BO/ICTBA,
HCNOJIb3yeMble UIsl pelleHus 3a1a4
npogecCHOHATBHOM 1eSITEJIbHOCTH, H
NPUHIUIBI UX PadOThI; JOTHKY
NMOCTPOEHHUS] U MPUHIMIIBI
(pyHKIIMOHMPOBaHMS COBPEMEHHbIX
SI3bIKOB POrPAMMMPOBAHMSA U
SI3BIKOB PadoOTHI ¢ 0a3aMu TaHHBIX,
cpen pa3padoTku HHGOPMANUOHHBIX
CHCTEM U TEXHOJIOTHIi, NPHHIUTIBI
pa3padoTKu aJropuTMOB H
KOMIIBIOTEPHBIX NPOrpaMM;
COBpPeMEHHbIE SI3bIKH
NPOrpaMMHPOBAHMS U SI3IKH PA0OTHI
¢ 0a3aMu JaHHBIX, cpeAbl pa3padoTku
HHGOPMAIIMOHHBIX CHCTEM U
TeXHOJIOTHii; YMeeT BbIOUPATD H
HCNOJIB30BaTh COBPEMEHHbIE
UHGPOPMALIUOHHO-
KOMMYHUKALMOHHbIE U
HHTeJVIEKTyaIbHbIe TeXHOJIO0THH,
HHCTPYMEHTAJbHbIE cpe/bl,
NPOrpaMMHO-TEXHHYECKH e
nJ1aT(opMbl H NPOrpaMMHbIE
CPeACTBA, B TOM 4HC/Ie
0Te4eCTBEHHOI0 NPOM3BOACTBA, A5
peuieHus 3a1a4 NpodecCuHOHATbHOU
JAeATeTbHOCTH; AHAJIU3MPOBATH
npogeccuoHaIbHbIE 321241,
BBIOMPATH U UCOJIBL30BATH
noaxoasimue HHGoOpMaHOHHbIE
TeXHOJIOTHH; BLIOUPATD SI3BIKH
NPOrpaMMHPOBAHMS U SI3BIKH PA0OTHI
¢ 0a3aMM JaHHBIX, cpelbl pa3padoTKu
HHGOPMALMOHHBIX CHCTEM U
TEeXHOJIOTHii, MCXOS U3 UMEIOIIHXCH
3a/1a4; MPUMEHSATh COBPeMeHHbIe
SI3bIKH POTPAMMHPOBAHUSA IS
Pa3padoTKN OPUTHHAIBbHBIX
aJITOPUTMOB H KOMIIBIOTEPHBIX
NMporpaMm, NPMroIHbIX JJIA
NPaKTHYeCKOr0 MPUMEHEHHs, BECTH
0a3bl JAaHHBIX H MH(POPMAIIMOHHbIE
XpPaHWINIIA, TPUMEHATH
cOBpPeMEHHbIe IPOrPpaMMHbIE cpe/bl
pa3pabdoTKu HH(POPMALMOHHBIX
cucTeM U




TeXHOJIOTHii; YNTATH KOJbI
NPOrpaMMHBIX NPOAYKTOB,
HANMMCAHHBIX HA 0CBOEHHBIX 3bIKAX
NPOrpaMMHUPOBaHNs, H BHOCUTH
TpedyeMble H3MEHEHH;
aHAJM3MPOBATH NPodeccHoHATbHbIE
3a/ia4yu, pa3padaTbiBaTh MOJAXOASIIINE
uH(GOpMaNHOHHbIE PelleHHUs ;
CaMOCTOSITEJILHO OCBAUBATH HOBbIE
JJIs1 ce0si COBpeMEHHBIE SI3bIKH
NMPOTrPaAaMMHUPOBAHNS U SA3BIKH PadOTHI
¢ 0a3aMM JaHHBIX, CPeabl, Pa3padoTKH
HHGOPMALIMOHHBIX CHCTEM U
TexHoJioruii; Biaaeer HaBbIkaMu
PpatGoThI ¢ JAHHBIMH C IOMOIIBIO
HH(OPMANMOHHBIX TEXHOJIOTHIi;
HABBIKAMU NPUMEHEHHS
coOBpeMeHHBIX HHOPMALHOHHO-
KOMMYHUKAIIMOHHBIX U
HHTEJUVIEKTYATbHBIX TEXHOJIOTHIA,
HHCTPYMEHTAJIbHBIX Cpef,
NMPOrpaMMHO-TEXHHYECKUX IJIATHOPM
U MPOrPaAaMMHBIX CPEICTB, B TOM
YHCJIe 0TeYeCTBEHHOT0 TPOU3BO/ICTBA,
IJIs1 peleHns 3a1a4
npodecCHOHATBLHOM 1esITeJILHOCTH;
HABBIKAMH Pa3padoTKu
OPUTHHAJIBHBIX AJITOPUTMOB H
KOMIbHTEPHBIX NPOrpamMM,
NPHUTOHBIX ISl IPAKTHYECKOTO
NpHMEHEHHUsI; HABBIKAMH OTJIAJAKHU U
TeCTHPOBAHMSA MPOTOTUIIOB
NMPOrpaMMHO-TEXHHYECKHX
KOMILJIEKCOB 3a/1a4.

/Ix3amen/

IlepeueHb NpUMeHsiEeMbIX AKTUBHBIX U HHTEPAKTUBHBIX 00Pa30BaTeJbHbIX TEXHOJIOTHIA:
Komnvromepnas mexnonozusn ooyuenusn

OcHOBaHa Ha MCII0JIb30BaHMH MH(OPMALIMOHHBIX TEXHOJIOTHI B y4eOHOM mpolecce. Peanu3anust JaHHO#H TeXHOIOTHH
OCYILECTBIISIETCS MOCPEICTBOM KOMITBIOTEPA M MHBIX MYJIBTUMEIUIHBIX CpeACTB. Mcronp30BaHNe KOMIBIOTEPHBIX TEXHOJIOTUI
JienaeT yueOHbIH MpoIiece He TOJIBKO COBPEMEHHBIM H ITO3HABATENbHBIM, HO HHTEPECHBIM TSI 00yUJaIOIHUXCs

Texnonozusa odyuenusa é compyonuuecmaee

TexHonorus 00y4eHHs: B COTpYAHNYECTBE UCTIONIB3YETCsI B 00pa30BaTeNbHOM IPaKTHKE JUTS IPEOJOJICHHS TOCTIEICTBUI
MHINBUAYAIBHOTO XapaKkTepa yueOHOH AesTeIbHOCTH CYObEKTOB U UX CTPEMIICHHH UCKITIOUUTETIHHO K HHIUBH LY aJIbHBIM
00pazoBaTenbHBIM JocTIbKeHMIM. OHA 103BOJIIET 000TaTUTh OITBIT U IPHOOPECTH Yepe3 yUEOHbIH TPy Te HAaBBIKM COBMECTHMON
JIeSTeNIbHOCTH, KOTOPBIE 3aTEM MOTYT CTaTh HEOOXOJMMBIMH B Oy Iy1iel MpohecCHOHaIbHON 1 COLMAIbHON IESTEbHOCTH B
TEUeHHE KU3HHM. L{eJIb TEXHOJIOTHH COCTOUT B (POPMHUPOBAHNH YMEHHUH y CyOBEKTOB 00pa3oBaTeIbHOTO nporecca 3PpEeKTHBHO
paboTtaTh coo0Ia BO BpeMEHHBIX KOMaHJaxX ¥ IPyMIax U 100MBaThCS Ka4eCTBEHHBIX 00pa30BaTENbHBIX PE3yIbTaTOB

5. METOJJUYECKHWE YKA3AHUSA JIJISI OPTAHU3AIIMA CAMOCTOSTEJIBHOM PABOTHI CTYJIEHTOB

CPC — nnanupyemas yueOHasi, y4eOHO-HCCIIe[0BaTeNbCKas, HAYYHO-UCCIICJOBATEIbCKAsE pab0Ta CTYACHTOB, BBINOJIHACMAs BO
BHEAyIUTOPHOE (ayJUTOPHOE) BPeMs 110 3aJaHHIO U IIPH METOJUYECKOM PYKOBOJICTBE MPEIOJaBaTes, HO 6e3 ero
HETIOCPEACTBCHHOI'O YYaCTUA (BO3MO)KHO YaCTUYHOC HEMOCPECACTBEHHOC YUAaCTUC MPEoAaBaTeJisd Mpru COXPpaHCHUNU BC}]yH.ICﬁ poiamn
crynenrtoB). Llenpto CPC sBisieTcst oBiageHne GyHIaMeHTATbHBIMUA 3HAHHSIMH, TIPO(HECCHOHATBHBIMI YMEHUSMH ¥ HABBIKAMHU I10
npoduinto Oyaymieit crenuaIbHOCTH, OIIBITOM TBOPUECKOH, HCCIIEIOBATEIbCKON IESTEIbHOCTH, Pa3BUTHE CAMOCTOSTEIILHOCTH,
OTBETCTBEHHOCTH W OPraHU30BaHHOCTH, TBOPUECKOTO MOAX0/1a K PEIICHHIO MPo0IeM yueOHOTo U MpohecCHOHAIBHOTO YPOBHEH.
3agaun CPC: cucreMaTH3alMs U 3aKpEIICHUE OTyYSHHBIX TEOPETUISCKUX 3HAHUH U MPAaKTHYECKUX YMEHHI CTYICHTOB;
yrIyOJIeHre U paciInpeHre TEOPETHUESCKOM TOATOTOBKY; (POPMUPOBAHKIE YMEHHUM UCIIONB30BaThH HOPMATHBHYIO, TPABOBYIO,
CIPAaBOYHYIO JIOKYMEHTAIMIO U CIICIHATBHYIO JINTEPATypy; Pa3BUTHE MO3HABATEIBLHBIX CIOCOOHOCTEH M aKTUBHOCTH CTYACHTOB!
TBOp‘ICCKOI‘/II WHUIHATHUBBI, CAMOCTOATCIBHOCTH, OTBETCTBEHHOCTH U OPraHU30BaHHOCTH; (bOpMI/IpOBaHI/IC CaMOCTOSATCIBbHOCTH
MBIIDICHHS, CIOCOOHOCTEN K CaMOPa3BUTHIO, CAMOCOBEPIICHCTBOBAHUIO M CaMOPEANTH3alliH; Pa3BUTHE UCCIEIOBATEILCKHX
YMEHHIA; HCIIOJIb30BaHNE MaTepralia, COOPaHHOTO U MOYYEHHOTO B XOJI€ CAMOCTOSTEIBHBIX 3aHITHI HA IPAKTHYECKUX 3aHATUAX,
IIPY HATIMCAHUH KYyPCOBBIX M BBITYCKHOM KBATU(PHUKATMOHHON paboT, 1ist 3 HeKTHBHOMN MOArOTOBKU K HTOTOBBIM 3a4eTaM U
sk3ameHaM. OyHkimu CPC: pa3BuBaroras (OBBIICHAE KYJIbTYPbl YMCTBEHHOTO TpYyAa, mpuodieHue Kk 10 TBOpUSCKUM BUAaM
JIESITEIBHOCTH, 000TallleHHe MHTEIJICKTYalIbHBIX CIIOCOOHOCTEH CTYIEHTOB); HHPOPMAIHOHHO-00yYatolias (yueOHas AeTeIbHOCTh
CTYJCHTOB Ha ayMTOPHBIX 3aHATHIX, HEOAKPEIICHHASI CAMOCTOSTEILHON pabOTOM, CTAHOBUTCS MaJIO PE3yJIbTATHBHON);




OPHEHTHPYIOLIAsl U CTUMYJIMpYIomas (IpoLeccy 00yueHUs MPUAACTCsl YCKOPEHHE X MOTHUBAINS ); BOCIIMTaTeNIbHAsS ((hOPMUPYIOTCS U
Ppa3BHUBAIOTCS MPOGECCHOHANBHBIE KaUeCTBA CIIENNAIICTa U IPaKAaHUHA); UCCIIeI0BATEIbCKas! (HOBBIM YPOBEHb MPOQECCHOHANBHO-
TBOPYECKOTO MBILUICHUS).

CamocrosTenbHas padoTa CTyICHTOB SIBISETCS 0053aTEIbHBIM KOMIIOHEHTOM Y4eOHOTO TIporiecca Al KKIO0To CTyIeHTa U
ompenensieTcs yuyeOHbIM IJIaHOM. Buabl caMoCTOATENbHOM paboThl CTYAECHTOB ONPEEISIOTCS IPU pa3padoTke pabounx MporpaMmm u
YUeOHBIX METOJANIECKUX KOMILUIEKCOB TUCIHUILUIAH COJCPKaHUEeM YueOHOM UCIUIUTUHBL [IpH Onpe/ieIcHuH CoepiKaHus
CaMOCTOSTEIbHON PabOThI CTYACHTOB CIISNYeT YUYUTHIBATh UX YPOBEHb CAMOCTOSATEILHOCTH M TPEOOBAHHUS K YPOBHIO
CaMOCTOSTEILHOCTH BBITYCKHUKOB JUIS TOTO, YTOOBI 32 MEPHOA 00YUIEHHSI HICKOMBIN ypOBEHb ObII JOCTUTHYT. Tak, yAelpHBIN Bec
CaMOCTOSTEIbHON paboTHI MpH 00y4deHUH B 04HOH (opme coctasisteT 10 50% OT KONMuYecTBa ayJUTOPHBIX YaCOB, OTBEAEHHBIX HA
M3ydeHHe TUCUUIUIMHEL, B 309HON (opMe - KOJIMYECTBO YaCOB, OTBEICHHBIX Ha OCBOSHUE JUCIHUILUINHEI, yBeIuauBaeTcs 10 90%.
CamocrosrenbHas paboTa ONpefeseTcs] Kak MHANBUTyalbHas WIIM KOJUIEKTHBHAS ydeOHas IesITeIbHOCTh, OCyLIecTBIsIeMast 0e3
HETIOCPE/ICTBEHHOT0 PYKOBOJICTBA IIE€Aarora, HO 110 €ro 33/IaHusIM U 110/ ero KoHTpojeM. CamocrosTesnbHas padoTa — 3T0
TO3HABATEbHAS yueOHas e TeNbHOCTh, KOT/Ia MOCIeI0BAaTEeIbHOCTD MBIIUICHUS CTYACHTa, €0 YMCTBEHHBIX H IPAKTUYECKUX
orepauuii U 1eHCTBUI 3aBUCUT U ONIPEEIISICTCS CAMUM CTYIEHTOM.

CamocrosTenbHas padoTa CTyIEHTOB CIIOCOOCTBYET Pa3BUTHIO CAMOCTOATENLHOCTH, OTBETCTBEHHOCTH M OPTaHU30BAHHOCTH,
TBOPUYECKOTO MOAX0/1a K PELISHHIO TPoOiIeM yueOHOTo U MPOodeCCHOHAIEHOTO YPOBHSI, YTO B UTOTE ITPUBOIMT K Pa3BUTHIO HABBIKA
CaMOCTOSTEILHOTO IUIAHUPOBAHUS U PeaIn3alliy JesITeNLHOCTH. LIeTbi0 caMOCTOATeNbHOM paboThI CTYICHTOB SBISETCS OBJIaJCHUE
HE0OXOIUMBIMU KOMIIETEHIUSIMH TI0 CBOEMY HAIPABJICHUIO OJATOTOBKH, OIIBITOM TBOPYECKOH M NCCIEI0BATENLCKOM NeATeTbHOCTH.
Ha ocHOBaHHMU KOMIIETEHTHOCTHOTO MOJIX0JIa K PealTH3alliK MPO(ECCHOHATBHBIX 00pa30BaTebHBIX MPOrPaMM, BUAMU 3aaHHH
JUISL CAMOCTOSITEIIBHOM Pa0OTHI SBJISIOTCS:

- JUIs OBJIAJICHHUS 3HAHUSAMU: YTCHHE TeKcTa (yuyeOHUKa, IEPBOMCTOYHHKA, JOTIOJIHUTEIBHOH JTUTEPaTyphl), COCTABICHHE IIJIaHA
TEKCTa, Tpaduyeckoe n300paKeHne CTPYKTYphI TEKCTa, KOHCIIEKTUPOBAHUE TEKCTA, BBIITUCKH U3 TEKCTa, paboTa Co CIOBaApSIMHU U
CTPaBOYHHKAMH, 03HAKOMJICHHE C HOPMaTHBHBIMH TOKYMEHTaMH, Y4eOHO-HCCIIeI0BaTeNbcKast padoTa, UCIIOIb30BaHUE ayAUO- H
BHUJICO3ATIHCEH, KOMITBIOTEPHON TEXHUKH 1 HH)OPMAITHOHHO-TeJIeKOMMYHHKAIHOHHON ceTn IHTepHeT u JIp.

- JUIS 3aKpeTUICHHS M CHCTeMaTH3aluy 3HaHUH: paboTa ¢ KOHCIIEKTOM JIEKLIUH, 00pa0doTKa TekcTa (YueOHNKa, IepBOUCTOYHHKA,
JIOTIOJTHUTENILHOW JINTEPaTyphl, ayJHO0 U BUIC03aIINCE ), TOBTOPHAs paboTa HaJl y4eOHBIM MaTEepHUaIOM, COCTABIICHUE TJIaHA,
COCTaBJIEHHE TAOIHUI] UL CUCTEMATH3aliK Y4eOHOro MaTepuaa, OTBET Ha KOHTPOJIbHBIC BOIIPOCHI, 3all0JHEHHE pabodelt TeTpaiy,
aHanuTH4Ieckas 00paboTKa TeKkcTa (AaHHOTUPOBaHUE, PELICH3UPOBaHNE, pedepupoBaHye, KOHCIEKT-aHAIU3 U JIP.), 3aBEpLICHUE
ayJIUTOPHBIX MPAKTUYECKUX PabOT U oopMiieHHE OTYETOB 110 HUM, TIOATOTOBKA MYJIbTUMEINA COOOIEHUI/TOKIAI0B K
BBICTYIUICHHIO Ha ceMuHape (KOH(epeHInK), MaTepUaloB-IIPE3eHTAIU, TOJrOTOBKa pedepara, cocTaBiieHne Oudanorpadumu,
TEMaTHYECKUX KPOCCBOPIOB, TECTHPOBAHUE U P.

- 101t GOPMHUPOBAHUS YMEHHUIN: pelieHne 3aa4 U yIpaKHEHHH 110 00pasily, pelieHne BapHaTHBHBIX 3a/1a4, BEIIOJTHEHNE YePTEXeH,
CXeM, BBITIOJTHEHHE pacyeToB (Tpadmdeckux padoT), pelieHne CUTYalHOHHBIX (TIPO(heCcCHOHANBHBIX) 331a4, TIOrOTOBKA K JIEIOBBIM
Urpam, NPOCKTUPOBAHUE U MOJICITUPOBAHUE Pa3HBIX BUIOB U KOMIIOHEHTOB IPO(ECCHOHATILHOM ESATEIbHOCTH, PEQIIEKCUBHBIH
aHanu3 nMpo(ecCHOHAIBHBIX YMEHHUH C UCTIONIb30BaHUEM ayIHO0- U BUJCOTCXHHUKH U JIp.

CaMOCTOﬂTCHhHaﬂ pa60Ta MOJKET OCYHICCTBIIATHCA UHAUBUAYAJIBHO WJIHU I'pyHniaMu CTyJCHTOB B 3aBUCUMOCTH OT LCJIH, 061)CM3.,
KOHKPETHOHN TeMaTHKH CaMOCTOSTEIILHON pabOThI, YPOBHS CIIOKHOCTH, YPOBHS YMEHHUI CTYIEHTOB.

6. OHEHOYHBIE U METOJJUYECKHUE MATEPHUAJIBI

6.1. IlepeyeHb KOMNeTeHIUH ¢ yKa3aHHeM 3TanoB ¢GopMUPOBAHMA HHIAUKATOPOB MX IOCTHKEHHs B Npolecce 0CBOCHUS
onoI

OIIK-14:Cnioco0eH pa3padaThiBaTh AJITOPUTMBI M KOMIIBIOTEPHbIE IPOrPaMMbl, IPUTO/IHbIE /ISl IPAKTHYECKOI0
NpUMeHeHHs.

Heoocmamounuwtit ypoeenn:

He 3Haet npomneccsl, METOIBI TONCKa, cOOpa, XpaHEeHHs, 00pabOTKH, IIPETOCTABICHHUS, PACIPOCTPAHESHUS HHPOPMAIIH U CIIOCOOBI
OCYIIECTBIICHHS TaKUX IIPOIIECCOB M METO0B (MH()OPMAIIMOHHBIC TEXHOIOTHH); JIOTUKY MOCTPOCHHS U IIPUHITHITHI
(YHKIIMOHUPOBAHUS COBPEMEHHBIX S3bIKOB IIPOrPaMMUPOBAHUS U S3bIKOB PabOTHI ¢ 0a3aMu IaHHBIX, CpeJl pa3paboTKH
MH()OPMAIIOHHBIX CUCTEM M TEXHOJIOTUH, IPUHIMIIBI pa3pabOTKU alrOPUTMOB U KOMIIBIOTEPHBIX IIPOrPaMM; COBPEMEHHBIE S3bIKU
HPOrPaMMHUPOBAHHUS U SI3BIKU PAOOTHI ¢ 6a3aMu JaHHBIX, CPEAbl Pa3paboTKH HHPOPMAIIMOHHBIX CUCTEM U TeXHOJIOTHH

He ymeet BBIONpATh A3BIKH IPOTPAMMHPOBAHHUS U SI3BIKM PAOOTHI ¢ 6a3aMH JaHHBIX, CPeIbl pa3paboTKH HHPOPMAIMOHHBIX CHCTEM
U TEXHOJIOTUH, UCXOJ U3 UMEIOLIMXCA 3a/1a4; IPUMEHATh COBPEMEHHBIE A3bIKU IIPOrPaMMUPOBAHUS AT Pa3paOOTKU OPUTMHATIBHBIX
aITOPUTMOB M KOMITBIOTEPHBIX IIPOTPaMM, TIPUTOIHBIX JUIS IPAKTHIECKOTO IPUMEHEHNUS, BECTH 0a3bl JaHHBIX U HH()OPMaIHOHHBIE
XPpaHWINIIA, TPIMEHATh COBPEMEHHBIE IPOrpaMMHBIE Cpe/ibl pa3pab0oTKu HHPOPMALMOHHBIX CUCTEM U TEXHOJIOTHH; YUTATh KOJbI
MPOrpaMMHBIX IPOAYKTOB, HAMCAHHBIX HA OCBOEHHBIX SA3bIKaX MPOIPaMMHUPOBAHNUS, U BHOCUTE TpeOyeMble N3MECHEHNS,;
aHaIM3UPOBaTh NpodhecCHOHATIBHBIE 3aJa4H, pa3pabaThIBaTh NOAXOIINE HHPOPMALMOHHBIE PEILICHHUS; CAMOCTOSATEILHO OCBaUBaTh
HOBBIE JUIS ce0sl COBpEMEHHBIE SI3BIKM MPOTrPaMMHUPOBAHHUS U SI3BIKU PadOTHI ¢ 0a3aMu JaHHBIX, CPEbl, Pa3paboTKH
“H(QOPMALUOHHBIX CUCTEM M TEXHOJIOIUH

He BrageeT HaBbIKaMu pa3paOOTKU OPUTMHAIBHBIX aITOPUTMOB U KOMIIBIOTEPHBIX IPOTPaMM, IPUTOAHBIX JUI IPAKTHYECKOTO
TIPUMEHEHUS; HABBIKAMU OTJIAJIKU U TECTUPOBAHUS IPOTOTHUIIOB MPOrPAMMHO-TEXHUYECKUX KOMIIJIEKCOB 3a/1a4
Ilopozoeutii yposens:

3HaeT MpoIIeCcChl, METOBI TIONCKa, cOOpa, XpaHeH s, 00pabOTKH, TPEAOCTABICHNUS, PACIPOCTPaHEHUSI HHYOPMAIIU U CIIOCOOBI
OCYLIECTBICHUSI TAKUX MPOLECCOB M METOIO0B (MH()OPMAIIIOHHBIE TEXHOIOTHN)

Vmeer BI)I6I/IpaTI) SA3BIKW IPOrpaMMUPOBAHUA U A3BIKU pa6OTI)I ¢ 6azamu JaHHBbIX, CPEIAbI pa3p360TKI/I I/IH(bOpMaI_II/IOHHI)IX CUCTEM U
TeXHOJ’IOFHﬁ, HUCXO0O U3 UMCIOIUXC 3a1a4

Brnaneer HaBbIkaMu pa3pabOTKH OPUTHHAIBHBIX aITOPUTMOB HPUTOIHBIX JJISl IPAKTHIECKOTO IPUMEHEHHUS

IIpoosunymeutii ypoeens:




3HaeT MpoIecchl, METO/IbI TIOUCKA, cOOpa, XpaHeHus, 00pabOTKH, MPEIOCTABICHHUS, PACTIPOCTPAHEHHUS HH(POPMALIUH U CTIOCOOBI
OCYILECTBICHHS TAKHX IIPOIIECCOB M METOIOB (MH(POPMALIMOHHBIC TEXHOJIOTHHN); JIOTUKY IOCTPOCHHS U TIPUHLIUIIBI
(YHKIHOHHUPOBAHHS COBPEMEHHBIX S3BIKOB IPOrPAMMHUPOBAHUS U S36IKOB PabOTHI ¢ 0a3amMu JaHHBIX, CPel pa3paboTKu
HUH(POPMAIMOHHBIX CHCTEM U TEXHOJIOTHIA, IIPUHLUITBI Pa3pabOTKH alrOPUTMOB M KOMITBIOTEPHBIX IIPOTPaMM

YMeer BBIOMpATh A3bIKK IPOTPAMMHUPOBAHUS M S3bIKH pabOThI ¢ 0a3aMK JaHHBIX, CPEbl pa3pad0TKU HHPOPMAIIMOHHBIX CUCTEM H
TEXHOJIOTHH, HCXOSI M3 UMCIOLIMXCS 3a/1a4; IPHUMCHAITH COBPEMEHHBIC SI3BIKH POrPaMMHUPOBAHHS TS Pa3paOOTKH OPUTHHAIBHBIX
QIITOPUTMOB M KOMITBFOTEPHBIX POTPAMM, IIPATOHBIX IS MPAKTUYECKOTO IPUMEHEHHUS, BECTH 0a3bl JaHHBIX U HH(QOPMAIMOHHBIE
XPaHWIAILA, IPUMEHSTH COBPEMEHHBIE TPOTrPAMMHBIE CPe/Ibl Pa3pabOTKH HHPOPMAILIMOHHBIX CHCTEM M TEXHOJIOT Uit

Brnaneer HaBbIkaMu pa3pabOTKH OPUTHHAIBHBIX alTOPUTMOB M KOMITBIOTEPHBIX IPOTPaMM, IPUTOJHBIX IS IPAKTHIECKOTO
MIPUMEHEHUS

Buwicoxuii yposens:

3HaeT NpoIecChl, METObI IOUCKA, cOopa, XpaHeHus!, 00pabOTKY, IPEIOCTABICHUS, PACIPOCTPAHEHUS HUH(POPMALIUH U CIIOCOOBI
OCYLIECTBIIEHUSI TAKUX IPOLECCOB U METOJOB (MH()OPMAILIIOHHBIE TEXHOJIOTHN); JIOTUKY IIOCTPOEHHS U IPUHIUIIb]
(YHKIMOHUPOBaHUS COBPEMEHHBIX A3bIKOB IIPOrpaMMUPOBAHUS U S3bIKOB PaObOTHI ¢ 0a3aMU JAHHBIX, CPel Pa3paboTKu
MH()OPMAIIOHHBIX CHCTEM M TEXHOJIOTHUH, IPUHIMIIBI pa3pabOTKH alrOPUTMOB U KOMITBIOTEPHBIX IIPOTPaMM; COBPEMEHHBIE S3BIKH
MPOrPaMMHUPOBAHHUS U SI3BIKK PaOOTHI ¢ 0a3aMu JaHHBIX, Cpebl pa3paboTKH HHHOPMAITMOHHBIX CHCTEM H TEXHOJIOT U

Ymeer BbIOMpATh S3bIKH IPOTPAMMHUPOBAHUS U S3bIKK PabOThI ¢ 0a3aMH JaHHBIX, CpeAbl pa3paOdO0TKH HH(GOPMALMOHHBIX CUCTEM U
TEXHOJIOTHH, HCXO/S U3 UMCIOLINXCS 33/]a4; IPUMEHSITh COBPEMEHHBIE SI3BIKH [TPOTPAMMHUPOBAHUS JUTs Pa3pab0TKH OPUTHHAIIBHBIX
ITOPUTMOB U KOMIIBIOTEPHBIX MPOrPaMM, IPUTOIHBIX ISl TIPAKTHYECKOTO IPUMEHEHHUs1, BECTH 0a3bl JaHHBIX U HH(OPMAIMOHHBIC
XpaHWIHIIA, IPUMEHSTh COBPEMEHHbIE MPOTPaMMHbIE Cpelibl pa3paboTKK MH()OPMAIIMOHHBIX CUCTEM U TEXHOJIOTHIA; YU TATh KOJIbI
MIPOTPaMMHBIX IIPOAYKTOB, HAITMCAHHBIX HA OCBOCHHBIX SI3BIKAaX MTPOTPAMMHUPOBaHHs, U BHOCUTH TpeOyeMble H3MEHEHS;
aHaIM3UPOBaTh NpodhecCHOHaIbHBIE 3aJa4UH, pa3padaThIBaTh MOIXOIAIINE HHPOPMAHOHHBIE PEIICHHUS; CAMOCTOSTEIEHO OCBaUBaTh
HOBBIE JUTs ce0sI COBpEMEHHBIE S3BIKU ITPOTPaMMHUPOBAHUS U SI3BIKK pabOTHI ¢ 0a3aMM TaHHBIX, CPEIIBI, Pa3padOTKH
UH(OPMAIIOHHBIX CUCTEM U TEXHOJIOTHH

Brnaneer HaBbIKaMu pa3pabOTKH OPUTHHAIBHBIX aITOPUTMOB M KOMITBIOTEPHBIX IIPOTPaMM, IPUTOAHBIX IS IPAKTHIECKOTO
MPUMEHEHUS; HABBIKAMHU OTJIQJKH U TECTHPOBAHUS TPOTOTUIIOB MPOrPAMMHO-TEXHUYECKIX KOMIUIEKCOB 3a]1a4

OIIK-4:Cnioco0eH MOHUMAThH NPUHIHUIBI paﬁOTBI COBPEMEHHBIX I/IH(I)OpMaIII(IOHHBIX TEeXHOJIOTHI M UCMO0JIb30BaTh UX I
peaieHusd 3aga4 npotl)eccnona.mﬂ-loﬁ ACATECIbHOCTH

Heoocmamounuwtit ypoeens:

He 3Haet mporiecchbl, METO/IbI TOKUCKA, COOpa, XpaHeHHs, 00pabOTKH, TIPEICTABICHHUS, paCIPOCTPaHEHUS HHPOPMALIUH U CIIOCOOBI
OCYILECTBICHHS TAKHUX IIPOIIECCOB M METOIOB (MH(POPMAIIMOHHBIC TEXHOJIOTHH); COBPEMEHHBIC HHCTPYMEHTAJIbHBIE CPE/IBI,
MPOrpaMMHO-TEXHUYIECKHE MIATHOPMBI U MTPOTPAMMHBIE CPEACTBA, B TOM YHCIIE OTEIECTBEHHOTO MPOU3BOICTBA, HCIIOIB3yEMbIC IS
peuieHus 3aaa4 npo(ecCUOHANbHOM ACATENILHOCTH, Y IPUHIHIIBI UX PabOThI

He ymeet BBIOMpATh U UCHONB30BATh COBPEMEHHBIE HH(POPMAIIMOHHO-KOMMYHHKAIIMOHHBIE U HHTEIUICKTYalIbHBIC TEXHOJIOTHH,
HHCTPYMEHTAIbHBIE CPEIbl, TPOTPAaMMHO-TEXHHIECKHE MIAaT(OPMBI H IPOrpaMMHEIE CPEACTBA, B TOM YHCIIE OTEYECTBEHHOTO
MPOU3BOJCTBA, AN PEIICHHUS 3a4a4 IPo(heCcCHOHATLHON AESTENbHOCTH; aHATM3UPOBATh NPOGECCHOHANIBHbIE 33/1a4H, BEIOUPATh U
UCIIOIb30BATh NOIXOIIIME HH(OPMAIIMOHHBIE TEXHOIOTUU

He BmageeT HaBBIKaMH PabOTHI C JAHHBIME C TOMOIIBI0 HH)OPMAIMOHHBIX TEXHOJIOTHH; HABBIKAMHU IIPUMEHEHNS COBPEMEHHBIX
MH()OPMAOHHO-KOMMYHUKAIIOHHBIX U HHTEIUIEKTYAIbHBIX TEXHOJIOTHH, HHCTPYMEHTAIBHBIX CPEl, IPOrPAMMHO-TEXHHIECKIX
wiaThopM U MPOrpaMMHBIX CPEJCTB, B TOM YHCJIE OT€YECTBEHHOTO IPOU3BOACTBA, JUIS peLIeHHs 3a/1a4 PO eCcCHOHATBHON
JEeATeIIbHOCTH

Ilopozoewiit yposens:

3HaeT MpOoIecChl, METO bl OUCKa, cOopa, XpaHeHus], 00pabOTKH, IPENCTABICHNUS, PACIIPOCTPAHEHU HHGOPMALIUH 1 CIIOCOOBI
OCYILIECTBIICHUS TAKUX MTPOLECCOB U METOJI0B (MH()OPMAIIMOHHBIE TEXHOIOTHH)

YMeeT BBIOMPATh U UCIIOB30BAaTh COBPEMEHHbIE HH(DOPMAIIHOHHO-KOMMYHHKAIIHOHHBIE U HHTEJUIEKTYalbHbIe TEXHOJIOTUH,
MHCTPYMEHTAJIBHBIE CPEIIbl, MPOTrPaMMHO-TEXHUUECKUE ITaTGOPMBI U IPOTPAMMHBIE CPECTBA

Bnaseet HaBbIkaMu pabOTHI C JIaHHBIMH C TIOMOIIBI0 HHPOPMAIIMOHHBIX TEXHOJIOTHIA;

Ilpoosunymeutii yposens:

3HaeT NpoIecchl, METO b IOUCKa, cOopa, XpaHeHus, 00pabOTKH, IPEICTABICHNUS, PACTIPOCTPAHEHHUS HH(OPMALIUH U CIIOCOOBI
OCYLIECTBIICHUS TAKHX MPOLECCOB M METO0B (MH(GOPMALOHHBIEC TEXHOJIOTHH); COBPEMEHHBIE HHCTPYMEHTAIIbHBIE CPEIb,
MIPOrpaMMHO-TEXHUUYECKUE TUIATGOPMBI U IPOTPAMMHBIE CPEICTBA

VYmeer BI>I6I/IpaTI> 1 HUCIIO0JIB30BATh COBPEMECHHBIC I/IH(I)OpMaHI/IOHHO-KOMMyHI/IKaIII/IOHHI)Ie U UHTCIUJICKTYAJIbHBIC TEXHOJIOTHUH,
HUHCTPYMCHTAJIBHBIC CPCbI, IPOTPAMMHO-TEXHUYCCKUC l'[J'IaT(bOpMI)I U NporpaMMHBbI€ CPEACTBA, B TOM YUCJIC OTCUCCTBCHHOT' O
HIPOU3BOACTBA, IJId pCUICHUSA 3a1a4 HpO(i)CCCPIOHaJ'ILHOfI JACATCIIbHOCTH

Brnaneer HaBbIkaMu pabOTHI ¢ AAHHBIMH € TOMOLIBI0 MHYOPMAIIMOHHBIX TEXHOJIOTHIA; HABBIKAMY MPUMEHEHUSI COBPEMEHHBIX
MH()OPMAIIOHHO-KOMMYHHKAIIHOHHBIX ¥ HHTEIUIEKTYaJIbHBIX TEXHOJIOTHH, HHCTPYMEHTAJIBHBIX Cpell, IPOrPaMMHO-TEXHHYECKUX
w1aThopM U IIPOTrPaMMHBIX CPEJICTB

Buicokuii yposens:

3HaeT Mmpolecchl, METOIbl TIOMCKa, cOopa, XxpaHeHus1, 00pabOTKH, ITPENCTABICHUS, PACIPOCTPAHEHHSI MHPOPMAIUH U CIIOCOOBI
OCYILIECTBIICHUS TAKHUX ITPOLIECCOB U METOJ10B (MH(OPMALIMOHHBIE TEXHOJIOTUH); COBPEMEHHbIE HHCTPYMEHTAJIbHBIE CPEJIBL,
MIPOrpaMMHO-TEXHHYECKHE IIATQOPMBI U IPOrPaMMHBIE CPEACTBA, B TOM YUCIIE OTEYECTBEHHOTO TPOU3BOJICTBA, UCIIOIb3YEMBbIE JUIs
peeHus 3a1a4 npoeCCUOHANBHON AESTENLHOCTH, ¥ IPUHIUIIBI UX PabOThI




YMeeT BBIOUPATh U UCIIOIB30BAaTh COBPEMEHHbIE HHPOPMAIIMOHHO-KOMMYHHKAIIMOHHBIE U HHTEIJIEKTyalbHbIe TEXHOJIOTHH,
MHCTPYMEHTAJIbHBIE CPEIbl, IPOrPAaMMHO-TEXHHYECKHE IIaTHOPMBI U TPOrPaMMHBIE CPEACTBA, B TOM YHCIIE OTEYECTBEHHOTO

IPOU3BOACTBA, JJId pCUICHUSA 3a1a4 HpO(i)eCCI/IOHaJ'II)HOI‘/'I JACATCIIBHOCTU,; aHAJIU3UPOBATh HpO(beCCI/IOHaJ'H)HLIe 3aJa4u, BI)I6I/IpaTI> u
HCIIOJIB30BaTh NOAXOAAIINE HH(bOpMaHPIOHHLIe TEXHOJIOTHH

Brnaneer HaBbIkaMu pabOTHI ¢ JAHHBIMH € TOMOLIBI0 MHPOPMAIIMOHHBIX TEXHOJIOTHIA; HABBIKAMH NPUMEHEHUSI COBPEMEHHBIX
MH()OPMAITOHHO-KOMMYHHKAIIMOHHBIX M MHTEIUIEKTYJIBHBIX TEXHOJIOTHH, HHCTPYMEHTANIBHBIX Cpell, IPOrPaMMHO-TEXHHYECKUX
IaTGOPM U MPOrPaMMHBIX CPEJICTB, B TOM YHUCIIE OT€YECTBEHHOTO MTPOM3BO/ICTBA, JUIA PEUICHUS 3a1a4u podeccHoHaIbHOM

JACATCIIbHOCTH

6.2. Illxana oueHNBAHMS B 32aBHCUMOCTH OT YPOBHs c)OPMHPOBAHHOCTH KOMIIeTeHIIHii

YpoBeHb ¢(h)OpMHPOBAHHOCTH KOMIIETEHIM I

XEEIZI;TE)TPE;:;H 1. HenocraTouHsblii: 2. IMoporosbrii: 3. [IpoaBUHYTHIIi: 4. Boicokwuii:
OCTHIKEHHST KOMIETEHIINU He KOMIIeTeHIIUU KOMINeTEeHIHU KOMINeTEeHINU
KOMIIeTe I c¢()opMHPOBaHBI. c¢(opMHPOBaHBI. c¢()opMHPOBaHBI. c¢()opMHPOBaHBI.

3HaHUs OTCYTCTBYIOT. CdopmupoBansl 6a30BbIe 3HaHus OOLIKMpPHEIE, 3HaHus TBEpIbIE,
3HaHus: CTPYKTYPbI 3HaHUH. CHCTEMHBIE. apryMeHTUPOBaHHBIE,
BCECTOPOHHHE.
YMmenus ue YMeHust pparMeHTapHbl © | YMEHUS HOCST YMeHus ycnenrano
c(hOpMHUPOBaAHEI. HOCSAT peNpOIyKTHBHBIN PpenpoyKTUBHBII TIPUMEHSIOTCS K PEIICHHIO
Ymenus: XapakTep. XapakTep MPUMEHSIOTCA K | KaK THIIOBBIX, TaK U
PELICHHIO THITOBBIX HECTaH/IaPTHBIX
3aJaHu. TBOPYECKUX 33aJJaHUH.
Hagbiku HE JemoncTpupyerca Huzkui | JleMoHCTpUpyeTcs HemoHcTpupyercs
c(hOpPMHUPOBaAHEI. YPOBEHb JIOCTaTOYHBIN YPOBCHb BBICOKHI1 yPOBEHb
Hasbiku: CaMOCTOSTENIbHOCTU CaMOCTOSITEIIbHOCTH CaMOCTOSTEIIbHOCTH,
MIPAKTUYECKOTO HABBIKA. YCTONUYUBOTO BBICOKAs aJallTUBHOCTh
MIPAKTUYECKOTO HaBBIKA. MIPAKTUYECKOTO HaBBIKA.

Onucanue KPpHUTEPHEB OUCHUBAHUA

O0yyaromuiicss AeMOHCTPUPYET:

- CyLIECTBEHHBIE TPOOEITHI B
3HAHMAX YIeOHOTO MaTepHaa,;
- JOIyCKaIOTCs
MPUHIUNNAIBHBIE OIINOKU MPU
OTBETE Ha OCHOBHBIE BOIIPOCHI
Ounera, OTCyTCTBYET 3HAHUE U
MTOHUMaHHE OCHOBHBIX TIOHSTHIH
U KaTeropuii;

- HEMIOHUMaHHE CYITHOCTH
JOTIOJTHATEITLHBIX BOIIPOCOB B
paMKax 3alaHuil Ousera;

- OTCYTCTBUE YMEHUS
BBIIIOJIHATD IIPAKTUUECKHE
3a7aHus, IPeIyCMOTPEHHbIE
MIPOTPaMMOM TUCIUTIIHHEL,

- OTCYTCTBHE TOTOBHOCTH
(ciocoOHOCTH) K TUCKYCCHH U
HH3Kasl CTETIeHb KOHTAKTHOCTH.

OOyuaromuiics JeMOHCTPUPYET:
- 3HaHUSI TEOPETUUECKOTO
MaTepHana,

- HETIOJIHbIE OTBETHI HA
OCHOBHBIE BOIIPOCHI, OIINOKY B
OTBETE, HEIOCTATOYHOE
[IOHMMaHHE CYLTHOCTH
M3JIaraeMbIX BOIPOCOB,;

- HEYBEpEHHbBIE 1 HETOYHbBIE
OTBETHI Ha JIOTIOJHUTEIIbHBIE
BOTIPOCHI;

- HEJJOCTaTOYHOE BJIaJICHUE
JIUTEPATYPOH,
PEKOMEHI0BaHHON IPOrpaMMoit
JUCLUTUTUHBI,

- yMeHHue 6e3 rpyObIX OO0k
pemaTh MPakTH4eCKUe 3aJaHus,
KOTOPBIE CIIEYET BHITOJHUTb.

OO0y4aronuics JeMOHCTPUPYET:

- 3HaHHE U IOHUMaHKe
OCHOBHBIX BOIIPOCOB
KOHTPOJMPYEMOT0 00beMa
IPOrpaMMHOTO MaTepuaa;

- TBEpAbIC 3HAHUS
TEOPETHYECKOI0 MaTepHaa,
-CIIOCOOHOCTh YCTaHABIMBATh H
OOBSCHATH CBSA3b MMPAKTHKH U
TEOPUH, BBISBISTH
MPOTUBOPEYHS, TPOOIEMBI 1
TCHACHIUHN Pa3BUTUS;

- [IpaBUJIbHBIC 1 KOHKPETHBIC,
6e3 rpyObIX OMmMOOK OTBETHI HA
TIOCTaBJICHHBIE BOTIPOCHI;

- YMEHHE penIaTh MpakTHYECKUe
3aJ1aHusl, KOTOPBIE CIEayeT
BBITIOJTHUTB;

- BJIaJIeHNE OCHOBHOU
JIUTEPATYPOH,
PEKOMEH/I0BaHHON MPOrpaMMoit
JCIUIUTAHEI,

- HaJIMYHe COOCTBEHHOM
000CHOBaHHOM IO3UIINH 110
00CyX/1aeMbIM BOIIPOCAM.
Bo03MOKXHBI HE3HAUNTELHBIE
OI'OBOPKU 1 HETOYHOCTHU B
PaCKpbITUU OTACIBbHBIX
MOJIOKECHUI BOIPOCOB OuUIIeTa,
MPUCYTCTBYET HEYBEPEHHOCTH B
OTBETaxX Ha JOIOJHHUTEIbHBIE
BOIIPOCHI.

OO0y4aronuics JeMOHCTPHPYET:
- riy0oKHe, BCECTOPOHHUE H
apryMEHTHPOBaHHbIE 3HAHUS
MPOTPaMMHOT0 MaTepUaa;

- IOJTHOC ITOHMMAHUE CYIIHOCTH
" B3aUMOCBS3U
paccMaTpUBaeMBbIX MPOLECCOB U
SIBJICHHI, TOYHOE 3HAHWE
OCHOBHBIX TIOHATHI B PaMKax
00CyKIaeMbIX 3aJaHHi;

- CIIOCOOHOCTB YCTaHaBIMBATh U
061)HCH$[T]) CBA3b IIPAKTHUKH U
TEOpHH;

- JJOTUYECKH
MOCJIeIOBaTEbHBIE,
coJiepKaTelbHble, KOHKPETHBIE
Y MCUEPTBIBAIONINE OTBETHI HA
BCE 3a1aHMs OWIIeTa, a TaKkxKe
JOTIOJIHUTCIBHBIC BOIIPOCHI
9K3aMEHATOPA,

- YMEHHME penaTh
MPAKTHIECKHE 3aIaHNs;

- cB00OTHOE MCIIOJIB30BAaHHE B
OTBETax Ha BOIPOCHI
MaTepHajJoB PeKOMEH0BaHHOM
OCHOBHOM U JOTIOJTHUTEIBEHON
JIUTEPATYPHI.
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OueHovHbIe cpeacrsa, odecneuynBaKIHe AUATHOCTHUKY C(l)OpMPlpOBaHHOCTI/l KOMl'IeTeH[IPIﬁ, 3a5iBJICHHBIX B paﬁoqeﬁ
nporpamMme 1o JMcCuuIJinHe (MOJ'IyJ'IlO) JAJIsA IPOBEACHU s l'lpOMe)RyTO'—lHOﬁ aTrTrecTaluu

OLEHUBAHUE YPOBHS 3HAHUMU: TeopeTuyeckuii 6,10k BONPOCOB. YPOBeHb 0CBOEHUsI IPOrpaMMHOI0 MaTepuaJa,
JIOTMKA M TPAMOTHOCTD H3JI0JKEeHHUsI, yMEHHE CAMOCTOSITeIbHO 000011aTh U M3J1araTb MaTepuaJl.

1. HegoctaTo4Hslit ypOBEHb

He 3Haer mporiecchbl, METO/IbI TOKUCKA, COOpa, XpaHeHHs, 00pabOTKH, TPEICTABICHHUS, PACTIPOCTPAHEHUS] HHPOPMALIUU U CIIOCOOBI
OCYILICCTBICHUSI TAKUX MPOLIECCOB U METOIOB (MH()OPMAIIOHHBIC TEXHOJIOTHH); COBPEMEHHBIC HHCTPYMEHTAIIbHBIC CPE/IbI,
MpPOrpaMMHO-TEXHHYECKUE MIAaTHOPMBI U TPOrPaMMHBIE CPEICTBA, B TOM YHCIIE OTEYECTBEHHOTO IIPOU3BOICTBA, HCIIOJIB3YEMbIC IS
pelieHus 3a1a4 NpoheCcCHOHANBEHOMN NeATeIbHOCTH, W PHHIUITBI UX PabOTHI

He ymeeT BBIOMpATh A3BIKK MPOTPAMMHUPOBAHHUS U A3bIKU pabOTHI ¢ 0a3aMU TAaHHBIX, CPEJIbI pa3pabOTKU HHGOPMAIOHHBIX CHCTEM
Y TEXHOJIOTHH, UCXOJISl U3 UMCIOLIUXCS 3a]1a4; MPUMEHAITh COBPEMEHHBIE SI3BIKU MTPOTPAMMHUPOBAHHS IS Pa3pabOTKN OPUTHHATBHBIX
AITOPUTMOB ¥ KOMIIBIOTEPHBIX MPOTPAMM, TIPUTOAHBIX JJIS IPAKTUYECKOTO MPUMEHEHUS, BECTH 0a3bl JaHHBIX U MH(GOPMAIIMOHHBIC
XPaHWIAILA, IPUMEHSATH COBPEMCHHBIE TPOrPAMMHBIC CPE/bI Pa3pabOTKH HHPOPMAIIMOHHBIX CHCTEM M TEXHOJIOTHIl; YUTATh KOJIBI
OPOrpaMMHBIX IPOAYKTOB, HAIMMCAHHBIX HA OCBOCHHBIX S3BIKAX POrPAMMHPOBAHHS, U BHOCUTH TPeOyeMbIe H3MCHCHHS;
QHAITM3UPOBATh MPO(ECCHOHABHBIC 3a/1a4l, pa3padaThIBaTh MOAXOASAIINE HHPOPMAIIMOHHBIC PEIICHHS; CAMOCTOSTEIHHO OCBaUBATh
HOBBIC JIJ1s1 ce0sl COBPEMEHHBIE SI3BIKU MPOTPAMMHPOBAHHUSI U SI3BIKKA paOOTHI ¢ 0a3aMu TaHHBIX, CPEbI, pa3paboTKu
UH()OPMAIOHHBIX CHCTEM M TEXHOJIOTUI

He 3naet nporieccrl, MeTOIbI MOUCKa, cOOpa, XpaHeHHs1, 00pabOTKH, MPeT0CTaBICHHs, paclpocTpaHeHHs HHYOPMAIMU U CIIOCOOBI
OCYLIECTBIICHUS TAKHX MPOLIECCOB M METOOB (MH()OPMAIIMOHHBIE TEXHOJIOTHH ); JIOTHKY ITOCTPOCHUS ¥ IPUHIIUIIBI
(YHKIIMOHUPOBaHHS COBPEMEHHBIX S3BIKOB ITPOTPAMMHUPOBAHHS U S3BIKOB Pa0OTHI ¢ 0a3aMy JaHHBIX, Cpel Pa3padoTKu
MH(QOPMAIIOHHBIX CUCTEM U TEXHOJIOTHH, IPUHIMITB pa3pabOTKU aJiTOPUTMOB M KOMITBIOTEPHBIX IIPOrPaMM; COBPEMEHHBIE S3BIKH
MPOTPaMMHUPOBAHUS U SA3bIKK pabOThI ¢ 0a3aMU JaHHBIX, CPeAbl pa3paOdoTKH HHPOPMALUOHHBIX CUCTEM U TEXHOJIOTUI

He ymeet BBIOMpATH M UCTIONB30BaTh COBPEMEHHBIE HH(OPMAIMOHHO-KOMMYHHKAIIMOHHEIE I HHTEIUIEKTYaJIbHbIE TEXHOJIOTHH,
MHCTPpYMEHTAIBHBIE CPEJIbI, IPOTPAMMHO-TEXHHUECKHE IUTaTPOPMBI M IIPOrPaMMHEBIE CPEJICTBA, B TOM YHCIIE OTEUSCTBEHHOTO
MIPOM3BOJICTBA, JUIS PELICHHS 3a/1a4 IPO(GECCHOHANBHOM e TebHOCTH; aHAIN3UPOBaTh IPO(heCCHOHATBHBIE 3aJa4H, BEIOUPATh U
UCIIOJIb30BATh MOAXOISAIINE HH(POPMALIMOHHBIE TEXHOJIOTHH

He BnageeT HaBbIKaMu paOOTHI ¢ TAaHHBIMH C TOMOMIBI0 HH(GOPMAIIMOHHBIX TEXHOJIOTHIT; HABBIKAMH PUMEHEHUS COBPEMEHHBIX
“HGOPMATMOHHO-KOMMYHHKAIIHOHHBIX ¥ HHTEJUIEKTYIBHBIX TEXHOJIOTHIA, HHCTPYMEHTAIBHBIX Cpell, IPOrPaMMHO-TEXHIYECKUX
mw1aT(opM U MPOTPaMMHBIX CPEJICTB, B TOM YHCIIE OTEYECTBEHHOTO IPOU3BOICTBA, U PEIIeHHUS 3a1ad POopeCcCHOHATBHOM
JIeSITeIIbHOCTH

He BJIaJICCT HaBbBIKAMU pa3pa60T1<H OPUTIMHAJIBHBIX aJITOPUTMOB U KOMIIBIOTCPHBIX IIPOTpaMM, NPUTOAHBIX JIJIA IPAKTHYCCKOI'O
IMPUMCHCHMS, HaBbIKaMU OTJIAAKU U TCCTUPOBAHUS IMPOTOTUIIOB IPOIPAMMHO-TEXHUYCCKUX KOMIUICKCOB 3a/1a4

2. Iloporoselii ypoBeHb

3HaeT NpOoLECcChl, METObI IOUCKa, cOopa, XpaHeHus1, 00pabOTKH, IPEIOCTABIEHUS, PACIPOCTPAHEHUS UHPOPMALUK U CIIOCOOBI
OCYILIECTBIICHUS TAKUX MPOIECCOB U METO10B (MH()OPMAIIMOHHBIE TEXHOJIOTHH)

YMeeT BBIOMPATh S3BIKK IIPOTPAMMHPOBAHUS U SI3BIKH PAOOTHI ¢ 0a3aMH JaHHBIX, CPeAbl Pa3padoTKH MHOOPMAIIMOHHBIX CHCTEM U
TEXHOJIOTHH, MCXOASI U3 UMEIOLINXCS 3aa4

Brnaneer HaBbikamMu pa6OTLI C IaHHBIMH C IIOMOIIBLIO I/IH(bOpMaI.II/IOHHLIX TeXHOHOFHﬁ;

VYmeer BI)I6I/IpaTI: 1 HUCII0JIB30BATH COBPEMCECHHLIC I/IH(I)OpMaL[I/IOHHO-KOMMyHI/IKaHI/IOHHBIE W UHTCIUJICKTYAJIbHBIC TEXHOJIOT'UH,
HUHCTPYMCHTAJIBHBIC CPCAbI, IPOTPAMMHO-TEXHUYCCKUC HHaT(bOpMLI " NporpaMMHBIC CPEACTBA

BHaﬂCCT HaBbBIKaMU pa3pa60T1<1/1 OPUTMHAJIBHBIX aJITOPUTMOB IPUTOAHBIX IJIA MPAKTUYCCKOTO IPUMEHCHUSA

3HaeT Mpolecchl, METO bl TIOUCKa, cOopa, XpaHeHus, 00pabOTKH, MPEICTABICHHUS, pACIPOCTPAHEHUS! HHOPMALIUU U CIIOCOOBI
OCYILIECTBIICHUS TAKUX MPOLECCOB U METOI0B (MH()OPMAIIMOHHBIE TEXHOJIOTHH )

3. [IponBUHYTBI! YPOBEHD

Birageer HaBBIKaMH pabOTHI C JAaHHBIMU C ITOMOIIBIO HH(OPMAIIMOHHBIX TEXHOJIOTHIT; HABBIKAMH IPHMEHEHHS COBPEMEHHBIX
“H(QOPMALUOHHO-KOMMYHHKAMOHHBIX U HHTEJUIEKTYaJIbHBIX TEXHOIOTHN, HHCTPYMEHTAIIbHBIX Cpell, IPOrPaMMHO-TEXHHYECKUX
w1aTopM U IPOTrPaMMHBIX CPEJICTB

Brnaneet HaBbIkaMu pa3pabOTKH OPUTHHAIBHBIX aITOPUTMOB M KOMITBIOTEPHBIX IIPOTPaMM, IPUTOAHBIX IS IPAKTHIECKOTO
MIPUMECHEHUS

3HaeT MmpoIecchl, METO Ikl TIOUCKa, cOopa, XxpaHeHus1, 00pabOTKH, ITPECTABICHUS, PACIPOCTPAHEH I HHPOPMAIUH U CIIOCOOBI
OCYLIECTBIICHUS TAKHX MPOLECCOB ¥ METOOB (MH()OPMAIIHOHHBIE TEXHOJIOTHH ); COBPEMEHHbBIE HHCTPYMEHTAJIBHBIE CPEIbL,
IpOrpaMMHO-TEXHUYIECKHE IIIaT(HOPMbI U IPOrpaMMHBIE CPEACTBA

3HaeT NpoLecChl, METObI IOUCKA, cOOpa, XpaHeHus1, 00pabOTKY, IPEIOCTABICHUS, PACIPOCTPAHEHUS UH(POPMALIUH U CIIOCOOBI
OCYIIECTBIICHHS TaKUX IIPOIIECCOB M METO0B (MH(OPMAIIMOHHBIC TEXHOIOTHH); JIOTUKY OCTPOCHHS U IIPUHITHITHI
(YHKIIMOHUPOBAHUS COBPEMEHHBIX S3bIKOB IIPOrPAaMMHUPOBAHUS U A3BIKOB PA0OTHI ¢ 0a3aMy JaHHBIX, Cpel Pa3paboTKu
MH()OPMAIIOHHBIX CHCTEM M TEXHOJIOTUH, IPUHIMIIBI pa3pabOTKH alrOpPUTMOB U KOMITBIOTEPHBIX IIPOTPaMM

YMeeT BBIOUPATh U UCTIOIL30BAaTh COBPEMEHHbIE HH()OPMAIIIOHHO-KOMMYHHKAIIMOHHBIE U HHTEIJIEKTyalbHbIe TEXHOJIOTUH,
MHCTPYMEHTAJIbHBIE CPEbl, IPOrPaMMHO-TEXHHYECKHUE IIaTHOPMBI U TPOrpaMMHBIE CPEACTBA, B TOM YHCIIE OT€YECTBEHHOTO
MPOU3BOJCTBA, A PEIICHHUS 3a4a4 IPOo(heCCHOHATBHON AESTEIbHOCTH

YMeer BBIOMpATh A3bIKH POTPAMMHUPOBAHUS M S3bIKH pabOThI ¢ 0a3aMK JaHHBIX, CPEbl pa3pad0TKU HHPOPMAIIMOHHBIX CUCTEM H
TEXHOJIOTHH, HCXOSI M3 UMCIOLIMXCSI 3a/1a4; IPHUMCHSTh COBPEMEHHBIC SI3BIKH POrPaMMHUPOBAHHS TSl Pa3pabOTKH OPUTHHAIBHBIX
QITOPUTMOB M KOMITBIOTEPHBIX IIPOTPAMM, IIPATOHBIX IS IPAKTHYECKOTO IPUMEHEHHUS, BECTH 0a3bl JaHHBIX U HH(QOPMAIMOHHBIE
XPaHWIUIIA, TPUMEHSATh COBPEMEHHbBIE IPOTPAMMHbIE CPE/Ibl Pa3pab0TKU HHPOPMAIMOHHBIX CHCTEM U TEXHOJIOTHI




4. Bricokuii ypoBeHb

YMeeT BIOUPATh S3bIKK POrPAMMUPOBAHUS U SI3BIKH PAOOTHI ¢ 6a3aMK JaHHBIX, CPE/bl Pa3paOd0TK HHPOPMAIIMOHHBIX CUCTEM U
TEXHOJIOTHH, UCXOJISI U3 UMEIOLIMXCS 33]1a4; IPUMEHSITH COBPEMEHHBIE SI3bIKU IPOTPAMMHUPOBAHHUS TS pa3paO0TKU OPUTHHATBHBIX
ITOPUTMOB ¥ KOMIIBIOTEPHBIX MPOTPAMM, IPUTOIHBIX ISl MPAKTHISCKOTO MPUMEHEHHUS, BECTH 0a3bl JAHHBIX U UHHOPMAIIHOHHBIE
XPpaHUIUIIA, TPUMEHSATH COBPEMEHHbBIC IPOTPAMMHbIEC CPEJIbl pa3paOb0TKU HHPOPMANMOHHBIX CUCTEM U TEXHOJIOTHI; YATATh KOJIbI
HOPOrpaMMHBIX POAYKTOB, HAIMMCAHHBIX HA OCBOCHHBIX SI3BIKAX POrPAMMHPOBAHHS, U BHOCHTH TPEOYEMbIC H3MCHCHUS,
QHAITM3UPOBATh MPO(ECCHOHABHBIC 3a/1aul, pa3padaThIBaTh MOAXOASAIINE HHPOPMAIIMOHHBIC PEIICHHS; CAMOCTOsTEIBHO OCBaUBAaTh
HOBBIC JIJ1s1 c€0sl COBPEMEHHBIE SI3BIKH TIPOTPAMMHPOBAHUS U SI3bIKH PA0OTHI ¢ 6a3aMu IaHHBIX, CPE/Ibl, pa3paboTKu
UHGOPMAILMOHHBIX CHCTEM U TEXHOJIOTHI

Bnaneer HaBbIkaMu paboOTHI ¢ JAHHBIMH € TOMOLIBI0 MHYOPMAIIMOHHBIX TEXHOJIOTHIA; HABBIKAMH MPUMEHEHUSI COBPEMEHHBIX
MH()OPMAIIOHHO-KOMMYHHKAIIHOHHBIX ¥ MHTEIUIEKTYJIBHBIX TEXHOJIOTHH, HHCTPYMEHTANIBHBIX Cpell, MPOTPaMMHO-TEXHIMYECKUX
wiaThopM U MPOrpaMMHBIX CPECTB, B TOM YHCIIE OT€YECTBEHHOTO MIPOM3BOICTBA, IS PELISHHS 3a/1a4 TPOEeCCHOHATBHOM
JIeSITeIIbHOCTH

YMeeT BBIOUPATh U UCIIOIB30BAaTh COBPEMEHHbIE HHPOPMAIIMOHHO-KOMMYHHKAIIMOHHBIE U HHTEIIEKTyalbHbIe TEXHOJIOTUH,
MHCTPYMEHTAJIBHBIE CPEbl, IPOrPaMMHO-TEXHHYECKHE TIaTHOPMBI U TPOTPaMMHBIE CPEACTBA, B TOM YHCIIE OTEYECTBEHHOTO
MPOU3BOJCTBA, IS PEIICHNMS 3a1a4 IPOopeCcCHOHATBHON AESTEIbHOCTH; aHATM3UPOBATh PO EeCCHOHANBHBIE 33/1a41, BRIONPATh U
UCIIOJIB30BATh NOAXOIAIINE HH(POPMALIMOHHBIE TEXHOJIOTHHI

3HaeT MpoIeCcChl, METOIbI TIOUCKA, cOOpa, XpaHeHHs, 00pabOTKH, TPEACTABICHUS, PACTIPOCTPAHCHHS HHPOPMAITHH U CITOCOOBI
OCYILIECTBIICHHUS TAKHX MPOLECCOB M METOOB (MH()OPMAIIHOHHBIE TEXHOJIOTHH ); COBPEMEHHbIE HHCTPYMEHTAJIBHBIE CPEIbL,
MIPOTrpaMMHO-TEXHIUYECKUE IUIATGOPMBI M IIPOrPaMMHBIE CPEJICTBA, B TOM YHCIIe OTEYECTBEHHOTO MPOU3BOJICTBA, UCIIOIb3yEMBbIE JULS
peleHus 33124 MpoeCCUOHANBHON AEATENLHOCTH, M IPUHIUIIBI UX PabOThI

3HaeT MpOoIeCcChl, METO b TOUCKa, cOopa, XpaHeHus!, 00pabOTKH, IPEIOCTABIECHHS, PACIPOCTPAHSHNS HHPOPMAIIUH U CIIOCOOBI
OCYLIECTBIICHUS TAKHX MPOLIECCOB M METOO0B (MH()OPMAIIOHHBIE TEXHOJIOTHH); JIOTHUKY ITOCTPOCHHS 1 PHUHIIUIIBI
(YHKIIMOHUPOBaHHS COBPEMEHHBIX S3BIKOB ITPOTPAMMHUPOBAHHS U SI3BIKOB Pa0OTHI ¢ 0a3aMy JaHHBIX, Cpel Pa3pabdoTKu
UH()OPMAIOHHBIX CUCTEM U TEXHOJIOTHH, IPUHIMITB pa3pabOTKH aIFTOPUTMOB U KOMIIBIOTEPHBIX IIPOIPaMM; COBPEMEHHBIE SI3BIKU
MPOTPaMMHUPOBAHUS U SA3BIKK PabOThI ¢ 0a3aMM JaHHBIX, Cpebl Pa3paOboTKH HHPOPMAIIHOHHBIX CHCTEM U TEXHOJIOTHH

Bﬂa;[eeT HaBbBIKaMU pa3pa60T1<H OPUI'MHAJIBHBIX aJITOPUTMOB U KOMITBIOTCPHBIX IIPOTpaMM, NPUTOAHBIX JJIA IPAKTHYICCKOT'O
IMPUMCHCHUS, HaBbIKaMU OTJIAAKHU U TCCTUPOBAHUS IIPOTOTUIIOB IPOIPAMMHO-TEXHUYCCKUX KOMIUICKCOB 3a/1a4

B ciyuae, eciin cymMmma pedTHHIOBBIX 0aJLIOB, MOJYYESHHBIX MTPU MPOXOXKICHHH IPOMEXYTOYHOI aTTecTanuu cocrasiseT ot 0 10 9
OayuioB, TO 3a4eT/ 3a4det ¢ oneHkoi/ s3xk3amen HE CIIAH, He3aBHUCHMO OT UTOrOBOTO PEHTHHIA 110 AUCITUTUIMHE.

B ciyuae, eciiu cymMmma peHTHHIOBBIX 0aJUIOB, MOJTYYCHHBIX MIPU MPOXOXKICHHH NIPOMEXYTOYHOH aTTeCTallui HAaXOAUTCS B TIpeaesax
ot 10 mo 30 6aywioB, To 3auet/ 3aueT ¢ oueHkon/ 3x3amen CJIAH, u pe3ynbraT cjauu onpeneNseTcs B 3aBUCUMOCTH OT UTOTOBOTO
peiiTHHra 1Mo JUCHHUILUIMHE B COOTBETCTBHH C YTBEPKIACHHOM IIKaoit nepesoja u3 100-0ayibHOM MIKaJIBI OICHUBAHHS B 5-
OaIUThHYTO.

Jliis mpuBeieHus PEHTHHIOBOM OLIEHKH 1O qucuuIuinHe o 100-0a/uibHOM 1IKaie K aTTeCTalMOHHOM 1Mo 5-0alIbHOM IIKaje B
cootBeTcTBHH C [Tos0okeHneM 0 OaIbHO-PEHTHHIOBOM CUCTEME OLICHKH yCIIEBAEMOCTH CTYICHTOB ()eIepaIbHOTO
rOCyZIapCTBEHHOT0 OIOPKETHOTO 00pa30BaTEILHOTO YUPEkKICHHS BhICIIET0 00pa3oBaHusi « MOCKOBCKHI TOCY1apCTBEHHBIH
YHUBEPCUTET TeXHOJ0Tui 1 ynpasieHus umeHu K.I'. Pasymosckoro (ITepBelif ka3aunii yHUBEPCUTET) UCTIOIBb3YETCS CIEAYIOast
HIKana:

ATTeCTAlMOHHAS OI[EHKA 10 TUCHHILINHE PeiiTHHIrOBasI OLIEHKA 1O JUCIHUIIJIHHE
"OTJINYHO" 90 - 100 6annoB
"XOPOILIO" 70 - 89 GayuoB
"VYIOBJIETBOPUTEJILHO" 60 - 69 GayuoB
"HEYJIOBJIETBOPUTEJILHO" menee 60 6amioB
"3AUYTEHO" 6oee 60 GamioB
"HE 3AUTEHO" meHee 60 6ammoB

6.3. OneHo4yHbIe CPeACTBA TEKYLIEro KOHTPOJIsi (IPHMepPHbIe TeMbI I0KJIA/10B, peepaToB, Icce)
Bomnpocs! st ycTHOTO omnpoca

Tema 1. OcHOBHBIE BU/IbI M HICTOYHHUKH aTaK Ha MH(POPMALIUIO

1. AprymeHTUpyiiTe Iporpecc HHOOPMAIIMOHHBIX TEXHOJIOTUI U HEOOXOAUMOCTD ObecreueH s HH(DOPMAIMOHHOH
Oe3omacHoCTH.

2. PackpoiiTe OCHOBHBIE MOHATHS HH(OPMALIMOHHOW 0€3011aCHOCTH.

3. Cucrema 3amuThl ”HPOPMALIUH U €€ CTPYKTYpa.

4. PaccMOTpHTE 9KOHOMHYECKYIO HHOPMAIIHIO, KaK TOBAp U 0OBEKT O€30MaCHOCTH.

5. IlpuBeuTe podhecCHOHANBHBIE TAHBI, UX BHIBI.

6. Pacckaxxute po NepcoHaNIbHbIE JaHHBIE U UX 3aLIUTY.

7. Packpoiite nH(bOpMaLMOHHBIE YTPO3bl, UX BUBI U IPUYMHBI BOSHUKHOBEHUSI.

8. IIpuBemuTe HHPOPMAMOHHBIE YTPO3bI AJIS TOCYIapCTBA.

9. [TpuBeuTe HHPOPMALTMOHHBIE YIPO3BI 11 KOMITAHHH.

10. IlpuBeaute MHGOPMALIMOHHBIC YTPO3BI IS TMYHOCTH (PU3NUECKOTO JIUIa).

Tema 2. CereBasi 6€30MacHOCTb

1. Onummre 3anmry uHpopmanuu B aTEepHETE.
2. OnuinyTe 3anmTa dMEKTPOHHON TOUTHI.

3. OnuuuTe 3a1UTy OT KOMIBIOTEPHBIX BUPYCOB.




5. PaccMoTpuTe Oy IsipHBIE AaHTUBUPYCHBIE IPOTPAMMBI U HX KIaCCH(HUKALIUIO.

6. IIpuBenTe MPUMEPH! OPraHU3aUH CUCTEMBI 3alIUTHI HHOPMAIUN SKOHOMUUECKHX 00BEKTOB
7. PaccMoTpuTe arakyemble CETEBbIE KOMIIOHEHTHI

8. [IpuBenuTe ypoBHH CETEBBIX aTak coryiacHo mozaeiu OSI

9. PackpoiiTe 0COOEHHOCTH 3alIUTHI HH(OpMAIMU B cepBepax

10. PackpoiiTe 0coOeHHOCTH 3aIIUTHl HH(OPMALIMU B PaOOYMX CTAHIIHSIX

Tema 3. Kpunrorpadus

1. TIpuBeauTe KiIACCUPHUKAUIO KPUITOAITOPUTMOB

2. TlpuBeauTte mpUHIKI PabOTHl CHMMETPHYHBIX KPHUIITOAITOPHTMOB

3. IlpuBeauTe mpUHLKI PabOTH CAMMETPHYHBIX KPHIITOCHCTEM

4. TlpuBeauTe MPUHIKI PAOOTHl ACHMMETPHYIHBIX KPHIITOAITOPHTMOB

5. TlpuBeiNTE MPHUHIMI PAOOTHl ACUMMETPHIHBIX KPUIITOCUCTEM

6. OmummMTe METOIBI M CpeCcTBa 3amuThl nHdopmaruu B Microsoft Office
7. OnumMTe NpUHIUN padoThl Kpuntoatropurma 1EA

8. OnmumTe npuHUKMI paboTsl KpunroanropurMa Rijndael

9. Packpoiite 0cOGEHHOCTH MTEpeiauH 3aln(ppOBaHHOTO TEKCTA KpurnrroanroputMom Rijndael
10. HazoBuTe OTIINYMS TAHHONMCH OT KPUNTOTpaduu C KIFOUOM,

Tema 4. T1O u unpopmaimonHast 6e3omacHocTb. KoMIuiekcHas ciucremMa 6e30macHOCTH

. Onummre moauTHKa 6€30IIaCHOCTH U €€ IPUHIIUIIEGL.

. Packpoiite ¢hparMeHTapHbIi U CUCTEMHBIN MOAXO0/] K 3alIUTe HH)OPMALIHH.

. OnummTe MeTo Il 3alUThHl HH)OpMAIIKH.

. OnummTe cpeicTBa 3alUThl HHPOPMAIHH.

. Packpoiite opranuzanuonHoe obecrieuenue 1b.

. PaccmoTpure opranuzanuio KOHGHUICHIIHATEHOTO JEeTOIPON3BOICTRA.

. HazoBuTe KOMIUTEKC OpraHU3aIOHHO-TEXHUUECKHX MEPONPHUSTHI TI0 00ECTICUSHHIO 3alIUTH HHPOPMALIUH.
. B yeM 3akirouaeTcs HHKCHEPHO-TEXHUUECKOE 00eCIieueHHEe KOMITBIOTEPHOM 0€301acHOCTH?

. [IpuBenuTe TU1an oOecnieYyeHUs HepePEIBHON pabOTH M BOCCTAHOBIICHHUS (DYHKIIOHUPOBAHUS aBTOMaTH3UPOBAHHOM
UH()OPMAIIIOHHOH CUCTEMBI.

10. B uem 3akmodaeTcs ynpasieHue HHOOPMAIIMOHHON 0€30I1aCHOCTH Ha FOCYAapCTBEHHOM ypOBHE?

O 001N N A W —

Bomnpocs! 1 caMOIOATOTOBKHU:

Tema 1. OcHOBHBIE BU/IbI 1 HICTOYHHUKH aTaK HA HH(OPMALIUIO

1. IlpuBeanTe 0OBEKTH KOMMEPYECKOH TaiHBI HA MPEATIPUATHH.

2. PackpoiiTe cOBpeMEHHYIO CHTYaIUIO B 00acTH HHGOPMAOHHOH 6€301acHOCTH;
3. HazoBuTe kareropun MHGOPMAIMOHHOM 0€30IMaCHOCTH B OTHOLICHUH HH(MOPMAIHN
4. HazoBute Kateropuu HHPOPMALMOHHON 0€30MaCHOCTH B OTHOIICHHUH HHPOPMAIIHOHHBIX CHCTEM
5. IlpuBenuTe abCTpaKTHBIE MOJAEIH 3aIUTH HHPOPMALIUH

6. [TpuBeuTe 0030p HanboIIEE PACIPOCTPAHEHHBIX METOOB "B3yIOMa"

7. Packpoiite criocoObl Mogy4eHre naposisi Ha OCHOBE OMIMOOK aJIMUHHCTPATOPa

8. PackpoiiTe crioco0sbl moy4eHre mapoist Ha OCHOBE OLIHOOK ITOJIb30BaTeNei

9. OmumMTe TepMHUHAIBI 3aIMIIEHHON HH(OPMAIIMOHHOM CHCTEMBI

10. OnumuTe CONMATBHYO ICHXOJIOTHIO ¥ UHBIE CITOCOOBI MOTYYEHHS apoiiei

Tema 2. CeteBas 6€30MaCHOCTb

. Onmmmre ocHoBHBIE aTaku Ha DNS-cepepa

. Onumute 0COOEHHOCTH aTaK Ha MIHPOKOBEIIATEIbHBIC TUHIH C HEOTPAHHICHHBIM JOCTYIIOM

. Onumure 0COOEHHOCTH aTak Ha MMPOKOBEIATENbHbBIC IMHUU C OTPAHHYEHHBIM JOCTYIIOM

. Onummre 0cOOEHHOCTH aTak Ha KaHaJIbl "TOYKa-To4ka"

. B "em 3akimovaroTcss 0COOEHHOCTH MPOCITYIIMBAHUS CETEBOTO Tpaduka B He BUTOU mape?

. B "em 3akimovaroTcss 0COOEHHOCTH MPOCITYIIHBaHHS CETEBOTO TpadHKa B BUTOH nape?

. B "em 3akimovaroTcss 0COOEHHOCTH MPOCITYIIMBaHMs CETEBOTO Tpaduka B KOAKCHaIbHOM ITpoBoae?
. B "em 3akimovaroTcss 0COOEHHOCTH MPOCITYIIMBaHHS CETEBOTO TpauKa B ONMTHISCKOM BOJIOKHE?
. Onumure 0coOeHHOCTH 00’KUMa BUTOH Iaphl.

10. Onumrte 0coOeHHOCTH coeMHeHus pabounx cranimii B JIBC

O 001N WU A~ W —

Tema 3. Kpunrorpadus

1. HazoBuTe 0COGEHHOCTH IIEPECTAHOBOYHBIX KPUNITOAITOPUTMOB
2. HazoBuTe 0COOEHHOCTH IOJICTAHOBOYHBIX KPUIITOAJITOPUTMOB
3. HazoBuTe 0COOEHHOCTH MOTOKOBBIX IIH(POB

4. HazoBute 0cOOEHHOCTH OJOYHBIX MIH(POB

5. B ueM 3axitouaercst pUHIUI paboThl cetn Deimrensa?

6. B ueM 3axiouaeTcst IPUHIUI PaOOTHI CKpeMOIepoB?

7. Onmummte DpUHIUN paboThl KpunroaaroputMa RSA

8. HazoBuTe 0COOCHHOCTH XEHIMPOBAHHUS Tapojieh
9. HazoBuTe hyHKINU KPUITOCHCTEM
10. B yem 3akirouaeTcs TpaHCIIOPTHOE KOJUPOBaHHE?

Tema 4. 110 u undopmanronHas 6e3onacHocTb. KoMmiekcHas cucteMa 6€301acHOCTH.



1. B uem 3akirodaercs 3ammra 3JeKTPOHHON KoMMepunn?

2. MeHeKMEHT U ayJuT UHPOPMAIOHHOI 0e30MacHOCTH Ha YPOBHE MPEANPUSATHS.
3. NudopmarroHHas 0€30MacHOCTh MPEIIPUHUMATEILCKON fesTenbHOCTH. AyanT b aBTOMaTH3MpOBaHHBIX OaHKOBCKHX
CHCTEM.

4. PaccmoTpute 0030p coBpemeHHoro [10

5. Onumute OmMOKH, TPUBOSIINE K BOSMOXXHOCTH aTak Ha HHGOPMALIUIO

6. HazoBuTe 0CHOBHBIE IOJIOXKEHUS 110 pa3padotke 1O

7. IlpuBeuTe KiaccupuKauo HHPOPMAITHOHHBIX 00BEKTOB

8. B yem 3axmrodaeTcs monuTruKa posei?

9. OnuuKTe MpoIece CO3aHus MOTUTHKH HHPOPMALMOHHON 0€301TaCHOCTH

10. HazoBute MeTo 161 0OecrieueHns: 0e30TKa3HOCTH

3amanust 1y IPakKTUIECKUX paboT

Ipaktryeckas padota 1. llludposanue u nemudpoBanue HaiaoB mpu MOMOIIH TPOCTSHIINX MPOTPAMM

1. Bammdpyiire u pacumdpyiite TekcToBbIi (haiin nporpammoii Codefile

2. 3ammdpyiite u pacumdpyiite TeKCTOBEI (haiin nporpammoit CryptoFan 2

3. 3ammdpyiiTe u pacmudpynTe TeKCTOBBIN (aiin mporpamMmoii DX Secure 4.0

4. 3ammdpyiite u pacumdpyiite TeKcTOBBIN (aitr mporpammoit Visual AES 1.1

5. Bamudpyiire u pacmmppyite TEKCTOBBIN (haiia mpu moMorm anroputma mudposanus CFB 1 OFB nporpammsr Visual
AES 1.1.

IIpaktuyeckas padora 2. O0xum BuTOi napel. Coequnenue padounx cranuuii B JIBC.

1 TIpouzBeauTe 00kKKUM ABYX MPOBOJOB BUTOI mapbl ¢ KOHHEKTOpoM RG4S mist moakiodeHus komnbiotepoB B JIBC uepes
KOHLIEHTPATOP WJIK KOMMYTaTOP

2 CoeaMHUTE KOMITBIOTEPHI Yepe3 KOHIIEHTPATOP WIK KOMMYTAaTOp

3 IIpoBephbTe MPOMYCKHYIO CIIOCOOHOCTD Toydento JIBC yrumuToit ping

4 TIpousBeanTe 0OKUM OJHOTO NPOBOJA BUTOU Maphl ¢ KOHHEKTOpOoM RG45 1u1s monKimoYeHus ABYX KOMITBIOTEPOB OPYT K
ApYyTy

5 IIpoBephbTe MPOIMYCKHYIO CIIOCOOHOCTD Toydentoi JIBC yruauToit ping

IpakTudeckas paboTa 3. Metop! u cpescTBa 3amuthl nadopmarmu B Microsoft Office
1 YcranoBute maposb Ha OTKpbITHE (aitna B MS Word.

2 YcraHoBuTe orpaHuueHus Ha popmaruposanue B MS Word.

3 YcraHoBHTE OrpaHUUCHUS Ha pegakTupoBanne B MS Word.

4 YcraHoBHTE TTAapoiib Ha OTKpBITHE (aiina B MS Excel.

5 VcranosuTe 3amuty jucra B MS Excel.

6 YcranosuTe 3amuty kauru B MS Excel.

Ipaxruueckas pabota 4. I'enepamnus xmroueit. llIndposanue n pacmmdposka coodbmenunit B mporpamme PGP.
1 Crenepupyiite ximtoun B nporpamme PGP.

2 Co3pnaiite mapoibHy0 (Gpasy K 3aKphITOMY KIIFOUY

3 CoxpaHuTe KII0YU U IPOU3BEIUTE OOMEH OTKPBITHIX KITIOYEH

4 3amm¢pyiiTe TEKCTOBBIH (aif Ty>KUM OTKPBHITHIM KJIFOUOM U OTIPABLTE BIAACIBILY

5 Pacmmgpy#ite 3aKphITHIM KJIFOUOM, TOTYUCHHBIH 3ar(poBaHHbIiA (ait.

TIpakTudeckas padota 5. I3smeneHue naponbHoit ppassl. PGP auck
1 U3menuTe naponbHyIo dpa3sy

2 Cosnaiitre PGP guck

3 Ycranosure napousib Ha PGP nuck

4 Tlepemectute daiinel Ha PGP auck u ckpoiite ero

5 Boccranosure noctyn k PGP aucky

IIpakTudeckas padota 6. 3ammppoBka 1 pacindpoBKa JaHHBIX aIropuTMoM RSA.
1. BeiGepere mpocThie yncia P u g

2. Beramciure B MS Excel n=p * q

3. Beruncimure B MS Excel f(n) = (p-1) *(q- 1)

4. Beibepere uncio d Bzaumuo mpoctoe ¢ f(n), r.e. HOJ (d, f(n))=1, 1<d<= f(n).

5. Beibepete uncio e Tak, yrodsr e*d  mod f(n) =1, e<n.

3agaHus U1 1a00PaTOPHBIX paboT

JlaGoparophas pabora 1. Kpunroanroputm TEA

1. Hamucats mporpammy mudpoBaHusi, HCIOIb3yst KpUnToaaroput™ TEA Ha si3bike porpammupoBasus Pascal

2. Hammcats npouenypy aemmdposku DeCryptRouting ua si3pike mporpammuposanust Pascal.

3. Hanmcatp nporpammy mudpoBaHus M Jemi(BPOBKH OJJHOBPEMEHHO.

4. HammcaTh OCHOBHYIO IIPOrpaMMYy: BBOJI CTPOKOBO# IIepeMEHHOI; BBI30B mpoueaypsl ENCryptRouting, B kauectse
rapameTpa KOTOpOi CTPOKOBast IIepeMeHHast; BBIBOJ CTPOKOBOM MepeMEeHHOM; BbI30B mporteaypsl DeCryptRouting, B kayectse
rmapaMerpa KOTOpOil CTpOKOBasi IepeMeHHast; BBIBOA CTPOKOBOI MEPEMEHHOM.

5. Peanm3zoBartp kpumnroanroput™ TEA B cpene nporpammuposanus Visual Basic.

JlabopatopHast pabora 2. Kpunroanropurm Rijndael
1. Pa3paboTats anroputm Kioda mudposanust kpunroaaropurmom Rijndael



JlaGoparopuast pa6ota 3. Ilepenaua 3anmdpoBaHHOro Tekcra kpunroanropurMom Rijndael

1. Pa3paboTath aqropuT™ 3amicH TEKCTa B TEKCTOBBIN (haii.

2. Hanmcars nporpammy mu)poBaHust, HCIIONIB3ys kKpunroanroputM Rijndael u ocymecTBuTh 3anuch 3amudpoBaHHOTO
TEKCTa B TEKCTOBBIH (paiii.

3. Ilepenats cpencreamu JIBC 3ammbpoBanHblid Gaiin Ha cCOCeTHIH KOMITBIOTED.

4. Peanu30BaTh repeavy Ha Jpyroil komisiorep kpunroanrropurMa Rijndael B cpene nporpammuposanus Visual Basic.

JlaGoparopHas padora 4. [Ipuem 3amudpoBasHoro Tekcra kpunroairopurmoM Rijndael

1. Pazpaborarh aJlrOPUTM YTEHHUS TEKCTA U3 TEKCTOBOTO (haiiia.

2. Hanmcats nporpammy aenmmpoBKH, HCIIONIB3ys KpunroanroputM Rijndael #a si3pike mporpammuposanus Pascal u
OCYIIECTBHUTH YTCHHE 3aIIU(POBAHHOTO TEKCTa U3 TEKCTOBOTO (hailiia B OTHOMEPHBIN MacCHB, KOTOPBIN 3aTeM HEOOXO0UMO
pacudpoBath.

3. Peanm3oBath mepeaady Ha Ipyroi komisiorep kpunroanroputMa Rijndael B cpeme mporpammuposanus Visual Basic.

TecTsl IUIs TEKYLIEro KOHTPOJISL:

Tema 1. OcHOBHBIC BUIIBI M UICTOYHUKH aTaK Ha HH(MOPMAIIHIO

1. TapaHTHst TOTO, YTO KOHKpeTHAsE HH(OPMAIHS TOCTYITHA TOIBKO TOMY KPYTY JIUIL, U KOTO OHA MpeJHa3HAYCHA,
HapyIICHHE STOI KaTErOpUH Ha3bIBACTCS XUIICHUEM JIHO0 pacKpbhITHEM HH(OpMAIHK

KOHHICHIIHATEHOCTh

LEJIOCTHOCTb

AyTEHTHYHOCTD

areIuIMPyeMOCTh

2. I'apanTus Toro, uto uH(GOpMaIKs celdac CyIeCTBYET B €€ HCXOJHOM BHUJIE, TO €CTh IIPU €€ XPaHSHUH WIIU Tepeiaue He

OBUIO ITPOU3BEIEHO HECAHKIIMOHMPOBAHHBIX U3MEHEHUIT; HapyIlIEHHE 3TOI KaTeropru Ha3biBaeTcs (abcuduKanueit cooomeHus
KOH(HIEHINAIBEHOCTh

LIEJIOCTHOCTD

ayTEeHTUYHOCTh

aneuIMpyeMocCThb

3. T'apaHTHs TOTrO, YTO HCTOYHMKOM HH()OPMALUH SIBISIETCS KMEHHO TO JIUILIO, KOTOPOE 3asIBJICHO KaK €¢ aBTOp; HapyIICHUE
3TOW KaTerOpUH TaKXKe Ha3bIBacTCs (halbCUPUKALIUCH, HO yKe aBTOpa COOOIICHUS

KOH(MHUICHIIHATEHOCTD

LIeJIOCTHOCTD

AYyTCHTUYHOCTb

aneJUTUPYeMOCTb

4. l'apaHTHs TOTO, YTO NPU HEOOXOAUMOCTH MOXKHO OyJIEeT JOKa3aTh, YTO AaBTOPOM COOOILEHHUS SBJISIETCS UMEHHO

3asIBJICHHBIN YEJIOBEK, U HE MOXKET SABJIATHCS HUKTO APYTOM; OTIIHYNE STON KATErOPHUHU OT MPEIBIAYIICH B TOM, YTO NP MOJAMEHE
aBTOpPA, KTO-TO JIPYTO# MBITACTCS 3asiBUTh, YTO OH aBTOP COOOILCHHUS, a IPU HAPYIICHHH alleJUINPYEMOCTH — CaM aBTOp IIBITACTCS
"OTKpEeCTUTHCS" OT CBOMX CJIOB, TIOJNMCAHHBIX UM OTHAXKIBI.

KOH(HICHINATEHOCTh

LIEJIOCTHOCTD

ayTEHTUYHOCTh

aneyumpyeMocCThb

5. T'apanTHs TOTO, UTO CHCTEMa BeleT ceOsl B HOPMAIFHOM M BHEIIITaTHOM PEXMMaXx TaK, KaK 3aIUIaHUPOBAHO
HaJEKHOCTh

TOYHOCTh

KOHTPOJIb JJOCTyNa

KOHTPOJINPYEMOCTD

6. 'apaHTHsi TOYHOTO U TIOJIHOTO BBITTOJHEHHUS BCEX KOMaH]T
HaJIe)KHOCTh

TOYHOCTh

KOHTPOJIb JOCTyIa

KOHTPOJINPYEMOCTh

7. TapaHTHs TOTO, YTO Pa3IMYHbIE TPYIIIHI JIUI KMEIOT PA3INYHBIN JOCTYT K HHPOPMAMOHHBIM O0BEKTaM, U 3TH
OrpaHUYEHHS JOCTYIA MOCTOSHHO BBIMOJIHSIOTCS

HaJIeKHOCTD

TOYHOCTh

KOHTPOJIb JOCTYIIa

KOHTPOJIHPYEMOCTD

8. T'apanTHs TOTO, YTO B JII0OOH MOMEHT MOXKET OBITH IIPON3BEICHA TOJHOLIEHHAS [IPOBEPKA JII0OOT0 KOMIOHEHTA
MIPOrpaMMHOTO KOMILIEKCa

YCTOHUMBOCTH K YMBIIUIEHHBIM COOSIM

KOHTPOJIb UICHTU(PHUKALIUT

KOHTDOJIb OCTYIA



YCTOWYNBOCTBD K YMBIIUICHHBIM COOSIM
KOHTPOJIb UACHTU(DUKALINT

KOHTPOJIb JJOCTyIa
KOHTPOJIUPYEMOCTb

Tema 2. CereBas 6€3011aCHOCTD

1. TpostHCKas mporpamMma, TPOSIHell -

1) ABIAIOTCS BPEAOHOCHBIMH MTPOTPaMMaMHM, KOTOPBIE MOTYT "pa3MHOXKAThCS" M CKPBITHO BHEAPSATH CBOM KOMHUU B (haiibl,
3arpy304HbIe CEKTOPHI TUCKOB U JIOKYMEHTBI. AKTHBU3AIUsI KOMIIBIOTEPHOTO BUPYCa MOKET BbI3BIBATh YHUUTOKEHHE IIPOTPaMM U
JTAHHBIX.

2) SIBISIOTCSI BPEAOHOCHBIMH IIPOTPaMMaMH, KOTOPBIE IPOHUKAIOT Ha KOMITBIOTED, UCIIONbB3YsI CEPBUCHI KOMIBIOTEPHBIX ceTeil. Mx
AKTHBHU3ALHS MOXET BBI3BIBATH YHHUTOKEHUE IPOTPAMM U JTaHHBIX, & TAK)Ke MOXUIIEHNE IEPCOHANBHBIX TAaHHBIX MOIB30BaTEN.
3) BpenoHOCHast IporpaMMma, KOTopasi BBIOJIHAET HECAHKIIMOHUPOBAHHYIO M0JIb30BATENIEM IIepe/iady yIpaBiIeHUs] KOMIBIOTEPOM
yAaIEHHOMY NOJIb30BATENI0, a TAKKE JIEHCTBUS 110 yAAJICHUI0, MOAUGHUKAINHU, cOOPY U NepechuIke HH()OPMAIMU TPETHUM JIUIIAM.
4) 3TO MporpaMMHOE WJIM alnapaTHOe 00ecreyeHre, KOTOpoe MpoBepseT HHPOPMALIUIO, BXOSIIYIO B KOMITBIOTEP U3 JOKAIbHOM
cetu Wi MHTepHeTa, a 3aTeM JIM00 OTKJIOHSET €, JINOO MPOIMYyCKaeT B KOMITBIOTEP, B 3aBUCUMOCTH OT IIapaMeTpOB.

5) mporpamma Hi Habop MPOTPaMM IJIsl CKPBITOTO B3SITHSI OA KOHTPOJIb B3JIOMAaHHOW CHCTEMBI. DTO YTHIINTHI, UCTIOIb3YEMBbIE JUIS
COKPBITHUS BpPEZOHOCHON akTUBHOCTH. OHM MacKHUPYIOT BPEAOHOCHBIE ITPOTPAMMBI, YTOOBI H30€KaTh NX 0OHAPYKEHUS
AQHTUBHPYCHBIMH IIPOTPaMMaMHU.

2. Pytkur -

1) ABNIAIOTCS BPEJOHOCHBIMH IPOrPaMMaMH, KOTOPBIE MOTYT ""Pa3MHOKATHCA" U CKPBITHO BHEIPSTH CBOU KOMIUU B (hailiibl,
3arpy304HbIe CEKTOPBI TUCKOB U JIOKYMEHTBI. AKTHBU3AIUSI KOMIIBIOTEPHOTO BHPYCa MOXKET BBI3BIBATH YHHUTOXKEHHE IPOTPAMM H
JTAaHHBIX.

2) SBJIAIOTCS BPEJAOHOCHBIMH MPOTpaMMaMHt, KOTOPBIE IIPOHUKAIOT Ha KOMIBIOTEP, UCTIOJNB3YsI CEPBUCHI KOMITBIOTEPHBIX ceTeil. 1x
AKTHBHU3ALMS MOXET BBI3BIBATH YHHUTOKEHUE IIPOTPAMM H JIAaHHBIX, & TAK)Ke MOXUIIEHNE IEPCOHATBEHBIX JaHHBIX ITOJIb30BATEIS.
3) BpeIOHOCHAs IMporpaMMa, KOTOpast BBIONHAET HECAHKIIMOHUPOBAHHYIO MOJIb30BaTENeM TIepeaady ynpaBieHHs KOMIBIOTEPOM
yIaNEHHOMY TI0JIB30BATEINIO0, a TAKXKE ASHCTBUS 0 YAAICHHIO, MOI(UKanH, cOOpY U Iepechuke HHPOPMALUH TPETHUM JIUIAM.
4) 3To MporpaMMHOE WITH alllapaTHOE OOecIieueHre, KOTopoe MpoBepseT HHGOPMALHIO, BXOISIIYIO B KOMIIBIOTED U3 JIOKATbHON
cetu unu MHTepHeTa, a 3aTeM 1100 OTKIOHSET e€, IM0O0 NPOIyCKaeT B KOMIIbIOTED, B 3aBUCUMOCTH OT IIapaMETPOB.

5) mporpamma WM HabOp MPOTrpaMM JIJIsk CKPBITOTO B3STHS MO]] KOHTPOJIb B3JIOMaHHOM CUCTEMBL. DTO YTHUIIUTHI, UCTIOJIB3YEMBbIE IS
COKPBITHS BPEIOHOCHOM aKTUBHOCTH. OHU MacKUPYIOT BPEIOHOCHBIE TIPOTPaMMBbl, YTOOBI U30€KaTh UX 0OHAPYKEHHUS
AQHTUBHPYCHBIMH MPOTPaMMaMHU.

3. Yposens mozpenu OSI, koTopslif 0TBEYaeT 3a Mpeodpa3oBaHKe MEKTPOHHBIX CHTHAJIOB B CUTHANIBI CPEABI IIepeiad HHPOPMAIHT
(MMITYJTECHI HANPSDKEHNS, PAINOBONIHEL, HH(PaKpacHbIC CUTHAINBI). Ha 3TOM ypoBHE OCHOBHBIM KJIACCOM aTaK SBIIACTCS "OTKa3 B
cepsuce". ITocTaHOBKa LIyMOB 110 BCEl 10JI0CE NPOITYyCKAaHUS KaHalla MOXKET IIPUBECTH K "HaJEKHOMY" pa3phIBy CBA3U.
dusznueckuil ypoBeHb

KananbHslit ypoBeHb

CeteBoii ypoBeHb

TpaHcriopTHBIHI ypoBEHb

CeaHcOBBIIl ypOBEHb

4. Yposens Monemu OSI, KOTOpBIH yIIpaBIseT CHHXPOHH3ANNEH IBYX M OONBIIET0 KOIMIECTBA CETEBIX aallTePOB, MOAKITIOYCHHBIX
K €MHO# cpezie mepenayn aaHHbIX. [IpuMepoM ero sBisiercst mpotokosn EtherNet.

PusznuecKkuil ypoBeHb

KananbHslit ypoBeHb

CeteBoii ypoBeHb

TpaHcriopTHBIH ypoBEHb

CeaHCOBBI ypOBEHb

5. Yposens Mogenu OSI, KOTOpEIil 0TBEUAET 3a CUCTEMY YHHUKAJIBHBIX UMEH U IOCTaBKYy NTaKETOB M0 3TOMY UMEHH, TO €CTh 3a
MapIIpyTU3alUI0 NakeToB. IIpuMepoM Takoro nNpoTokona sipisiercs nporokon Murepuera IP.

DU3N4ECKUl ypOBEHBb

KananbHblil ypoBeHb

CereBoil ypoBEeHb

TpaHcriopTHBIHN ypoBeHb

CeaHCOBBII YPOBEHb

6 Yposenb mogenu OSI, KOoTOpbIii 0OTBEYaEeT 3a JJOCTABKY OOJBIINX COOOLICHUH 10 JMHUSAM C KOMMYTAaIlUeH akeToB. Tak Kak B
MOJJOOHBIX JIMHUAX pa3Mep MaKeTa MpeACTaBiIsIeT co0oit 00pHO HebobInoe gucio (o1 500 OaiiT 1o 5 KunobaiT), To I nepeaadn
OoubIINX 00HEMOB HH(GOPMAIIMU X HEOOXOIUMO pa30MBaTh Ha Mepealolieil CTOpOHe U cOOUpaTh Ha TPUEMHO.

DU3N4ECKUl ypOBEHBb

KaHanbHBIH ypOBEHD

CereBoll ypoBEHb

TpaHcnopTHBIN YPOBEHb

CeaHCOBBIN YPOBEHb

7. Yposenb mozenu OSI, koTopsiii OTBEUaeT 3a MpOLEAYPY YCTAHOBJICHHUS Havyajla ceaHca M OTBEePKICHUE (KBUTHPOBAHUE)
MPUXO0Jia KaXI0T0 MaKeTa OT OTHPABUTENS OTYYaTeNIo.
Du3n4ecKuil ypoBEeHb



tracert
Whois

Tema 3. Kpunrorpadus

1. Inst 3ammdpoBky U pacuindpoBKH COOOIICHUS UCTIONB3YETCS OJIUH U TOT ke OJIOK nHPOpMAIUH (KITH0Y )
CHUMMETPHYHBIEC KPUIITOAITOPUTMBI

ACHMMETPUYHBIE KPUITTOAITOPUTMBI

TaitHonuCh

Her BepHOTO OTBETa

M

2. AJITOpPUTM TaKOB, 4TO IS 3ATH(PPOBKH COOOIICHUS UCIOIB3yeTCs OUH (" OTKPBITHIN
JKENAIOIIUM, a JUTsl paciiupoBKku — Apyroi ("'3aKpbIThIi"
CuMMeTpHYHbIE KPUTITOAIT OPUTMBI

ACHMMETpUYHBIE KPUIITOAITOPHTMBI

TaitHonIUCH

Her BEPHOT'O OTBETA

) KJIFOY, U3BECTHBIIH BCEM
), CyLIECTBYIOIIHI TOIBKO Y MOTyYaTeIs.

3. OTnpaBuTeINb ¥ MOJyYaTeNb IPOU3BOAAT HAJl COOOIIEHNEM NPeoOpa30BaHs, H3BECTHBIE TOJIBKO UM JIBOMM
CHUMMeTpUYHbIE KPUIITOAJITOPUTMbI

ACHMMETPUYHBIE KPHIITOAITOPHTMBI

TaiiHonuch

Her Bepnoro otBera

4. B 3aBUCHMOCTH OT XapaKkTepa BO3AeHCTBUMN, IPOU3BOJUMBIX HaJl JAHHBIMHU, aITOPUTMBI IIOAPA3AEIIIOTCS Ha
IlepecTaHOBOYHBIE U NTOICTAHOBOYHBIE

CuMMeTpHYHbIE KPUNITOAITOPUTMBL U aCUMMETPUYHbIE KPUITOAITOPUTMBI

ITorokoBble U 65104HBIE

Her Bepnoro otsera

5. Meton o6paTUMBIX IpeoOpa3oBaHUM TEKCTa, IPU KOTOPOM 3HaYEHUE, BHIUUCIEHHOE OT OJHON U3 4acTel TeKcTa,
HaKJIaJbpIBAaeTCA Ha APYTHE YaCTH.

Certp Deitmrens

CkpemoOepsl

CuMMeTpHYHbIE KPUNITOAITOPUTMBL U aCUMMETPUYHbIE KPUITOAITOPUTMBI

IToToKOBBIE KPUNITOATITOPUTMBI

Her BepHoro orsera

6. B 3aBucuMocTH 0T pa3Mepa 010ka HHGOPMaNUU KPUITOAITOPUTMBI JETISTCS Ha:
HepCCTaHOBO‘IHbIe 1 IOJACTAaHOBOYHBIC

CHMMeTpHYIHBIC KPUNITOANTOPUTMBI X aCHMMETPHUYHBIE KPHITTOAITOPHTMEI
INoTokoBBIe 1 OIOYHBIE

Her BepHOTO OTBETa

7. ANTOPHUTM CXKaTHsl OPUSHTHPOBAH HA HEOCMBICIICHHBIE TIOCIIEI0BATEIFHOCTH CHMBOJIOB KaKOT0-JIM00 an(aBuTa.
Anroputm Xaddmana

Anroput™ Jlemnens-3uBa

Auroput™ Rijndael

Anroputm TEA

8. ANropuTM CKaTHsl OCHOBaH HA000POT Ha KOPPEILIIUAX MEX/Y PacllOI0KESHHBIMH PSIOM CHMBOJIaMH ayiaBHTa
(cIoBaMu, ypaBISIOIIUMY TTOCIIEOBATEILHOCTSMH, 3aroJIOBKaMu (ailioB GUKCUPOBAHHON CTPYKTYPHI)
Asroputm Xaddmana

Aunropurm Jlemnens-3uBa

Auroput™ Rijndael

Anroputm TEA

9. B KakoM KpHUIITOAITOPUTME SIMHUIICH KOJUPOBAHUS SBJISETCS OJUH OUT?
IToroxoBsle mudps!

Brrounsie mmdper

IToncTaHOBOYHBIE KPUIITOAITOPUTMBI

IlepecTaHOBOYHBIE KPHUITTOAITOPUTMBI

10. B kakoM KpHUIITOAITOPUTME €IUHULIEH KOAUPOBAHUS SBIISETCS OJIOK M3 HECKOJIBKUX OalTOB?
IToroxoBsle mudps!

brnounsle mudpst

INoxcTaHOBOYHBIE KPHITOAITOPUTMBI

IepecTaHOBOYHBIE KPHITOAITOPHTMBI

Tema 4. I1O n undopmanmonHas 6e3onacHocTs. KoMruiekcHast cucrema 6e301acHOCTH
1. JIuno, HeOCPeICTBEHHO paboTaroliee ¢ JaHHOH nHpopMaluei. 3a4acTyto TOJIBKO OH B COCTOSIHUM PEaIbHO OLICHUTD
Kiacc oopadaThiBaeMoi HHGODMALIUK. a HHOTIIA U DACCKA3aTh O HECTAHIADTHBIX METONAX aTak Ha Hee (V3KOCTeNnbUIHBIX IS



INocTaBmuKk anmapaTHOTo U MIPOrPaMMHOT0 o0ecredeHust
Jluneitnsrit MeHeKEp

2. OOBIYHO CTOPOHHEE JIUII0, KOTOPOE HECET OTBETCTBEHHOCTD Iepe GUPMOi 3a MoJiep KaHKe JOJDKHOTO YPOBHS
MH()OPMAITMOHHON 0€30IaCHOCTH B OCTABIISIEMbIX UM IIPOIYKTOB.

Crieruanuct 1o HHGOPMALMOHHON 0€30I1aCHOCTH

Brnanenen undopmannu

TTocraBimyk anmnapaTtHOro ¥ MpOrpaMMHOTO 00ecreueHHs

JIuneiHbIl MEHEKED

3. JIuio, KOTOpOE SIBISETCS TIPOMEKYTOYHBIM 3BEHOM MEX/1y OINepaTopaMH U CIICIHaIMCTaMK 10 HH()OPMAIIMOHHOM
6e3omacHoctu. Ero 3a1aua — CBOGBPEMEHHO U KaUECTBEHHO HHCTPYKTHUPOBATH MOAYHHEHHBIH eMy NepcoHall 000 Bcex TpeOOBaHMSIX
CI1y>K0bI 0€30TACHOCTH U CIICTUTH 32 €€ UX BBHIMOJHEHNEM Ha pabounX MecTax.

CrieranucT 1o HHGOPMALMOHHON 0€30TaCHOCTH

Brnazenern uahpopmanuu

TTocTaBIIKK anmapaTHOro ¥ MPOrpaMMHOTO 00ecIicueHHUs

JIvuHelHbIl MeHeKep

4. JIunia, OTBETCTBEHHBIE TOJILKO 3a CBOU MOCTYNKH. OHM HE MPUHUMAIOT HUKAKHUX PEIICHUH U HU 32 KeM He HaOJ0AaloT
Crieranuct 1o uHGOPMAMOHHON 0€30T1aCHOCTH

Bnanenen unpopmannu

Omneparop

Jluneitnsrit MeHeKep

5. BHemnme cnenuanuctsl Wik GUpMbl, HAHUMaeMble TIPEIIPUATHEM JIJIS IEPUOTUUECKON (JIOBOJIILHO PEKON) TPOBEPKU
opraHu3zanuu 1 (yHKIHOHUPOBAHUS BCEH CHCTEMBI 0€3011aCHOCTH

Crnenuanuct o MHGOpPMalHOHHOH 6e301aCHOCTH

Bnanenen unpopmanuu

Omneparop

Aynutopst

6. JInmo, K0TOpoe MPOBOJUT pacyeT U IepepacueT PUCKOB, OTBETCTBEHEH 3a IOMCK caMoil cBexkel nHdopmanun 06
OOHapyKEeHHBIX YA3BUMOCTSX B UCIIOIB3YEMOM B (prpMe MPOrpaMMHOM OOECIICUSHHNH U B LIEJIOM B CTaHAAPTHBIX alrOpUTMax
Crierranuct 1o HHGOPMALMOHHON 0€30ITaCHOCTH

Bnanenen nnpopmanuu

Oneparop

JIuneinslit MeHeKEp

7. MakcumalibHO BO3MOXKHOE HENpepBhIBHOE BpeMsi oTKa3za [yt nHpopmanuu 0 kinacca 6€30TKa3HOCTH
1 menmens

1 cytkn

1 gac

20 MuHYT

8. MakcumanbHO BO3MOKHOE HEIPEephIBHOE BpeMsi 0TKa3a 11t HHdopmanuu 1 kinacca 6€30TKa3HOCTH
1 Henens

1 cyTtkn

1 gac

20 MuHYT

9. MakcrumanbHO BO3MOXKHOE HENpephIBHOE BpeMs OTKa3a Juid nHpopmMaruu 2 kiacca 6€30TKa3HOCTH
1 Hepens

1 cytkn

1 yac

20 MuHYT

10. MakcuManbHO BO3MOXHOE HEMPEPHIBHOE BPEeMs OTKa3a Jiisi HHPopMaIuu 3 kiiacca 0€30TKa3HOCTH

1 vramama

6.4. OnleHoYHbIE CPeICTBA MPOMEKYTOYHOH aTTeCTALUHU.

Bompocs! k 3auery:
(Kommetenmus OITK-4)

Bomnpocs! 1 npoBepky ypoBHS 00y4eHHOCTH "3HaTh'":
1. PackpoiiTe MOHATHE «KOHPHICHIMATEHOCTE

2. PackpoiiTe MOHATHE «IIETOCTHOCTH

3. Packpoiite noHATHE «ayTEHTUIHOCTH

4. PackpoiiTe MOHITHE «aMETUPYEMOCTh)

5. Packpoiite moHATHE «HATEKHOCTHY

6. PackpoiiTe MOHATHE «TOYHOCTH



7. PackpoiiTe mOHATHE «KOHTPOJIb AOCTYTIa»

8. PackpoiiTe mOHATHE «KOHTPOIUPYEMOCTEY

9. B 1eM 3akio4aeTcsi KOHTPOJIb UACHTUPHUKALINU?

10. Yro npexacrarisieT coboi TPOSHCKas mporpamma’?

11. Uro noykeH 3arpanuBaTh 1000 ynaneHHbIi TepMuHan?

12. Kaxoe npenynpexaeHie peKOMeHyeTcs BRIBOAUTH Ha 3KpaH Ha BX0JIe B MH()OPMALMOHHYIO cucTeMy?
13. Kak 10o/keH oa0UpaThes Mapoib /s BX0a B HHOOPMAILIMOHHYIO CUCTEMY ?

14. Yto AOKHO MPOUCXOJUTH B MOMEHT OTIIPaBKY MAKeTa MOATBEPIKICHUS HIIM OTBEP)KEHUS Taposis?

15. Yto HEOOXOIUMO CIeNIaTh ¢ MAPOJIIMU 10 YMOITYAHUIO?

Bomnpocs! i mpoBepKH ypoBHS 00y4eHHOCTH "yMeTh'":

1. B 1em 3axtogyaercsi KOMIUICKCHBIH TOMCK BO3MOKHBIX METOJIOB JA0CTyma?

2. YTo JOIKHO MPOUCXOIUTH C MAPOJISIMU Yepe3 OIpe/IeJICHHbIE TIPOMEXYTKH BPEMEHU?

3. YTo HOJKHO MTPOUCXOUTD C HEMCIIONb3yEMBbIMU B TEYEHHUE JOJITOr0 BPEMEHH MIMEHAMH PEerHcTpaun?

4. Kak n0omKHa pearupoBaTh CUCTEMa Ha OMINOOYHBIC TIONBITKH BOITH B CUCTEMY?

5. HazoBuTe ocHOBHBIE 4 BO3MOXHBIE LIEJIN 3II0YMBIIIJICHHUKOB IIPH aTaKe Ha CepBep

6. Ha3oBUTE OCHOBHYIO 1IEJIbIO aTaKH Ha pab0uyI0 CTaHIUIO

7. Ha3oBUTE OCHOBHOE CPEJICTBO aTaKU Ha pab0OYyI0 CTAHIIMIO C LIEJIBI0 MOJTYYCHHUS TaHHBIX, 00pabaThIBAEMBIX, JTHO0
JIOKaJIbHO XPaHUMBIX Ha HEH

8. HazoBute xareropuio cxeMsl Iepeaayn HHPOPMAIH, BO3MOKHOCTb CIATHIBAHHS HHOOPMAIHN ¢ KOTOPBIX HUUEM He
KOHTPOJIUPYETCS

9. OnuuMTe 0COOEHHOCTH MTPOCITYIIMBAHUS CETEBOTO TpaduKa Npu repegade mo KOaKCHaJlbHOMY MTPOBOLY

10. OnumnTe 0COOEHHOCTH NPOCITYIMBAHMS CETEBOTO Tpaduka Mpu rnepeaaye rmo ONTUIECKOMY BOJIOKHY

11. OnumuTe Mocie0BaTeIbHOCTD [[BETOB MPOBOIOB BUTOU MAPhI MPH MPIMOM 00KMME, KOTOPBIH MPUMEHSETCS 115
nepenayy JTaHHBIX KOMITBIOTEP — KOMMYTAaTOp — KOMITBIOTEp

12. OnumuTe Mocie0BaTeIbHOCTD I[BETOB MPOBOIOB BUTOW MAPhI MPH MEPEKPECTHOM 00KUME, KOTOPBINA MPUMEHSCTCS JIIS
Tepeauyl JaHHBIX KOMITBIOTEP — KOMITBIOTEp

13. Ha3zoBure npeanasHaveHue yruauthl Ipconfig

14. HazoBute npepHa3HaueHUe YTUIUTHI tracert

15. Ha3oBute npeHa3HaYeHHE YTHIUTHI Ping

Bomnpocs! it TpoBepKH ypOoBHS 00yYEHHOCTH "BIIaCTh":

1. C momomipto yrrmutsl ipconfig onpemenuts IP anpec u pusmdaeckuit aapec OCHOBHOTO CETEBOTO HHTepdeiica
KommbroTepa, IP aapec mro3a, IP agpeca DNS-cepBepoB u ucnosnbzyercs iu DHCP.

2. YcraHOBHTE TIApOJTh HA OTKpEITHE (aitma B MS Word

. YcTaHOoBHTE OrpaHHueHHe Ha (pOpMATHPOBAHUE TEKCTAa YCTaHOBKOM maposst B MS Word
. YcTaHOBHTE OTpaHHYEHHE HA PEIaKTHPOBaHKE TEKCTa YCTaHOBKOM maposs B8 MS Word
. YcraHOBHTE maposik Ha OTKpeITHE (aiiia B MS Excel

. YcraHoBHTH 3amuTy Jucta B MS Excel.

. YcranosuTh 3amuty kauru B MS Excel

. 3aluTHTE BCE SUSHKH JIMCTAa KPOME OTHOM.

. 3alIUTHTE OJJMH CTOJIOEL JINCTA.

10. 3ammTHTe TOTBKO OIHY SUEHKY JIUCTA.

11. BeraBbTe H300paxkeHUE Ha JIMCT U 3aLUTHTE TOJIBKO €r0

12. 3ammdpyiite TekcToBsIi (aiin nporpammoii Visual AES 1.1

13. 3amudpyiite TekcToBblH Gaiin nporpammoit DX Secure 4.0

14. 3amudpyiite TexcToBbIH (aiin nporpammoii CryptoFan 2

15. 3ammdpyiite TeKCTOBEIH (aiiin nporpammoii Codefile

O 031N N bW

(Kommerenmums OITK-14)
Bomnpocs! 1 npoBepky ypoBHS 00y4eHHOCTH "3HaTh'":

. B xakux ciryyasx MOTYT UCIIOJB30BAaTh TEPMHHAIBI O€3 mapos?

. B xaxux ciyyasx umeetcst 00s3aTeNbHOE TPeOOBaHNE HAMYUS Yy TEPMUHAIA UMsI PETHCTPAIMU U Mapos?

. HazoBuTe ocHOBHOE TpeOOBaHUE K yIAICHHOMY TEPMHHATY

. B yem 3akirouaercs cxema oOpaTHOTO 3BOHKA?

. HazoBure tpeboBanus, npexbssisiemsie k 10g-in 3anpocy TepmuHana

. UTo pekoMeH/IyeTcs BBIBOJNUTH Ha 9KPaH Ha BXOJIE B CHCTEMY?

7. HazoBuTe NOHATHE, B KOTOPOM JA€TCS TApaHTHsI TOTO, YTO KOHKPETHAsI MH(OPMAIHS JOCTYITHA TOJIBKO TOMY KPYTY JIHI,

IUTSL KOTO OHA MpeHa3HaueHa; HapyIIeHNne 9TO KaTeropruy Ha3bIBaeTCsl XMIIEHUEM JIHO0 pacKpBITHEM HH(OpMAaLiK

8. HazoBute noHsTHE, B KOTOPOM JAETCS TapaHTHs TOTO, YTO HHPOpMALHs ceiyac CyIecTBYeT B €¢ HCXOJHOM BHIE, TO €CTh

[P e XpaHEeHHUH WK Nepesiaue He ObLIO MPON3BEIeHO HECAHKIIMOHUPOBAHHBIX N3MEHEHNUI; HapyIIeHHe STOH KaTeropuu
Ha3bIBaeTcs (anbCUUKanneii COOOICHUs

9. HazoBure TIOHATHUE, B KOTOPOM HACTCA rapaHTHs TOro, 4YT0 HCTOYHUKOM I/IH(l)OpMaL[I/II/I SIBJIACTCS UMCHHO TO JIMIO, KOTOPOEC
3asBJICHO KaK ee aBTOp; HapyIIeHHEe 3TON KaTeTOPHH TaKKe Ha3biBaeTcs (anbcuuKanue, Ho yxKe aBTopa COOOIICHHS

10. HazoBute noHsTHE, B KOTOPOM JA€TCs rapaHTUs TOTO, YTO IPH HEOOXOIMMOCTH MOXHO OyJeT J0Ka3aTh, YTO aBTOPOM
COOOLICHUS SABIISETCS MIMEHHO 3asBIICHHBII YEJIOBEK, M HE MOXKET SBJIATHCS HUKTO JIPYTOi; OTIMYKE 3TOM KaTeropuH OT NpeabLIyeH
B TOM, YTO IIPH [TOJMEHE aBTOPa, KTO-TO JPYroi MBITAETCS 3aBUTh, YTO OH aBTOP COOOLIEHHMS, a IPU HAPYIIEHUH aleJUInPyeMOCTH —
caM aBTOp MBITAaeTCs "OTKPECTUTHCA" OT CBOMX CJIOB, ITOJIMMCAHHBIX UM OJHAKIbI.

11. HazoBuTe moHsTHE, B KOTOPOM JAETCS FTApaHTHUS TOTO, UTO CHCTEMa BeeT ce0s1 B HOPMaIbHOM M BHELITATHOM PEXUMaX

TakK, KaK 3alUIaHUPOBAHO

AN N AW~



6. Onumnre ocobeHHocTh atak Ha DNS-cepsepa

7. OnuuiMTe OCHOBOM Klacc aTak Ha ¢pu3uueckoM ypoBHe Mojenu OSlI

8. OnuunTe OCHOBOM KJIACC aTak Ha KaHaJbHOM ypoBHe Mojenu OSI

9. OnuurTe 0COOCHHOCTH aTaK Ha ceTeBoM ypoBHe mozenu OSI

10. OnummnTe 0COOEHHOCTH aTak Ha TPAHCIIOPTHOM ypoBHE Moenn OS|

11. OnuimunTe 0COOEHHOCTH aTak Ha ceaHCOBOM ypoBHe Mojenu OSlI

12. OnumuTte 0co6eHHOCTh 0e301acHOH paboThl ¢ PyHKIMAMY [IPU HAIIMCAHUU IPOrPaMM

13. Ha30BHUTE pEeKOMEHIALUH IPH PadOTe C BHEITHUMHU U CETEBBIMH YCTPOICTBAMH, BO BPEMSI HAIIMCAHUS IPOTPaMM
14. OnmmmTe MPOBEPKY alropuTMa Ha CHHAPOM "MEpTBOM meTan"

15. B yem 3akinrouaroTcss 0COOEHHOCTH paboThI ¢ TAPOJISIMH TIPU HAITUCAHUH ITPOTpaMM?

Bomnpocs! [yist poBepKH ypOBHS 00yYEHHOCTH "BIIAICTh "

1. Bammdpyiire TeKCTOBBIN (aiin mpu momory anropurma mudposanus CFB nporpammsr Visual AES 1.1

2. Pacumpyiire TekcToBblil daiin nporpammoit Visual AES 1.1, panee 3aimudpoBaHHbII TIPH IIOMOIIH AITOPUTMA
mmdposanus CFB

3. 3ammdpyiite TekCTOBBIH (aiin mpu momouw anropurma mudposanus OFB nporpammsr Visual AES 1.1

4. Pactmpyiite TekcTOBBIH (haitn mporpammoii Visual AES 1.1, panee 3amudpoBaHHbIH PH TOMOIIH aJrOPUTMa
umpposanus OFB

5. 3ammdpyiiTe TekcToBbIi daiin nporpammoii DX Secure 4.0

6. Pacuudpyiite TekcToBbli ¢aiin nporpammoit DX Secure 4.0

7. 3ammdpyiiTe TekcToBbIi (aiin nporpammoii CryptoFan 2

8. Pacumdpyiite TexcroBslii daiin nporpammoii CryptoFan 2

9. 3ammdpyiite TexcToBHI (aitn nporpammoii Codefile

10. Pacumpyiite TekcToBbIi (aitn mporpammoii Codefile

11. 3amuTHTe CTPYKTYpY KHETH B EXCel

12. 3amure okHO KHUTH B EXCel

13. HacrpoiiTe oTkpbITHE TIpe3enTaiu PowerPoint Tonsko st areHust

14. YcranoBute maposnb Ha OTKpbITHE (aitna B MS PowerPoint

15. Hactpoiite oTkpbiTHE HoKyMeHTa B MS Word Tosbko 1uist aTeHus

Bomnpocsl k 3x3ameny:
(KommeTtentus OITK-4)

Bomnpocs! 11 IpoBepku ypOBHSA 00Y4E€HHOCTH "3HATh'":

. Onmmmre 0coGeHHOCTh PabOThl CHMMETPUYHOTO KPUIITOAITOPUTMA

. OnummTe NPUHIKN PaboThl ACHMMETPUYHOTO KPHIITOAITOPHTMA

. Uro nogpazymeBaeT TaliHOMHCH?

. Uto npexcrasisieT coboit cets Deiirurens?

. Onumure Anroput™ Xaddmana

. Onummre Jlemnens-3uBa

. B xakoM KpunToanroputMe eIMHULEH KOAUPOBaHUS SIBJISIETCS OJUH OUT?

. Ha xakue 1Ba BHIa AeNsATCS KPpUITOAITOPUTMEL B 3aBUCHMOCTH OT pa3Mepa mudpyemoro 0oka nHbopMaImu?
. Maiite onpesenenue ckpemoiepa

10. K xaxkomy TuIry anropurma otHocutcs mudp Rijndael?

11. Ha3oBure Tpy OCHOBHBIE (PYHKIUH KPUIITOCUCTEM

12. Ha3zoBute 71B€ OCHOBHbIE METOJIMKU BHECEHHS CIIy4aifHOCTH B Ipolecc MU(ppPOBaHUS
13. HazoBure 1Be 00JblIIMe IPYNIBI AITOPUTMOB apXHUBALUH

14. HazoBuTe M ONUIINTE JJBA OCHOBHBIX METOJIa apXUBaIMU 0e3 moTeph

15. Yro mompa3ymeBaeT XemmpoBaHue napoeii?
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Bomnpocs! 11t npoBepkH ypoBHA 00y4eHHOCTH "yMeTh'":

1. Ommmure QyHKIUH CrielHAIMCTa Mo HHHOPMAIIHOHHOH 0€30IIaCHOCTH Ha MIPEATIPUSITAN

2. HazoBwure JHI110, HEMOCPEACTBEHHO pabdoTaroniee ¢ HHpopMarueil. 3a4acTyro TOIBKO OH B COCTOSIHUH PEATbHO OLICHUTh
KJacc obpadaThIBaeMOi HHGOpMALUH, a HHOT/IA M paccKa3aTh 0 HECTaHAAPTHBIX METOAaX aTak Ha Hee (Y3KOCTIeHU(PHIHBIX IS
3TOr0 BUJIA TAHHBIX )

3. HazoBuTe poiib, KOTOPYIO BHIIIOJHAET OOBIYHO CTOPOHHEE JIUIIO0, KOTOPOE HECET OTBETCTBEHHOCTH Nepea GUpMoii 3a
HOAJEpKaHUE JOJKHOTO YPOBHS HH(POPMAMOHHOM 0€30MaCHOCTH B MOCTABIISIEMBIX UM IIPOLYKTOB

4. B yeM 3aKiroyaeTcs poiib JMHEHHOTo MeHexepa?

5. HazoBuTe poJib, KOTOPYIO BBIITOJHSIOT JIMIA, OTBETCTBEHHBIE TOJIBKO 33 CBOU MOCTYNKH. OHM HE MPUHUMAIOT HUKAKHX
pelIeHHi U HU 3a KeM He HaOJIIoIaloT

6. B yeM 3aKirogaeTcs poJib ay JUTOPa B OPraHU3aIMH ITOJUTUKH HH)OPMAMOHHOH Oe30macHoCTH?

7. Hanmmute dopmyity 3ammppoBku OyKBBI KOTUPYEMOTo cooOenus B anroputMe RSA u oObsicHuTe ee

8. Hammmmure gopmyiny 3ammdpoBku OYKBEI KOIUPYeMOro coobuieHus B anroputMe RSA n oObsicHute ee

9. Hanmmmte Gopmymy pacdera OTKPBITOrO Kitoya B anroputMe RSA 1 o0bscHUTE ee, a TaKkKe KaKue OrpaHudeHHs
HAKJIAIBIBAIOTCS] HA OTKPBITHIA KITIOY TP €r0 HaX 0K ICHHH.

10. Harmmmure (opMyIty pacdera 3aKphITOro Kioda B anropurMe RSA u 00bscHUTE ee, a TakkKe KaKie OrPaHnICHUS
HAKJIaJbIBAIOTCS HA OTKPBITHINA KIIIOY IIPH €r0 HaX0XKJICHUH.

11. Ha3oBute 0COOEHHOCTH 3aIIU(POBKYU B IIEPECTAHOBOYHOM AJITOPUTME

12. OnummuTe 0CHOBHOM NPUHIKI pabOTHI CKpemOuiepa

13. OnumuTe XapakTepHyr 0COOEHHOCTh OJIOYHBIX KPUMTOAITOPUTMOB

14. JlaiiTe onpeeneHne KpUNTOCHCTEME



4. Pacuindpyiire kpunroanroputMoM RSA 3amudpoBanHyro OykBy, 3HaUCHHE KOTOPO 29, eciii mapamMeTphbl IUPPOBaHUS
p=3uqg=11

5. Hanwmrmmumre mporieaypy 3ammppoBku kpunroanrroputMa TEA Ha si3bike mporpammupoBanust Pascal

6. HanmmmmTe anroputM co3gaHusl OCHOBHOM MPOTpaMMBI 110 BEI30BY MPOLEAYPHI 3aIIU(GPOBKH TEKCTa KPUIITOANTOPUTMOM
TEA, nepenauu nporenype HCX0AHOTO TeKCTa U BBIBOJIA 3alIH()POBAHHOTO.

7. Hanmmmure Ha si361Ke porpaMMmupoBanist Pascal ocHOBHYIO porpamMmy 110 BBI30BY MPOLELYPhI 3aMIA(BPOBKH TEKCTA
kpunroanroputMom TEA, nepeadn nporeaype HCX0THOTO TEKCTa U BBIBOJIA 3alIH(POBAHHOTO.

8. Peanmsyiite Ha s13bIKe TIporpaMMupoBanus Pascal 3amudpoBky Tekcta KpuroaaroputMom TEA

9. Hanmmute anroputM n3MeHeHHs mpoteayps! 3ammdposku ENCryptRouting Ha niporieypy paciudpoBKu
DeCryptRouting

10. Hammumure hparment nporpammsel Ha Pascal, B koropom mist anropurMa Rijndael mpoucxoaut npeobpasoBanune TeKkcTa,
BEJICHHOT'O MOJIb30BATENIEM B YHUCIIOBYIO MAaTPHILY.

11. Hanmmure dparment nporpammer Ha Pascal, B koropowm st anropurma Rijndael mpoucxomur npeobpa3zoBanue 4HCIOBON
MAaTpHUIbI B 3aIU(QPOBAHHBIN TEKCT.

12. Hanmmmute (pparMeHT mporpammsl Ha Pascal, B kotopom mist anropurma Rijndael mpoucxoaut 3anonHeHne e TMHAIHON
MAaTpHIBL.

13. Hamumure (hparment nporpammer Ha Pascal, B koropom st anroputma Rijndael mponcxoant o6MeH MectamMmu IEpBOi 1
HOoCIIeTHEH CTPOKH AByMEPHOTO MacCHBa.

14. Hanmmure dparment nporpammser Ha Pascal, B koropom st anropurma Rijndael mpoucxomur o6MeH MecTaMu [epBoro u
HOCJIEAHETO CTOJIOIA IBYMEPHOTO MAaCCHBA.

15. Hanumure dparment nporpammel Ha Pascal, B kotropom mist anroput™a Rijndael mpoucxoaut ysenudenue Bcex
9JIEMEHTOB JIBYMEPHOTO MaccuBa Ha 2

(Kommerenmus OITK-14)
Bomnpocs! [yis poBepKH ypOBHS 00y4EHHOCTH "3HATh":

. Kakoii 00bem undopmarmu mmppyroT CkpeMOIeps 3a OJKH mar

. HazoBuTe OCHOBHYIO JIOTHYECKYIO OIEPALINIO, HCIONb3yeMyto B CkpeMOnepax

. Yro noapaszymeBaeT coO0H KOJUPYIOIIHIA TOTOK B CKpeMOiepax?

. HazoBwute cymiecTBeHHBIN HEIOCTATOK CKPEMOIUPYIOLIUX AITOPHTMOB

. HazoBute xapakTepHy0 0COOEHHOCTh OJOYHBIX KPUIITOAJITOPUTMOB

. OnumuTte noHsATHE «BeTBU ceT Defimrens»

. Kakue xapakrepuctuku cetn Deifiens UCOAb3YIOTCS B KpUnroanropurme — TEA?

. OnummMTe OCHOBHOW HEJOCTATOK KpUnToanroputma TEA

. B "em 3akimovaercst TpaHCIIOPTHOE KOAUPOBaHHE?

10. B yem 3aximrogaeTcst IepBBIN ATAIT TFOO0T0 ACHMMETPHYHOTO anroputMa?

11. Kakyto npoGuiemy nH(}pOpMaIMOHHOM O€30MaCHOCTH MO3BOJISIET PELIaTh ACUMMETPUYHOE IH(PPOBAHUS?
12. [laiiTe onpeneneHre KpUITOCUCTEMBI

13. B uem 3axittouaercs Metox mudposanust ECB?

14. Ha3oBuTe Tpy OCHOBHBIE CIIOCO0A BBEJCHUE KaKOH-TTHOO CIIy4aiiHOW BETMUYMHBI B ITPOLIECC IU(PPOBAHNUS
15. B gem 3akimovaeTcst mpodiaeMa BCeX METOIOB PaHIOMHU3ALNH COOOIICHMIA?

O 001N N A Wi —

Bomnpock! 11 IPOBEPKH YPOBHS 00y4EHHOCTH "yMeTh'":

1. Kakoro o1HOro U3 caMbIX INIaBHBIX HEJIOCTATKOB JIMIIEHBI ACHMMETPHYHbIE KPUIITOCUCTEMBI 110 OTHOILICHHIO K
CUMMETPUYHBIM aJITOPUTMaM

2. B kakoM citydae TpostHCKasi mporpamMma ¢ BeposiTHOCTbI0 90% He Oynetr oOHapyKeHa CTaHAapTHBIM aHTUBHPYCHBIM [107?
3. Kaxum 06pa3oM MO>KHO OOHApYKUBaTh TPOSHCKUE MPOrPaMMBI, KOTOPBIE TOCTOSHHO 00ECIEYHNBAIOT AOCTYI K
3apaxxeHHOH DBM, ¢ IOMOILbIO yTWINT KOHTPOJIS 32 CeTEBBIMH OPTaMU

4. Kakoil yTUIHTO# AJIs OIepalnoHHbIX cucteM kioHa Microsoft Windows mMoxxHO 0GHApYKUTh TPOSIHCKHE TIPOTPaMMBI

5. B 4eM 3aKiTiogaroTcs aTaky ¢ HeJbl0 M3MEHEHUs TaOJIUIbl MapIIpyTH3anum?

6. HazoBuTe MakcHMansHO BOZMOXKHOE HEIPEPBIBHOE BpeMsI OTKa3a 1 nH(popMannu 0 kiracca 6€30TKa3HOCTH

7. HazoBuTe MakcUMaIbHO BO3MOXHOE HEPEPBIBHOE BpeMsl 0TKa3a Uit MHpopManuu 1 ki1acca 6e30TKa3HOCTU

8. HazoBute MakcHMaJbHO BO3MOXKHOE HENIPEPHIBHOE BpeMs OTKa3a A nHGopMalun 2 xiiacca 6e30TKa3HOCTH

9. HazoBuTe MakcUMalbHO BO3MOXKHOE HENPEPBIBHOE BpeMsl 0TKa3a Ui MHpopManuu 3 kinacca 6€30TKa3HOCTH

10. HazoBuTe 00BIYHO CTOPOHHEE JINII0, KOTOPOE HECET OTBETCTBEHHOCTH Nepesl GUpMOH 3a MOIep KaHUe JOIDKHOTO YPOBHS
MH()OPMAIIMOHHON 0€30I1aCHOCTH B OCTABJISIEMbIX UM IIPOLYKTOB.

11. Ha3oBure 11110, KOTOPOE SIBISIETCS IPOMEKYTOUHBIM 3BEHOM MEXY OIIEpaTOpPaMH U CIELUATUCTaMH IO
rH(pOpMaLUOHHOH Oe3onacHocTH. Ero 3a1aua — cBOEBPEMEHHO U KaU€CTBEHHO UHCTPYKTUPOBATh IOAYMHEHHBIH eMy nepcoHan 060
BCEX TPEOOBAHUAX CIIy>KObl 0€30MaCHOCTH U CJIEIUTD 3a €€ UX BBIIOJIHEHUEM Ha pabouyuX MecTax.

12. Ha3oBute n11a, OTBETCTBEHHBIE TOJIBKO 3a CBOM MOCTYNKHU. OHU HE MPUHUMAIOT HUKAKUX PEIICHUN U HU 332 KEM He
HaOJI0AaI0T

13. Ha3oBuTE BHENUIHUX CNICIUAIUCTOB MM (HHPMBI, HAHUMaeMble NPEINPUATHEM IS IEPHOANYECKOH (OBOJIBHO PEIKOIN)
MPOBEPKU OPraHU3aLNH U (YHKIIMOHUPOBAHHS BCEH CHCTEMbI 0€30IaCHOCTH

14. Ha3oBure 11110, KOTOPOE POBOAUT PAcUeT U MEpepacueT PUCKOB, OTBETCTBEHEH 3a IIOMCK caMoii cBexxell nHdopmau
00 00HapYKEHHBIX yS3BUMOCTSIX B HCIIONB3yEeMOM B (hpHpMeE IPOrpaMMHOM 0OECIICYEHHH U B IIEJIOM B CTAHAAPTHBIX alTrOPHTMAaX
15. B KakoM KpHUIITOAITOPUTME €IUHUIIEH KOAUPOBAHUS ABIIETCS OJIOK U3 HECKOJIbKUX 0aiTOB?

Bomnpocs! 11 IpoBepKU YPOBHSA 00Y4E€HHOCTH "BlIafeTh":

1. PaccunraiiTe 3HaueHHE 3aKPHITOTrO KJIt0Ya B Kpuntoanropurme RSA, eciiu napametpsl mmppoBanus p=5 u =7

2. PaccumraiiTe 3HaU€HHE 3aKPBITOTO KIto4a B KpunroaaropurmMe RSA, ecnu napametps mmpposanus p=11 n q=13
3. PaccumraiiTe 3HaU€HHE 3aKPHITOTO KIIt0Ya B KpuntoanropurMe RSA, eciiu napameTpsl mmdpoBanus p=3 u =7



KOH(HICHIIUATLHOCTh
LEJIOCTHOCTD
AyTEHTHYHOCTD
areJuIMPyeMOCTh

2. I'apanTus Toro, uto nH(GOpMaNUs celyac CyIeCTBYET B €€ HCXOJHOM BHUJIE, TO €CTh IIPU €€ XPaHEHUH WIIK Tepeade He

OBUIO ITPOU3BEIEHO HECAHKIIMOHMPOBAHHBIX U3MEHEHUIT; HapyIlIeHHE 3TOH KaTeropru Ha3biBaeTcs (Gaibcuduranueit cooouieHus
KOH(HIEHINATBEHOCTD

LEJIOCTHOCTD

ayTEeHTUYHOCTh

aneyuImpyeMocCThb

3. T'apaHTHSs TOTrO, YTO HCTOYHHKOM HH()OPMALIUH SIBISETCS HMEHHO TO JIULIO, KOTOPOE 3asIBJICHO KaK €¢ aBTOp; HapyIICHUE
ATOW KaTerOpUH TaKXkKe Ha3bIBacTCs (habCUPUKALIUEH, HO yKe aBTOpa COOOIICHUS

KOHGUICHIIHATEHOCTD

IIEIIOCTHOCTD

ayTEeHTUYHOCTh

aneIpyeMOCTh

4. TapaHTHsl TOTO, YTO IPH HEOOXOJMMOCTH MOXKHO OyJIeT 10Ka3aTh, YTO aBTOPOM COOOLICHUS SBIISETCSI UMEHHO

3asIBJICHHBIN YEJIOBEK, M HE MOXKET SBJIATHCS HUKTO JAPYTOW; OTIMYHE STOH KaTeTOpPUH OT IpeabIyIell B TOM, 4TO IIPH MOAMEHE
aBTOpa, KTO-TO JAPYTOM MBITAETCS 3asBUTH, YTO OH aBTOP COOOILEHUs, a IPH HApYIICHUH alleJUINPyEeMOCTH — CaM aBTOP MBITAeTCs
"OTKpPEeCTUTHCS" OT CBOMX CJIOB, TIOJNICAHHBIX UM OTHAXKIBI.

KOH(HICHINATEHOCTh

LIEJIOCTHOCTD

ayTEeHTUYHOCTh

aneMpyeMocTh

5. TapaHTHA TOTO, YTO CHCTEMa BeJeT ceOsl B HOPMaIbHOM U BHEIITATHOM PEXHUMaXx TakK, Kak 3alUIaHHPOBAHO
HaJIeKHOCTD

TOYHOCTH

KOHTPOJIb JOCTYTIA

KOHTPOJIUPYEMOCTb

6 Yposenb mogenu OSI, koTopblii 0TBEYaeT 3a JOCTaBKY OOJBIINX COOOIICHUH MO JIMHUSAM C KOMMYTaIiel makeroB. Tak Kak B
HOAOOHBIX JIMHUSX pa3Mep MakeTa MpeCTaBisieT coboi 00bruHo Hebomboe yncno (0T 500 GaifT 10 5 kunobaiir), To It nepenadn
6oubIINX 00BEMOB MHGOPMAIIUU UX HEOOXOIUMO pa30UBaTh Ha Iepealolleil CTOpoHe U coOMpaTh Ha IPUEMHON.

PusznuecKuil ypoBeHb

KaHnanbHBIH ypoBEHD

CeteBoil ypOoBEHb

TpaHCHIOpTHBIN YpOBEHb

CeaHCOBBI ypOBEHb

7. Yposens mozenu OSI, koTopslii OTBEUaeT 3a NpoLeaAypy YCTAaHOBJICHHUS Havyaja ceaHca M NOATBEep)KICHUE (KBUTHPOBAHUE)
HPUX0Ja KOKAOT0 MAaKeTa OT OTIIPABUTEIIS [TOIy4aTeNIIo.

dusnyeckuil ypoBeHb

KananpHslil ypoBeHb

CeteBoit ypoBEeHb

TpaHCHIOPTHBII YpOBEHB

CeaHCOBBIN YPOBECHb

8. HempenycMoTpeHHOE B3aMMOJICHICTBUE TAHHBIX MEX1y cOOOW M JAHHBIX C KOJIOM
Wnrepdepenius

Hapymienne HessBHBIX orpaHUYeHUHA

Her Bepnoro orsera

9. Kakast yTuiauTa N03BOJSI€T ONPENEIUTh HACTPOUKY KOMIIBIOTEpA A IOAKIIOUEHUs K JIOKaJIbHOU ceT U K cetu Internet
Ipconfig

ping

tracert

Whois

10. ITpy moMoIy Kako# YTHIMTH BO3MOXKHO HCCIICIOBaHHE TOMOJIOruy pparmeHToB cetu Internet

Ipconfig

ping

tracert

Whois

11. JIns 3ammdpoBku 1 paciinpoBKU COOOIIEHHS UCTIONB3YETCS OAMH U TOT ke 070K nHbOopMaLuu (KIroY)
CHUMMeTpUYHbIE KPUIITOAJITOPUTMbI

ACHMMETpUYHBIE KPHIITOAITOPHTMBI

TaiiHonuch



Her Bepnoro otsera

13. OtnpaBuTenp U MOJyYaTeslb MPOU3BOIAT HAll COOOIIEHHEM MPeoOpa3oBaHMUsl, U3BECTHBIE TOJIBKO UM TBOUM
CuMMeTpHYHBIE KPUITOAITOPUTMBI

AcvMMeTpUYHBIE KPUITOAITOPUTMBI

TaitHonuch

Her BepHoro oreera

14. B 3aBHCHUMOCTH OT XapakTepa BO3JICHCTBHU, IPOM3BOAMMBIX HaJl JAHHBIMH, aJITOPUTMBI TIOJAPA3ACISIOTCS Ha
TlepecTaHOBOYHBIC U MTOJICTAHOBOYHBIC

CHUMMETpHYHBIC KPUIITOAJITOPUTMBI 1 ACUMMETPHYHBIE KPUIITOAITOPUTMBI

TIoTokoBEIE U OJIOYHEBIE

Her Bepnoro oteera

15. Meton 00paTHMBIX MpeoOpa30BaHmii TEKCTa, IPH KOTOPOM 3HA4YEHHE, BBIYMCICHHOE OT OJIHOM W3 YacTel TeKcTa,
HaKJIabIBaeTCs Ha APYTUE YaCTH.

Certp Deiimrens

CkpemOiepsl

CHUMMeTpHYHBIE KPUIITOAJITOPUTMBI 1 aCUMMETPHYHBIE KPUIITOAITOPUTMBI

IToToKOBBIE KPUITOATITOPUTMEI

Her Bepnoro otBera

(Kommerenmus OITK-14)

1. Kakue 3akoHbI cyliecTByIOT B Poccuiickoit desepannu B 00JacTH KOMIIBIOTEPHOTO npaBa? (BHIOpaTh HE MEHEE JABYX
BapHUaHTOB)

a. O rocy1apCcTBeHHOH TaliHe

b. O6 aBTOpCKOM U CMEXHBIX TPaBax

C. O rpaskAaHCKOM J0JITe

d. O paBoBoi#t oxpane mporpamm st IBM u BJ]

e. O mpaBoBO# OTBETCTBEHHOCTH

f. O6 undopmanmy, HHGOPMATH3AIMH U 3AMTUIIIEHHOCTH HHPOPMAITHK

2. K acniektam nH(GOpMaMOHHON 0€301aCHOCTH OTHOCATCS (BBIOpATh HE MEHEE JABYX BAPUAHTOB)
a. JIuckpeTHOCTh

b. IlenocTHOCTH

. KondunenuunansHocTh

d. AkTyansHOCTb

e. JlocTtynHOCTh

3. CoznaHue 1 UCIIOIBb30BAHUE CPEJICTB OMIACHOTO BO3/ICHCTBIS Ha HH(OpMAIOHHBIE cephl IPYTUX CTPpaH MUpa U
HapylIeHHe HOPMAIEHOTO QYHKIHMOHUPOBAaHUS HHOOPMAIHOHHBIX M TEIEKOMMYHHUKAIMOHHBIX CUCTEM Ha3bIBAaETCS
a. MudpopmarmonHas BoiiHa

b. Madopmannonnoe opyxue

¢. MaopmarmonHoe mpeBoCcX0JICTBO

4. Kaxoii opran o0ecrieunBaeT 6€30MacHOCTh yupesxaeHui PO, Haxoasmuxcs 3a npeeaaMu ee TeppUTOpuH, U
KOMaH/IMPOBAHHBIX 32 TpaHHIly TpaxkaaH PO, umeromux no pogy cBoel AESITEILHOCTH IOMYCK K CBECHUSIM, COCTABIISIOLINM
TOCyJapCTBEHHYIO TalHy?

a. denepanpHas ciryx0Oa Oe30macHOCTH

b. ®enepanbHas ciryx0a KOHTppa3BeIKH

. Cnyx0a BHeUIHEH pa3BeaKu

d. ®enepanbHast ciyx0a [0 TEXHUIECKOMY KOHTPOJIIO H 3KCIIOPTHOMY KOHTPOITIO

5. Ycunenue npaBonprUMEHUTEIBHON ESITEILHOCTH OPTaHOB UCTIOJHUTEIBHON BIACTH OTHOCHUTCS
a. K MpaBOBBIM MeTOaM o0ecredeHus: HH(POPMALMOHHOW 0€3011aCHOCTH

b. k opraHn3anOHHO-TEXHUYECKUM METO1aM obecrieueHnst HH)OPMAHOHHOH 0e30IacHOCTH

C. K 9KOHOMHYECKIM MeTo1aM obecredeHnst HHYOPMAIOHHO 0€30IIacHOCTH

d. Kk moNUTHYECKUM MeToziaM obecriedeHnst HHPOPMALMOHHO# 6e30MacHOCTH

6. Kakoe u3 mepevyncieHHbIX YCTPOMCTB MCIIOIBb3YETCs IS [Iepeadd JaHHBIX B BUIC IEKTPHUECKUX CHTHAIOB?
a) Kabenn

b) CryrHuk

¢) Ontuyeckuii kabenb

7. Kakue cyuiecTByroT OCHOBHBIC YPOBHHU oOecnieueHus 3auThl HHpopMaruu? (BLIOpaTh HE MEHEE JIBYX BAPHAHTOB)
a. 3aKoHOJaTeNbHBII

b. AamMunucTpaTHBHBII

C. IIporpaMMHO-TEXHUYECKHUH

d. ®usnueckuii

€. BeposTHOCTHBIN

f. IIpouenypHbIi



a. CpezncTBa, KOTOPBIE PEaIM3yIOTCs B BUJE ABTOHOMHBIX YCTPOHCTB M CHCTEM

b. Ycrpoiictsa, BcTpanBaemble HEMOCPEACTBEHHO B anmapatypy AC Wil yCTpONUCTBA, KOTOPBIE COMPSTAIOTCS C armaparypoit
AC no crangapTHOMYy HHTEpQeiicy.

C. OTO mpOrpaMMBl, IpeTHa3HAYCHHBIE IS BRIOJIHEHNS (QYHKIMH, CBA3aHHBIX € 3alIUTON HHPOpMAIMU

d. CpezcTBa, KOTOPBIE PEATH3YIOTCS B BHIE JJIEKTPUUECKUX, JIIEKTPOMEXaHUYECKUX M 3JIEKTPOHHBIX YCTPONCTB.

9. B ueM 3aKito4aeTCsi OCHOBHAS MPHYKMHA MOTePph HH(OpMaIwH, cBszanHoi ¢ TTK
a. C rimoGanpHBIM XUILEeHHEM HH(OpMauu

b. C nosiBnenune Nurepuera

. C HelocTaTOYHO 00pa30BaHHOCTHIO B 00JIACTH 0€30TaCHOCTH

10. TexHUUYECKHE CPEACTBA 3aLIUTHI HHPOPMAITUH

a. CpezncTBa, KOTOPBIE PEaTM3yIOTCS B BHE aBTOHOMHBIX YCTPOHCTB M CHCTEM

b. YcrpoiicTsa, BcTpanBaemble HEMOCPEACTBEHHO B anmaparypy AC Wi yCTpOHCTBa, KOTOPBIE COTPSITAIOTCS C alaparypoi
10 CTaHAAPTHOMY HHTepdeiicy

C. DTO0 IporpaMMsl, peHa3HAYSHHBIE JJIS BBINOIHEHUS (YHKIUH, CBA3aHHBIX C 3aLIUTON HHPOPMaIH

d. CpezicTBa, KOTOPBIE PEAM3YIOTCS B BHIE SJIEKTPUUECKUX, DIICKTPOMEXaHHUYECKHUX M 3JIEKTPOHHBIX YCTPOHCTB

11. TTox u3omnsuueit u pazaeneHueM (TpedoBanue k obdecrieueHuto 11b) monumator

a. Pasenenne nHpopmanuy Ha TPyNIEl TaK, YTOOBI HAPYIICHHE 3aIIUTHI OJHOM IPyIITEl HHGOPMAIMU HE BIHAIO HA
0€30MacHOCTh IPYTUX TPy HHGOpMAIIUU

b. Pa3nenenne 00bEKTOB 3aMIUTHI HA TPYIIIBI TaK, YTOOBI HAPYIICHUE 3aLIATHI OJHOM IPYIIIBI HE BIHSIO Ha 6€30MacHOCT

JPYTUX TPYIII

12. Kaxoli TOKyMEHT yCTaHaBIHBAET MOPAAOK 00pabOTKH MEPCOHAIBHBIX JaHHBIX B Poccuu?

a) Koncrutynus Poccutickoit denepanuu

b) ®enepanphsrit 3akon "O6 uHbDOpMaIK, HHOOPMAIIHOHHBIX TEXHOIOTHAX U 3aiuTe nHdopmanun"
) @enepanpublif 3ak0H "O NepcOHANBHBIX JaHHBIX"

13. Kaxotii opran B Poccun ocymiecTBisieT rocy 1apCTBEHHbIH KOHTPOJIb B 00JIACTH 3aIUTHI HH(pOpMauu?
a) ®Cb

b) MBJ

¢) Pockomuamzop

14. Kaxoif U3 IepedrCcIeHHBIX METONOB ITH(POBAHNS CUUTAETCSA CAMBIM CTapbIM?
a) udp Lezaps

b) HIndp Buxenepa

¢) HIudp Suurma

15. Kako# 13 nepeuncieHHbIX alrOpUTMOB HIM(POBAHUSA SBJISETCS CUMMETPUIHBIM?
a) RSA
b) AES
c) DSA

HToroBoe TecTHpOBaHNUE K YK3aMEHY

(KommeTtentus OITK-4)

1. B 3aBucumMocTu oT pa3Mepa 0610ka HHPOPMALUK KPUITOAITOPUTMBI JEIISATCS Ha!
IlepectaHOBOUHBIE U [1OJICTAHOBOYHBIE

CuMMeTpHYHbIE KPUNITOAITOPUTMBI U aCUMMETPUYHbIE KPUITOAITOPUTMBI
INoTokoBBIe 1 OIOYHBIE

Her BepHOro orBera

2. ANTOPHUTM CKaTHs OPHEHTHPOBAH Ha HEOCMBICIICHHEIE TTOCIIEA0BATEIFBHOCTH CHMBOJIOB KaKOT0-TH00 andaBHTa.
Asroputm Xaddmana

Aunropurwm Jlemnens-3uBa

Auroput™ Rijndael

Anroputm TEA

3. AIropuTM CKaTHsl OCHOBAH HA00OPOT Ha KOPPEJIILMAX MEXKy PACIION0KEHHBIMH PSOM CUMBOJIaMU andaBuTa
(cmoBamu, yIpapBJISIOIIMMHE [OCICA0BATEILHOCTSIMHE, 3ar0JIOBKaMH (ailioB pUKCHPOBAHHOI CTPYKTYPBI)
Asroputm Xaddmana

Aunropurm Jlemnens-3uBa

AunroputMm Rijndael

Anroputm TEA

4. B KakOM KpUNTOAITOPUTME STUHUIICH KOAUPOBAHUS SBJISETCS OAUH OUT?
ITorokoBbie mudpsI

brounbie mmppbl

IToncTaHOBOYHBIE KPUIITOAITOPUTMBI

IlepecTaHOBOYHBIE KPHUIITOAITOPUTMBI



IToncTaHOBOYHBIE KPUIITOAITOPUTMBI
IlepecTaHOBOYHBIE KPUIITOAITOPUTMBI

6. JIuo, HEMOCPEICTBEHHO paboTaroliee ¢ JaHHOH nHPOpMAaIUeid. 3a4acTy 0 TOJIBKO OH B COCTOSIHUM PEabHO OIICHUTH

Ki1acc oOpadaTbiBaeMoit HH(OpPMAIHK, a HHOTIA U paccKa3aTh O HECTaHIAPTHBIX METOax aTak Ha Hee (Y3KOCTIeM(UIHBIX TS
3TOTO BHJA JaHHBIX).

Crierranuct 1o “HGOPMALMOHHON 0€30I1aCHOCTH

Bnanenen undopmanuu

TTocraBmyk anmnapaTHOro ¥ MPOrpaMMHOTO 00ecreueHHs

Jluneitnsrit Menexep

7. OOBIYHO CTOPOHHEE JIUIIO0, KOTOPOE HECET OTBETCTBEHHOCTH Mepes GUpMOi 3a MOAepIKaHNe JOIDKHOTO YPOBHS
MH()OPMAITMOHHON 6€30IaCHOCTH B OCTABIISIEMbIX UM IIPOIYKTOB.

Crieranuct 1o nHGOPMAIMOHHOW 6€30IaCHOCTH

Brnanenen nuHbopManum

TTocTaBIIMK anmmapaTHOro U MPOTrPaMMHOT0 00eCTIeUeHUS

JIvuHelHbIl MeHeKep

8. JIuio, KOTOPOE SIBISIETCS TPOMEIKYTOUHBIM 3BEHOM MEXJIY ONEpaTOPaMHU H CIICIHAIUCTAMHU 110 WH)OPMAITMOHHON
6e3omacHoctu. Ero 3a1aua — CBOGBPEMEHHO U KaUEeCTBEHHO MHCTPYKTUPOBATH TIOAYHHEHHBI eMy MepcoHall 000 BCeX TpeOOBaHUIX
Ci1y>k0bI 0€30TACHOCTH U CJICTUTh 33 €€ UX BBITOJHEHHUEM Ha pabounX MecTax.

Crieranuct o nHGOPMAMOHHON 0€30TT1aCHOCTH

Bnanenen unpopmannu

TTocTaBIIKK anmapaTHOro ¥ MPOrpaMMHOT0 00eCCUueHHS

JIvuHelHbIN MeHeKep

9. JIuna, OTBETCTBEHHBIE TOJBKO 32 CBOM NMOCTYNKH. OHU HE IPUHUMAIOT HUKAKUX PEIICHUH U HU 32 KEM He HaOJI0atoT
Crnenuanuct no MHGOpPMalHOHHOH 6e3011aCHOCTH

Brnanenen undpopmanuu

Omneparop

Jluneitnsrit MeHeKep

10. BHenHue crienuaaucThl MM GUPMBI, HAHUMAEMbIC TIPESIIPUATHEM [T IEPUOIMYECKOM (I0BOJIBLHO PEAKOI) IPOBEPKU
opranu3zanuu 1 (yHKIHOHUPOBAHUS BCEH CHCTEMBI 0€30M1aCHOCTH

Crieranuct 1o “HGOPMALMOHHON 0€30TaCHOCTH

Brnanenen unpopmannu

Oneparop

Aynutopst

11. Cpennee MakcUManbHOE BpeMs OTKa3a Ut HH(popMaImi 3 k1acca 6€30TKa3HOCTH
1 nens

2 yaca

12 MuHyT

20 MuHYT

12. CpenHee MakcMMabHOE BpeMsl OTKa3a Jijisi ”HpopManuu 2 kiacca 0€30TKa3HOCTH
1 neHp

2 gaca

12 MuHyT

20 MuHYT

13. Cpennee MakcuMalbHOE BpeMs OTKa3a st HHGopmanuy 1 kiacca 6€30TKa3HOCTH
1 nenn

2 yaca

12 MuHyT

20 MuHYT

14. CpenHee MakcUMalbHOE BpeMs 0TKaza s nHpopmarun 0 kiacca 0€30TKa3HOCTH
1 nens

2 gaca

12 MunyT

20 MuHYT

15. B kakOoM KpUNTOANTOPUTME CIUHULCH KOAUPOBAHUS SBISACTCS OJUH OUT?
TaitHomuce

IlepecranoBouHbIE

IToncranoBouHble

IloToxoBbIE

(Komnerenuust OTIK-14)
1. Kakas TEXHOJIOTHs UCMIONIB3VETCS IS Mebenadu HHMODMAIINH MO ONTOBOJIOKOHHOMY Kabeno?



. Kakas TexHOJI0T s HCIOJIB3yeTCst TS 3aIUThl HHOOPMALUK B OECIIPOBOJHBIX CETSIX?
[udposanue

dusnyeckue 0apbepbl

. Natepdepenius

ocoT PN

. Kakoii anropurm mudpoBaHus sBiIseTcss CAMMETPUYHBIM?
RSA

AES

ElGamal

o T w

Kakast TeXHOJIOTHSI HCIOJIB3YeTCS IS 3aIIUTH HHPOPMAIMU HAa (U3NIECKOM YPOBHE B CETSIX?
. ®unpTpanus Tpapuxa

. lllndppoBanue naHHBIX

KonTpons nocryma

oo s

. Kakoii anroputm mudpoBaHus SBIsSETCS aCCUMETPHYHBIM?
. Blowfish

DES

RSA

PoTe W,

Kakoii MeTo/1 ncronb3yeTcs Al OLEHKU CIIOKHOCTH aJIropuTMa mudposanus?
. AHanmM3 4aCTOTHOCTH

AHanu3 BpeMeHH BBITIOJTHEHHUS

Kpunroanamms

oo o

Kaxkast TeXHOIOTHsI HCIIONB3YETCs TS 3alIUTHl HHQOPMAIHK Ha YPOBHE MPUIOKEHU#T?
. AatuBupycuoe I[1O

®daeproi

. [ToamuceiBaHKE U TIPOBEPKa MUPPOBBIX MOAMUCEH

Kakoii MeTO/1 UCTIOIB3YETCsI ISl IPOBEPKH MOATMHHOCTH COOOIICHHU?
. udposas noamnucey

. lludpposanue

. ®unpTpanus Tpaduka

. Kakast TexHONOTHS HCTIONB3YeTCs TS 3alUTHl HHPOPMAIUU Ha YPOBHE ONEPAIMOHHON CHCTEMBI?
. ArTuBupycHoe [10

. ®aepBon

. [lonp3oBaTenbCcKue NpaBa AOCTyIa

O T 9 O

10. Kako#t MeToJ HCHONIb3yeTCs A 3alUThl HHOPMAIMU OT aTaK THUIA "0TKa3 B 00CIyxkuBaHUN"?
a. @unpTpanus Tpaduxa

b. PeszepBHoe konupoBaHue

C. JIoCTYITHOCTb U OTKa30yCTOHYMBOCTb CUCTEM

11. Kakue 351eMeHTBI alireOpbl UCTIONB3YIOTCS B Kpuntorpadun?
a) KoMMyTaTHBHOCTD, aCCOIMAaTHBHOCTD, TUCTPUOYTHBHOCTh

b) KomMyTaTHBHOCTH, ACCOUATHBHOCTD, HACMIOTEHTHOCTh

¢) KomMmyTaTuBHOCTH, aHTHACCOIIMATHBHOCTD, TUCTPHUOYTHBHOCTh
d) Het npaBusibHOTO OTBETA

12. Yto Takoe ysI3BUMOCTb CTPaHHIIBI BeO-caiita?

@) CrIoCOOHOCTB CTPAaHHLBI BBIAEPAKUBATH OO0JIBIIOE KOJIUYECTBO 3aIIPOCOB
b) Crioco6HOCTB CTpaHHIbI 3AIMIIATE OT aTaK XaKepoB

) CriocoOHOCTH CTPaHHITBI 00ECTIeUNBATh KOH(DUICHIINATBHOCTD JAHHBIX
d) CriocoOHOCTB CTPaHMUIBI OBITH 3AIMIICHHON OT BPEAOHOCHBIX IIPOrpaMM

13. Kakue TeXHHUYECKHEe CpeACTBa UCIOIb3YIOTCS IS 3aIIUThl HHopMan?
a) bpannmayspsl, antuupycel, VPN

b) MpunTepsl, ckaHepbl, KOMTUPOBATHHBIC aNapaThl

) CepBepbl, MapIIpyTU3aTOPhl, KOMMYTaTOPHI

d) Her mpaBmisHOTO OTBETA

14. Kaxue aropuTMbl IUQGPOBAHUS OTHOCITCS K CHMMETPHUYHBIM?
a) RSA

b) AES

c) Diffie-Hellman

d) ECC



15. Kakue anropuTmbl mu@poBaHusi OTHOCATCS K ACHMMETPUYHBIM?
a) RSA

b) AES

c) Blowfish

d) RC4

6.5. IlpumepHasi TeMaTHKa KYPCOBBIX padoT (MPOeKTOB)
Y4eOHBIM IUITAHOM He IPEyCMOTPEHO

6.6. MeTonuuyeckue yKa3aHus 1151 00y4AIOIIHXCS 10 OCBOEHUIO THCHUTIMHBI (MOTYJIsT)
Metoandeckre peKOMEHaIiH [0 paboTe ¢ KOHCIEKTOM JIEKIIUN

TIpocMoTpuTe KOHCIIEKT cpa3y nociie 3aHaTuil. [lomeTbTe MaTepral KOHCIEKTa JIEKLUI, KOTOPbIi BBI3BIBAET 3aTPyTHEHUS JUIS
noHuMaHus. [lonbiTaliTech HAWTH OTBETHI HA 3aTPYAHUTEIBHBIC BOMPOCHI, HCIIONB3Ys NpeAaraeMyo Iureparypy. Eciu
CaMOCTOSTEIBHO HE YIaJI0Ch pa3o0paThCsi B MaTepuaie, copMyIHpyHTe BOMPOCHI U 00paTUTECh HA TEKYIICH KOHCYJIbTAIIUH WA Ha
Omkaiiiei JeKIKy 3a MOMOIIBIO K MpernoaaBaTelto. Kaxayro HeJento peKOMEHIyeTCsl OTBOJUTE BPEeMs JIJIs TOBTOPEHHUS
MPOMICHHOTO MaTepHaa, MPOBEPsisi CBOM 3HAHMS, YMCHHS H HABBIKK TIO0 KOHTPOJILHBIM BOIIPOCAM.

Pabota ¢ pekoMeHI0BaHHOM JTUTEpaTypPOu:

IIpu paboTe ¢ OCHOBHOI U IOTIOJHUTENILHON JINTEPATypoi 1iesiecoo0pa3HO MPUAEPKUBATHCS TaKOW nociienoBareabHocTu. CHavyaa
MPOYUTATH BECh 33aHHBIN TEKCT B OBICTPOM TeMIle. L{esib Takoro YTeHus 3aKIII04aeTCs B TOM, YTOOBI CO3/1aTh 001Iee Npe/ICTaBlICHHE
00 M3y4aeMoM MaTepHaie, MOHATh OOIIKI CMBICI IPOYUTAHHOTO. 3aTeM MPOYUTATh BTOPHUUHO, 00Jiee MEIIICHHO, YTOOBI B X0O/1¢
YTCHUS MOHATH M 3aIIOMHUTH CMBICIT KQXKI0H (pa3bl, KaXK0TO TTOJIOKEHHS U BOIPOCa B 1IEI0M. UTeHHE IPHHOCHT TONIB3Y H
CTaHOBHTCS MPOYKTUBHBIM, KOTJa COITPOBOXKAACTCS 3aHCIMHU. DTO MOKET OBITh COCTABJICHHE TUIaHA IPOYUTAHHOTO TEKCTa,
TE3UCHI MJIH BHINUCKH, KOHCTIEKTUPOBAHKE | Ap. BEIOOp BU/IA 3aIIMCH 3aBUCUT OT XapaKTepa H3ydyaeMoro MaTepHraia u mejieid paboTsl
¢ uuM. Eciu cozreprkanne Marepurana HeCJI0KHOE, JIETKO YCBaMBaeMOE, MOKHO OTPaHHYUTHCS COCTABICHUEM IuTaHa. Eciin MaTepuan
COJIEP)KUT HOBYIO U TPYJHO YCBaMBaeMylo HH(OpMaIHIo, 11eJecoo0pa3Ho ero 3aKOHCIIEKTUPOBaTh. [11aH — 3T0 cxema MpOYUTaHHOTO
MaTepHa’a, IepeueHb BOIPOCOB, OTPAKAIOUINX CTPYKTYPY U MOCIEA0BATEIbHOCTh MaTepuana. KoHcnekT — 3To
CUCTEMaTHU3UPOBAHHOE, JIOTHYHOE U3JIOKEHHE MaTepHuaia UCTOUYHHNKA. Pa3innyarorcs yeThIpe ThIla KOHCIIEKTOB: - TIaH-KOHCIIEKT —
3TO Pa3BEPHYTHIH JeTATN3UPOBAHHBIN TUIaH, B KOTOPOM IO HaHOOJIee CIOXKHBIM BOTIPOCAM JAIOTCS TIOAPOOHBIC MOSICHEHHS, -
TEKCTYaJIbHBIH KOHCIIEKT — 3TO BOCIPOM3BEICHE HAN0O0JIee BAKHBIX MOJ0KECHUI U ()AKTOB HCTOYHHKA, - CBOOOIHBII KOHCIIEKT — 3TO
YETKO M KPaTKO M3JI0’KCHHBIC OCHOBHBIC TTOJIOKEHHSI B PE3yJIbTaTe TIIyOOKOro H3yUeHHsI MaTepHaia, MOTyT MPUCYTCTBOBATh
BBITICKH, IIUTAThI, TE3UCHI; YaCTh MaTepralia MOXKET OBbITh MPEICTABJICHA TNIAHOM, - TEMAaTUICCKUI KOHCIIEKT — COCTABIIAETCS HA
OCHOBE U3yUCHUS Psilla HCTOYHUKOB U JIa€T OTBET 110 U3y4aeMOMY BOTIpOCy. B mporiecce u3yueHuss Marepuaia KICTOYHUAKA U
COCTaBJICHUS KOHCIICKTaA Hy)KHO 065133.TCJ'II)HO l'lpI/lMeHﬂTb paSﬂH'{Hble BBIJICJIICHUA, I10A3aIr0JIOBKH, CO3/1aBas 6HO'{Hy}O CprKTypy
KOHCIIEKTA. DTO JI€JIA€T KOHCIEKT JIETKO BOCIIPHHHUMAEMBIM U yL[06HI>IM st pa60T1>1.

MeTO,HI/I‘-IGCKI/Ie PEKOMEHAAUHA 11O TOATOTOBKE K ITPAKTUYCCKUM 3aHATUAM

INpaxTHdeckue 3aHATHS IPEACTABIAIOT 0cO0YI0 (GOpMy codeTaHHs TCOPHH U NMPAKTUKH. MIX HazHaYeHne — yriryOiaeHne npopaboTKH
TEOPETHUYECKOTO MaTepuaa peaAMeTa IyTeM PEeTyIpHOH 1 IITaHOMEPHOH CaMOCTOATEIEHOH paboTHI CTYJEHTOB Ha MPOTSKCHUN
Bcero Kypca. [Iponecc moAroToBKH K IIPAKTHIECKUM 3aHATHAM BKIFOUaeT U3yUeHHE HOPMATUBHBIX JTOKYMEHTOB, 00s3aTEIBHOMN 1
JIOTIONHUTEIIBHOHN TUTEpaTypHl [0 paccMaTpUBaeMOMY BoIpocy. HemocpeacTBeHHOE TPOBEICHUE IIPAKTHIECKOTO 3aHATHS
IpeAIoNaraeT, HaIpuMep: || HHAUBUIYAJIbHbIE BHICTYIJIEHHS CTYI€HTOB C COOOIIECHUSIMHU 110 KAKOMY-TH00 BOIIPOCY U3ydaeMoi
TeMsl; [1 ppoHTaIbHOE 00CYXKICHUE paccMaTPUBAEMON IPOOIEMbl, 000OIICHNUS U BEIBOABL, — PEIICHME 33734 U yIPaXHEHUH 110
o0pasiy; [ peleHre BapuaHTHBIX 3a/lad U YIPaKHEHUH; [1 pelleHne CUTYaIl[MOHHBIX IPOU3BOACTBEHHBIX (IPodeccuoHaIbHBIX)
3a1a4; L IpOeKTHPOBAaHHE W MOJCINPOBAHUE Pa3HBIX BHIOB M KOMIIOHCHTOB IPO(ECCHOHATBHOI NeSTENBHOCTU. || BHITIONHEHUE
KOHTPOJIBHBIX paboT; _| paboTy ¢ Tectamu. [Ipr HOATOTOBKE K MPAKTUUECKUM 3aHATHAM CTYAEHTaM PEKOMEHIYeTCs: BHIMATEIBHO
O3HAKOMHUTHCS C TEMATHKOH MPAKTHYECKOTO 3aHATHS; IPOTIECTh KOHCIIEKT JICKIIUH 110 TeMe, H3yIHTh PeKOMEHIOBAHHYIO IUTEPATYPY;
COCTaBUTb KPaTKUH IJIaH OTBETA Ha KaXK/blil BOIPOC IIPAKTHYECKOTO 3aHATHS; IPOBEPUTH CBOU 3HAHMS, OTBEUYAs HA BOIPOCHI AT
CaMOIIPOBEPKH; €CIIM BCTPETSTCS HE3HAKOMBIE TEPMHHBI, 0053aTEIbHO 00PATUTHCS K CIIOBApIO U 3a(UKCUPOBATh UX B TeTpaau. Bee
MICbMEHHbIE 331aHKS BBINOIHATE B paboueil Terpaau. [IpakTudeckue 3aHATHS pa3BUBAIOT Y CTYAECHTOB HaBBIKM CAMOCTOSTENBHOM
paboTHI 1O PELIeHUI0 KOHKPETHBIX 33/1a4.

Metoandeckre peKOMEHIaI|H 0 OArOTOBKE K 1a00paTopHbIM paboTaM

JlaGopaTopHbIe PabOThI IPEACTABIAIOT OJHY U3 (OPM OCBOCHUS TEOPETHYECKOTO MaTepuasa ¢ OXHOBPEMEHHBIM (OPMUPOBAHHEM
MPAKTUYECKUX HaBBIKOB B M3ydaeMoil nucuuiuinHe. X Ha3HayeHue — yriry6ieHne npopaboTKH TEOPETHUECKOro MaTeprania,
(hopMHpOBaHUE MPAKTUYECKUX HABBIKOB ITyTEM PETYJISIPHON U IUIAHOMEPHOW CAMOCTOSITEIbHOM Pa0OTHI CTYIEHTOB HA IPOTSIKEHUHI
Bcero Kypca. [Iporecc moaroToBku K 1a60paTopHBIM paboTaM BKITIOYAET U3Y4EHNE HOPMATUBHBIX JIOKYMEHTOB, 0053aTeIbHOI 1
JIONIOJIHUTENILHOM TUTEpaTyphl [0 paccMaTpuBaeMoMy Bompocy. HemocpenctseHHOe poBeeHUE 1a00paToOpHOil paboTh
IpeAnonaraer: | M3y4eHHne TeOpeTHYECKOro MaTepHaa 1o TeMe J1a0opaTopHOi paboThl (110 BOIIpocaM n3ydaeMoil TeMsbl); [
BBITIOJTHEHNE HEOOXOANMBIX PacyeTOB M SKCIICPUMEHTOB;  O(hOPMIICHHE OTYETa C 3al0JIHEHUEM HEOOXOJUMBIX TaOIHIL,
MOCTPOEHUEM IpahMKOB, MOATOTOBKOH BHIBOAOB IO MPOAETAHHBIM SKCIIEPUMEHTAM U TEOPETHYECKUM pacueTaMm; | | Mo KaxIou
nabopaTtopHoOi paboTe MPOBOJUTCS KOHTPOJIb: IIPOBEPSETCS COJEPIKaHNE OTUYETa, IPOBEPAETCS] yCBOCHUE TEOPETUIECKOTO
MaTepuana. KOHTposb yCBOGHHUS TEOPETHYECKOTO MaTepraia SABJISETCS MHINBHUYaIbHBIM.

MCTO,HI/I‘-IGCKI/IG YKa3aHus 11O BBIITOJTHEHUIO oTuéra K J'Ia60paT0pHI>IM pa60TaM



OCHOBHBIM TpeGOBaHUEM IO BBIIIOJHEHHUIO TAOOPATOPHBIX M NPAKTHUECKUX pabOT ABJISETCS MOJIHOE HCUEPIBIBAIOIIEE OMIMCAHHE
BCel MpopenaHHON paboTHI, TO3BOJISIONIEE CYIUTh O TTOJYYEHHBIX Pe3yJIbTaTax, CTEIEHH BRIIOJIHEHUS U NPOdEeCcCHOHATBEHON
MOATOTOBKH CTYAEHTOB.

Meroanyeckue ykazaHus: 00eCIIeUnBa0T KOMIUIEKCHBIH MOAX0 B y4eOHOH paboTe CTyAEHTOB, €MHCTBO U IIPEEeMCTBEHHOCTh
TpeGoBaHMii K 0hOpMIIEHHUIO PE3yIbTaTOB PabOTHI Ha Pa3HbIX 3Tanax o0ydeHus. C eIUHBIX MO3UIMK IPUBEIEHBI OCHOBHBIE
TpeOOBaHUsI IO CTPYKTYPE, 0DOPMIICHUIO H COJEPIKaHUIO OTYETA MO J1a0OPAaTOPHBIM U MPAKTHYECKUM paboTaM.

Crpykrypa oTuéra:

- LeIb paboThI;

- KpaTKUe TEOPETUIECKHE CBEACHMUS;

- XOJ1 BBITIOJIHEHUSI PaOOTEL;

- BBIBOJIBL.

JIOTIOJTHUTETbHBIMU DJIEMEHTBI:

- MIPUIIOKCHHS,

- Gubmnorpaduveckuii Ciucok.

TpeboBaHUs K COJEPIKAHUIO OTUETA:

1. TuTynbHBIN THUCT

B BepxHeM 1oJie JHCTa YKA3bIBAIOT MOIHOE HANMEHOBAHUE YIEOHOTO 3aBEICHUSL.

B cpenneM mone ykaspiBaeTcsl BH paOOTHI, B JTaHHOM ciTydae JJabopaTopHasl HiIM IpakTHYecKast paboTa ¢ ykazaHHEM Kypca, o
KOTOPOMY OHa BBITIOJIHEHA, U HIDKE ee Ha3BaHue. HazBaHue paboTHI MPUBOIHUTCS 0€3 CIOBA TeMa M B KaBBIUKH HE 3aKITI0YaeTCS.
Janee Oimke K IpaBOMY Kparo TUTYJIBHOTO JIMCTA YKa3bIBAIOT (PaMUIINIO, HHUIMAJIBI U TPYIINY YYallerocs, BHIIOIHUBIIETO padoTy,
a TakKe (paMUITNI0, MHUIHAIBI [TPETo/IaBaTels, IPUHIBIIETO PadoTy.

B HmxHEM MoJie J1cTa YKa3bIBa€TCS MECTO BBIIIOJIHEHHS pabOTHI ¥ IoJ] ee HarucaHus (0e3 ciioBa roj).

2. Llenp paboTHI TOJDKHA OTPAXKaTh TEMY PaOOTEHI, a TAKXKe KOHKPETHBIE 3aJa4H, IOCTABJICHHBIE CTYICHTY Ha TIEPHO BBITOTHEHHS
paboTsl. [To 06BeMy 11e1b paboThI B 3aBUCHMOCTH OT CIIOKHOCTH M MHOT033Ja4YHOCTH Pa0OTHI COCTABISAET OT HECKOIBKUX CTPOK 110
0,5 crpaHuMEbL.

3. Kparkue TeopeTnyeckue cBefeHus. B 3ToM pa3zzerne uznaraetcs KpaTkoe TEOPETHUECKOE OMUCAHUE N3ydaeMOoil B paboTe TeMBI.
Marepuan paszena He JOJDKEH KOIMPOBATh COJIEPKAHNE METOJMUYECKOT0 MOCOOUs MITH YUeOHHKa 110 TaHHOH Teme, a
OrpaHUYMBACTCS M3JI0KEHHEM OCHOBHBIX MOHATHHA, TPEOYIOIUXCS U1 AaibHEHIIeH 00paboTKK MOy YeHHBIX pe3yabTaToB. O0beM
JUTEPaTypHOro 0030pa He JOJDKEH NpeBhINIaTh 1/3 yacTu Bcero oTyeTa.

4. Xon BBINIOJIHEHHSI pabOThL. B aHHOM pasjerne moapoOHO H3JIaraeTcss METOIMKA BBIIOIIHEHHS pabOThI, IPOLIECC MOTYYECHUS
JaHHBIX " CTI0co0 nX 00padoTku. Ecim uenonp3yoTes cTaHapTHBIE ITaKeThl KOMITBIOTEPHBIX IIPOrpaMM Uil 00paboTKH
9KCIIEPUMEHTAIBHBIX PE3yJIbTATOB, TO HEOOXOANMO 0O0CHOBATH BOZMOXKHOCTH U LIEJIECO0OPAa3HOCTh UX IIPHUMEHEHHS, a TAKKe
MoIPOOHOCTH 00PabOTKH JAHHBIX C X MOMOIIIBIO.

5. BeiBozibI 110 paboTe - KpaTKO U3JIararoTcs pe3ysibTaThl paboThl, IOIy4YECHHBIE B PE3YJIbTATe BHIITOJHEHUS paOO0ThI, a TAKXKE KpaTKUN
aHaJIN3 MOJIyYSHHBIX PE3yJIbTAaTOB.

Ortuer o naboparopHoOi pabote odopmisieTcs Ha aucte Gpopmara A4. Jlomyckaercs: opopMIIeHHE OTYETA 10 J1abopaTopHOI pabore
B 2NIeKTpOHHOM BHze cpeactBamu Microsoft Office. Tekct paboThI 1o/mKeH OBITH HaleyaTaH yepes MoJITopa HHTepBaja HpH(TOM
Times New Roman, xersis — 12. T1os1st JOMKHBI OCTABAaTHCS TI0 BCEM YETBIPEM CTOPOHAM EYAaTHOTO JINCTA: JIeBoe — He MeHee 30 MM,
npaBoe — He MeHee 10, HkHee — He MeHee 20 u BepxHee — He 15 M.

Jnst 3ammThl 1a00paTOpHOIt pabOThI CTYAEHT TOJDKEH IIOATOTOBHUTH OTYET, IPOBECTH CAMOCTOSTEIBHYIO paboTy, HIMETh OTMETKY O
MPOBEPEHHOM OTYETE.

Pesynbrarhl onpeaenstoTes no niTudaIbHON cUCTEME OIICHOK.

MeTtoandeckre peKOMEHAIUH 0 BHIOJHEHHUIO pedepaTa

Pedepar — nuceMenHast paboTa 06bemMoM 8—10 cTpanul. ITO KpaTKoe U TOYHOE M3JI0XKEHHUE CYLTHOCTH KaKOro-Iu00 BOIpOca, TEMBIL.
Temy pedepara CTyIeHT BEIOUpPAET U3 TPEATIOKEHHBIX MPENOJaBaTeIeM HIIH MOXKET MPEJIOKHUTh CBOW BapuaHT. B pedepare HyKHBbI
pa3BepHYTHIC apTyMEHTEL, paccykaeHus, cpaBHeHUs. ComeprkaHHe TeMbI H311araeTcsi OObEKTHBHO OT MMEHH aBTOpa. DyHKINH
pedepara. MudopmaTuBHas, MONCKOBas, CIPABOYHAS, CUTHAIbHAS, KOMMYHHKATHBHAs. CTEIeHb BBITOTHCHHUS 3THX (DYHKIIUH
3aBHCHT OT COJePKaTeIbHBIX U (DOPMaITbHBIX Ka4ecTB pedepara M I KaKHX Ieliel X HCIoIb3yeT. TpeboBaHus K A3BIKY pedepara.
JloIDKeH OTINYaThCS TOYHOCTBIO, KPATKOCTBIO, ICHOCTBIO U IIPOCTOTOHA.

Crpykrypa pedepara:

1. TurynbHbIH AHCT

2. Ornapinenue (Ha OTJAETIBHON CTpaHHMIlE). YKa3bIBAIOTCS HAa3BaHUs BCEX pa3lielioB (IIyHKTOB IU1aHa) pedepaTa M HOMepa CTpaHHIL,
YKa3bIBAIOIINE HAyallo 3TUX pa3lesioB B TEKcTe pedepata.

3. Beenenne. ApryMeHTHpPYETCS aKTyalbHOCTD UCCIICJOBAHMS, T.€. BRIABILIETCS IPAKTHYECKOE U TEOPETHIECKOE 3HAYCHHE JAHHOTO
nccreoBanus. Jlanee KOHCTATHPYETCS, YTO CIAETAaHO B JaHHOW 001acTH Mpe/IIeCTBCHHHKAMU, epEeYHUCIIIOTCS TOT0KEHHS,
KOTOpBIE TOJDKHBI ObITh 000CcHOBaHbBI. O0s13aTenbHO (HOPMYIUPYIOTCS LIENb U 3a/a4u pedeparta.

4. OcnoBHas yacTe. [ToqunnsaeTcss cOOCTBEHHOMY IUIaHy, YTO OTpaXkaeTcs B pa3lefIeHUH TEKCTa Ha TJ1aBbl, maparpadsl, IyHKTHL.
TT1aH OCHOBHOM YacTH MOXeET OBITh COCTABJICH C MCIIOJIB30BAHUEM PA3IMYHBIX METOJIOB TPYIIIIMPOBKH MaTepuana. B ciaydae ecnu
HCTIOJIB3YCTCA YbS-TH00 HCOpAUHapHas MbICJIb, €, TO 00s13aTEIBLHO HYXXHO CA€JIaTh CCBUIKY Ha TOT'O aBTOpaA, Y KOT'O B3AT )]aHHbII‘/’I
Marepuai.

5. 3akmouenne. [TocneqHsAs 9acTh HAYYIHOTO TEKCTa. B kpaTKoif 1 cxaToif (hopMe H3TararoTcs MOIyICHHbBIE Pe3yIbTaTH,
TIPeICTaBIIAIONINE cOO0H OTBET Ha TJIaBHBI BOIPOC UCCIICIOBAHUSL.

6. ITpunoxenue. MoxeT BKIIOYATh TPpaduKy, TaOIIUII, PacyeTsI.

7. Bubnumorpadus (CIICOK JINTepaTyphl). YKa3bIBaeTCsS PealbHO HCIIONB30BaHHAS JUIS HalcaHus pedepara ureparypa. Haspanus
KHHT pacIonararmTcs 1o andaBuTy ¢ yka3aHHEM HX BBIXOJHBIX JaHHBIX. OOIIre TpeOoBaHMUs K ITOCTPOCHHIO, COAEPKAHUIO 1

0 OPMIICHUION.



ITpu nmpoBepke pedepara OLEHUBAIOTCS:

[| 3HaHKME (HaKTHUECKOTO MaTepualla, yCBOCHHUE OOIIUX MPEICTaBICHUN, TOHATHH, UICH;
|| XapaKTepuCTHKA pealIn3alvu LEIn 1 3a7a4 UCCIENOBaHMS;

['] cTerieHb 00OOCHOBAHHOCTH apTyMEHTOB M 0000IIICHHIA;

[] Ka4eCTBO M [ICHHOCTD MOJIyYSHHBIX PE3yJIbTaTOB;

[] MCTIONTb30BAHUE JINTEPATYPHBIX HCTOYHUKOB,;

[] KyJIbTypa MUCbMEHHOTO M3JI0KEHHS MaTepHana;

|| KynbTypa 0QOpMIICHUS] MATEPUATIOB PAOOTHI.

TIpaBuiia HanMcaHKUS HAYYHBIX TEKCTOB (pedepar, AUTUIOMHAs paboTa):

31eck NPUBOIATCS] PEKOMEHIAINH 110 KOHCYJIBTHPOBAHHUIO CTYAEHTOB OTHOCHTEIHHO
JAHHOTO BUJIA CAMOCTOATENBHOM paboTHL. Bo BpeMst KOHCYIbTanuil pyKOBOJHUTEIIO CIEAyeT
TPEUIOKHUT K 00CYKICHHIO CIIETYIOIINE BOTIPOCHL.

+ KakoBa rcTHHHas 11e)Tb Balero Hay4HOTO TEKCTa — 3TO IIOMOXET BaM pa3ymHo
pachpeNesTuTh CBOU CHIIBI U BpeMsl.

* BaxxHo pa3zo0patscst, KTo OyAeT «unuTareiaem» Barel paboThl.

* HaunHath nucate cephe3Hyro padoTy cieayeT He paHbllle, YeM BO3HUKHET OIIyLIeHHE,
YTO 10 paboTe ¢ HCTOYHMKAMH MOSBIINCEH HIEH, KOTOPHIMH MOKHO TTOJICITUTHCS.

* loiokHa OBITH M, a JUIL 3TOTO Hy>KHO HAYIHUThCS THOO OTHOCHUTHCS K Pa3HBIM
SIBJICHUSM M (haKTaM HECKOJBKO KPUTUUECKH (CBOS MJIesl — KaK MHAsI TOUKA 3pEHHS), JTUOO
HAYYHUTHCS YBICKATHCS KAKMMHU-TO U3BECTHBIMHU UICSIMH, KOTOPBIE HYKIAIOTCS B 10pabOTKe
(uaes — Kak ONTHMHUCTUYECKAs O3NS M HATIPABJICHHOCTD Ha JalbHEeIee
COBEPLICHCTBOBAHUE YK€ U3BECTHOTO).

* [TucaThb cnenyer sSICHO U MOHATHO, CTApasich OCHOBHBIE MOJIOKEHHST POPMYIIUPOBAThH
YEeTKO U HEJIBYCMBICIEHHO, a TAKKe CTPEMSCH CTPYKTYPHPOBAThH CBOM TEKCT.

* OOBEM TEKCTa U pa3IuIHble 0POPMHUTENBCKHAE TPEOOBAHUS BO MHOTOM 3aBHCST OT
MPUHATHIX B KOHKPETHOM y4eOHOM 3aBeICHUH MOPSIKOB.

MCTO)II/I‘{GCKI/IG PEKOMCHAAWHU 110 BBIITOJIHCHHUIO KOHTPOJIbHBIX pa60T

KonTponbHas paboTa BeinosiHseTcs 10 BapranTaM. Ha Onanke yka3siBaetcs (akyibTeT, Kype, rpynmna, @O crynenra. Borpocst
CTPOSITCSl HA OCHOBE TECTOBBIX M CUTYaTUBHBIX 3aJaHuil. B TecTOBBIX 3a1aHusIX, BEIOUpaeTcs npaBUIbHBIN(bIe) 0TBET(bI). [IpH
PELICHUN CUTYaTHUBHBIX 3a/1aHUH BEIOMpAETCsl paBHIIbHAS [TOCIIE0BATEILHOCTD JCHCTBHI B pACCMaTPUBAEMOI CUTYAIHH.
IIpoBepka KOHTPOIBbHON PabOTHI MO3BOJISAET BBISIBUTH U UCIIPABUTH JIOIMYIIEHHbIE CTYJCHTAMU OLINOKH, yKa3aTh, KAKUE BOIPOCHI
JUCIUIUINHBI UMM HEJJOCTaTOYHO YCBOCHBI M TPEOYIOT NopadoTku. CTYJeHT JOKEH BHUMATEIHHO 03HAKOMHTECS C MUCEMEHHBIMH
3aMEeYaHUsIMM NPEnojaBaTelis U MPUCTYIIUTh K UX UCTIPABICHHUIO, IJIsI YETO €I1Ie pa3 HOBTOPUTh COOTBETCTBYIOIIUIT MaTepHall.

MeTO,HI/I‘-IGCKI/Ie PEKOMEHAANU 11O MTOATOTOBKE K KOJIJIOKBUYMY

KonnokBryMoM Ha3biBaeTcs coOeceJOBAHIE MPEIOaBaTells U CTYICHTA 110 3apaHee ONPEICIICHHBIM KOHTPOJIBHBIM BOIIPOCAM.
Ienpro KOJUTOKBHYMA SIBJISIETCS (POPMHUPOBAHUE Y CTY/ICHTA HABBIKOB aHAIN3a TEOPETHICCKUX MPOOIeM Ha OCHOBE
CaMOCTOSITEIBHOTO U3yUYeHUsl yueOHOM U HaydHOH IuTepaTyphl. Ha KOJUIOKBUYM BBIHOCATCS KPYIHBIE, IPOOIEMHBIE, HEPEAKO
CTOPHBIC TEOPETUIECKHE BOTIPOCHL. YTIOp [efaeTcs Ha MOHOTpaduueckue paboThl mpodeccopa-aBTopa maHHOTO crenkypea. Ot
CTyZIeHTa TpeOyercs:

- BIIAJICHUE M3y4YCHHBIM B X0JI€ YU4eOHOTO MPOLECCa MATEPHAIOM, OTHOCSIIMMCS K PACCMaTpHUBacMOi pobieme;

- 3HAHKE PA3HBIX TOYEK 3PCHHS, BBICKA3aHHBIX B HAYYHOM JUTEPATypE 0 COOTBETCTBYIOLIEH POOIeMe, YMEHHE COMTOCTABISATE UX
MEXIy COOOH;

- HaJIMuMe COOCTBEHHOTO MHEHHUS 10 00CY’KAaeMbIM BOIIPOCaM U YMEHHE €r0 apryMEHTHPOBATb.

KomokBuyM - 3T0 HE TONBKO (hopMa KOHTPOJIS, HO M METOJ YIUTyOIeHUsI, 3aKPETIICHHsI 3HAHU I CTYICHTOB, TaK KaK B X0/IC
cobece0BaHUs MPENOAABATENb PA3bACHSIET CIOMKHBIE BOMPOCHI, BOHUKAIOIINE Y CTYICHTA B MPOIECCE U3YUCHHS TaHHOTO
ucroynnka. OTHAKO KOJUTOKBHYM HE KOHCYJIBTAIMS U He 9k3ameH. Ero 3amaua 100UThCs rTyOOKOT0 H3yUeHUsT OTOOPAHHOTO
Marepuana, IpoOyIUTh Y CTYyEHTa CTPEMIICHHE K YTESHHUIO TOTIOJHUTENBHOM COIMOIOTHYEeCKON uTeparyphl. [lonroroBka k
KOJUTOKBHYMY HAaYMHAETCSI C YCTAHOBOYHON KOHCYJIBTAIIMH MIPENOAaBaTelis, Ha KOTOPOH OH Pa3bsCHSIET Pa3BEPHYTYIO TEMATUKY
MIPOOJIEMBI, PEKOMEHIYET JINTEPaTypy sl U3y4eHHs M 00BSCHSET MPOoLeAypy NPOBeIeHUs KOJUTokBHyMa. Kak npasuiio, Ha
CaMOCTOSITEIbHYIO IIOTOTOBKY K KOJUIOKBHYMY CTYACHTY OTBOAUTCA 3-4 Hexenu. MeToquyecKue yKa3aHHsl COCTOAT U3
peKOMeH}IaHI/Iﬁ 110 N3YYCHUIO UCTOYHUKOB U JINTEPATYPHI, BOIIPOCOB JIs1 CAMOIIPOBCPKHU U KPATKHUX KOHCIICKTOB OTBETA C
MEPEYUCICHUEM OCHOBHBIX (baKTOB u CO6BITHﬁ, OTHOCAIIUXCSA K ITYHKTaM IIaHa Ka)K)IOI‘/’I TEMBI. DTO JOJIKHO ITOMOYb CTYACHTaM
TeJICHANPABIEHHO OPraHU30BaTh PaboTy MO OBIAICHHIO MATEPHATIOM U €r0 3alOMHHAHUO. [IpH MOArOTOBKE K KOJUIOKBHYMY
CIIeITyeT, TIPEKJIE BCETO, IPOCMOTPETh KOHCIIEKTHI JICKINH U MPAKTUUECKUX 3aHATHIA M OTMETUTH B HUX HMEIOLIHAECS BOIPOCHI
KOJUTOKBHYMa. Ecii Kakue-To BOIIPOCH! BEIHECEHBI MPETIOIaBaTEIeM Ha CAMOCTOSTEIbHOE H3YUeHHUE, CIIeyeT 00PaTHThCS K
yueOHOIt JTnTepaType, peKOMEHI0BaHHO! MperojaBaTeieM B Ka4eCTBE HCTOYHHIKA CBEICHHI.

KoimokBryM npoBoIuTCS B (hopMe MHAMBUAYATbHON Oece/Ibl IPEemoIaBaTelis ¢ KaKAbIM CTYJICHTOM WK Oece/ibl B HEOOMbIIHX
rpymnmnax (2-3 yenoseka). OOBIYHO MpeMoaBaTeNb 3aaeT HECKOIBKO KPATKUX KOHKPETHBIX BOIIPOCOB, MO3BOJIIIOLINX BBISICHUTD
CTeneHb JOOPOCOBECTHOCTH PabOTHI C IUTEPATYpPOH, MPOBepseT KOHCIEKT. [lanee 6onee moapoOHO 00cykaaeTcs Kakas-iuoo
CTOpOHa l'IpO6J'lCMbI, 9TO IMO3BOJIACT OLCHUTH YPOBEHDb ITIOHUMaHMUS. ITo nroram KOJUIOKBUYMa BBICTaBJIACTCA HH(I)CbCpCHHHpOBaHHaH
OILICHKA TI0 [SITHOAIBHOM CHCTEME.

MeTtoauyeckue PEKOMEHAAalU 110 YCTHOMY OHpocy/CaMOHOHFOTOBKe

Ilocne HU3y4dCHUA onpez[eneHHOﬁ TEMBI I10 3aIIMCAM B KOHCIICKTC U ylleﬁHI/IKy, a TaKXKe



pelIeHHs JOCTaTOYHOTO KOJIMYECTBA COOTBETCTBYIOIIUX 33/1a4 Ha IIPAKTUYECKUX 3aHATUAX U

CaMOCTOSITEIILHO CTYJICHTY PEKOMEHYETCsl, UCIIOJIb3Ysl JUCT ONOPHBIX CUTHAJIOB,

BOCIPOU3BECTH IO MAMSATH ONpPeIeNICHUs, BBIBOABI (HOopMyJ1, HOPMYIHMPOBKH OCHOBHBIX

MIOJIO’KEHUH U JOKa3aTeNnbCTB. B ciryyae HE0OX0IMMOCTH ClielyeT PeKOMEHI0BATh eIlle Pa3 BHUMATEIBLHO Pa3o0paThesl B MaTepuaie.
MHorna HeOCTAaTOUHOCTH YCBOSHHUS TOT'O MJIM HHOTO BOIIPOCA BBISICHSAETCS TOJIBKO IPH W3yYEHHUH JajbHElIIero Matepuaina. B atom
Cllydae HaJlo BEpHYThCS Ha3al ¥ MOBTOPUTH IUIOXO YCBOCHHBIM MaTepuail. BaxxHbIl KpUTEpUil yCBOSHHS TEOPETHUECKOTO MaTepralia
— YMEHHe pelIaTh 3a/1a4u WK MPOHTH TECTUPOBAaHUE 0 NPOoiIecHHOMY MaTepuany. OIHaKoO MpernoJaBaTeto CleayeT OMHHUTb, YTO
NPaBHIBHOE PEIICHUE 33/1a91 MOJKET TIOJIyIHThCS B PE3YJIbTaTe IPUMEHEHHS MEXaHMUECKU 3ayUYeHHBIX (HOpMyT 63 HOHUMAaHUS
CYLIHOCTH TEOPETHUYECKUX MTOJIOKCHUH.

Meroauueckue PECKOMCHIAIUH 10 IMTOATOTOBKE K CCMHUHAPCKUM 3aHATUAM

OnHUM U3 BU/IOB BHEAYTUTOPHON CAMOCTOSTEILHOM PabOTHI SBIISETCS ITOATOTOBKA K CeMUHApCKuM 3aHsaTusM. Cemunap — Gpopma
y4eOHO-TIPaKTHYECKUX 3aHATHH, TPU KOTOPOH CTYJEHTHI 00CYKIAI0T COOOIIEHNS, TOKJIaAbl M pedepaThl, BEIIOJHEHHbBIE MU 110
pe3yJbTaTaM yueOHBIX WIM HayYHBIX UCCIIEIOBAaHUH IO/ PYKOBOJCTBOM Mpernoasareis. [IpernosaBaTesnb B 3TOM ciydae sBIsSETCS
KOOPJIMHATOPOM OOCYKJICHUI TeMbI CEMUHapa, MOJr0OTOBKA K KOTOPOMY siBiseTcs 00s13aTenbHOM. [lo3TOMy Tema cemuHapa u
OCHOBHBIE UCTOUYHUKH 00CYKACHUS MPEIbABISIOTCA 10 00CYKICHUS I AETAIBHOTO O3HAKOMIICHUS, n3yuyeHus. Llenn oOcyxneHnit
HarpasJieHbl Ha ()OPMHPOBaHHE HABBIKOB MTPO(ECCHOHANBHON MOJIEMUKH U 3aKperyieHne oocyxaaemoro Marepuana. CeMuHap — 3T0
Takas opMa opraHu3aluy oOydeHus, IPH KOTOPOI Ha dTare NOATOTOBKH JOMUHHPYET CaMOCTOSITENIbHAsl paboTa yJanmxcs ¢
y4aeOHOI IuTepaTypoil U IPYrUMH IUAaKTHYECKUMH CPEICTBAMH HaJ CEpHeil BOIPOCOB, MPOOIEeM H 33/1a4, a B ITPOIIeCce CEMHHapa
HAYT aKTUBHOE 00CYKAEHHE, TUCKYCCHH U BBICTYIUICHHS YYaIIUXCs, TJIe OHHU MO PYKOBOJCTBOM IIPENOaBaTEINs ISNat0T
obo0aronye BpIBOIBI U 3aKitodeHusl. CeMuHap npenHa3zHaueH JUisl yrioyOJIeHHOTO U3Y4eHHs JUCLIUILTIHBL, OBJIaICHHS
METO0JIOTHEH HAyYHOTO NO3HAHMS, TO TJIaBHAS LIEJIh CEMHUHAPCKUX 3aHATHH — 00€CIIEUUTh CTYACHTaM BO3MOXXHOCTb OBJIAJIETh
HaBBIKAMH U YMEHHSMH HCIIOJIb30BaHUS TEOPETUYECKOTO 3HAHUSI IPUMEHHUTENILHO K OCOOCHHOCTSIM U3y4aeMOi OTpaciy.

Metoanyeckue PEKOMEHAAUU 110 IIOATOTOBKE K 3CCE

OpHUM U3 BUJIOB CAMOCTOSITEIbHOW paOOThI CTYICHTOB SIBIISICTCSl HAITMCAHUE TBOPYECKOH pabOTHI MO 3a1aHHO# JI0O0 COTNIacOBaHHOM
¢ mpernojasaTeneM TeMe. TBopueckas paboTa (3cce) mpeacTaBiseT co0oi opurnHaibHoe rnpousseneHne oobemom 500-700 cios,
TTOCBSIICHHOE KaKOW-TM00 3HAYUMOM KIIAaCCHYECKO# TMO0 COBPEMEHHOM MpoOJieMe B ONPEIeICHHOH TEOPETHIECKOU U
MpakTu4eckoi obnactu. TBopueckas paboTa He sBIsieTcs peepaToM U He TOJDKHA HOCUTh OMHCATENBHBINA XapakTep, O0JbIIoe
MECTO B Hell TOJDKHO OBITh yIENICHO apryMEHTHPOBAHHOMY IIPEICTABICHHIO CBOSH TOUKHM 3pEHUS CTYIEHTAaMH, KPUTHUECKOH OLICHKE
paccMaTpUBaeMOro Matepuaiia U mpoOIeMaTHKH, YTO JOJDKHO CIIOCOOCTBOBATh PACKPHITHIO TBOPYECKUX M AaHATUTHIECKHX
crniocobHocTeit. Llenn HanucaHus 3¢ce — HAYYUTHCS JIOTHIECKH BEPHO U apTYMEHTUPOBAHO CTPOUTH YCTHYIO U MIUCHbMEHHYIO Peyb;
paboTath HaJ yriayOJeHHEM U cHCcTeMaTh3alield CBOMX (GHII0COPCKUX 3HAHUI; OBJIAAETh CIIOCOOHOCTHIO HCIOIb30BAaTh OCHOBBI
3HaHMH U1 GOpMHUPOBAHUSI MUPOBO33pEHUECKON o3uLuK. [IprcTynas K HalMCaHUIO 3CCe, U3JI0KUTE B OJHOM IPEUIOKEHUH, UTO
MMEHHO BbI OyZIeTe YTBEpPIKIaTh U JI0Ka3bIBaTh (CBOM TE3UC). Dcce AOKHO CO/ICPKaTh CChUIKA Ha UCTOYHUKU. OpUTHHAIBHOCTh
TeKcTa JOJDKHA OBITH 0T 80% IO MporpamMMe aHTHILIarkaTa.

MeTO,HI/I‘-IGCKI/Ie PEKOMEHAAIINU IO MOATOTOBKE K JOKJIALy

JU71st IOArOTOBKH JOKJIa/1a He0OXOJMMO BBIOPATh aKTyalbHYH0 TeMy. JKenaTenbHo, 4ToObI TeMa Oblila HHTEpeCHa TOKIaTIUKy H
BBI3BIBAJIA JKEITAHUE KAUCCTBEHHO MOArOTOBUTH MaTepraisl. [[0AroTOBKA JOKIIa/a IPEIIoNaraeT: ONpe/eeHHe IEH 0KIaa;
1o00p HEOOXOANMOTO MaTepHalla, ONPEACIIIONIEr0 COIepIKaHue TOKIA/Ia; COCTABICHHE TUIaHA JO0KIIa/a, Paclpeie/iCHIe
COOpaHHOT0 MaTepuaia B HEOOXOIMMOM JIOTHUECKOH MOCIIeI0BATEIBHOCTH.

Kommo3uius 1okana uMeeT BCTYIUICHHE, OCHOBHYIO YacTh M 3aK/TI0UCHHE.

BceTymiieHne 10IKHO COZleprKaTh: Ha3BaHUE OKJIA1a; COOOIICHHE OCHOBHOM H/IeH; COBPEMEHHYO OLICHKY MPEIMETa H3II0KEHMS;
KPAaTKOE MEePEUHCIICHHE PACCMAaTPHBACMBIX BOIIPOCOB; HHTEPECHYIO TS CiymiaTeneit popmy uznoxenust. OCHOBHASI 4acTh, B
KOTOPO#i HEOOXOIMMO PACKPBITh CYTh TEMBI, OOBIYHO CTPOUTCSI IO IPUHIMKITY OTYETA. 3a1a4a OCHOBHOM YaCTH: IPEICTABUTh
JOCTAaTOYHO JAHHBIX JJIS TOTO, YTOOBI CITyIIATENN 3aHHTEPECOBAIMCH TEMOU.

3axuroucHue — 4éTKoe 000OIICHIE U KPATKHE BBIBOIBI [0 H3JIaraeMoii Teme.

MCTO}II/I‘IGCKI/IC PECKOMEHIAAIUH 110 TTOATOTOBKE K CO6€CCHOB&HI/HO

CobecenoBaHue — CpeICTBO KOHTPOIIS, OPraHU30BAaHHOE KaK CIelnaibHas Oecesia mpenoaaBarelisi ¢ 00y4arolnuMes Ha TEMBI,
CBSI3aHHBIC C M3y4aeMOi TUCIUIUINHOMN, K PACCUNTAHHOE HA BBISICHEHHE 00beMa 3HAHUH 00YJaIOIIErocs Mo OMpPeAeICHHOMY
paszaeny, Teme, mpodaeMe | T.IL.

Iens cobecenoBanus: NPOBEPKA YCBOCHUS 3HAHUI; yMEHUI IPUMEHATH 3HaHUS; CHOPMUPOBAHHOCTH NPO(HECCHOHATBHO 3HAUMMBIX
JMYHOCTHBIX Ka4eCTB.

IoaroroBka k cobeceI0BaHHIO TIPEIIOIaraeT MOBTOPEHUE IPOHICHHOTO MaTepHalia U IPHOOpETeHHEe HaBbIKa CBOOOIHOTO BIIAJICHUS
TEPMHUHOJIOTHEN B (haKTUUECKHMH JaHHBIMH 110 OTIPEACTICHHOMY pa3leily TUCIUILTHHEL.

Metoandeckre peKOMEHIaI|H 10 MOATOTOBKE K TECTUPOBAHHIO
TecTupoBaHue — 3TO HE TONBKO (POpMa KOHTPOJIS, HO M METOJ YIITyOJIeHUs, 3aKpEeIJIeHHUsI 3HaHNH 00yJalomuXCsl, TaK KaK B X0JIe

cobeceI0BaHMS MTPENOAABATENb PA3bIACHSIET CI0KHBIE BOIPOCH], BO3HUKAIOIINE Y 00YJAIOIIEToCs B IIpoLiecce N3ydeHus yIeOHOro
Mmarepuana. OIHAKO TECTHPOBaHUE HE KOHCYNBTALMS U He 9k3aMeH. Ero 3amaua 1oObuThes riry0OKOro H3ydeHus: 0TOOpaHHOTO



Marepuaina, mpoOyaUTh y 00yYaOIIErocs CTPEMIICHHE K YTCHHIO JOTIOJHUTEIbHON SKOHOMHUYECKOMN JIUTEPATYPBI. 3a4eT 3aBepIIacT
U3yYCHHUE OIPEICICHHOrO pa3jesa y4eOHOTo Kypea i A0/DKEH [0Ka3aTh YMEHHE 00yYaroerocs: HCMoIb30BaTh MOy YCHHBIC 3HAHUS
B XO/I€ MIOATOTOBKH U C/Ia4H TECTUPOBAHUS IIPH OTBETaX HA IK3aMCHALMOHHBIC BOIPOCHL. TECTHPOBaHNE MOXKET IPOBOJUTHCS B
YCTHOU MITM NUCBMEHHOM (opme. [I0AroToBKa K TECTHPOBAHHMIO HAYMHACTCS C yCTAHOBOYHOM KOHCYJIBTALMHK IIPEIIO1aBaTels, Ha
KOTOPO OH Pa3bsCHSIET Pa3BEPHYTYIO TEMATUKY MPOOIEMbI, PEKOMEHYET JIUTEPATYPY UL U3YyUCHUS U OOBSICHSIET MPOLEAYPY
MPOBEICHHS TeCTUPOBaHKs. Kak mpaBuiio, Ha CAaMOCTOATEIbHYIO MIOJTOTOBKY K TECTHPOBAHUIO 00YYaIONIEeMyCsl OTBOJUTCS 2-3
Henenu. [IonroToBka BKIIIOYACT B ce0s M3yUeHHE PEKOMEHIOBAHHOM JUTEpaTyphl U (10 YKA3aHUIO MPENOIaBaTes)
KOHCIICKTHPOBAHHE BaXKHEHIIIMX HCTOYHUKOB. TeCTHPOBaHKE MPOBOAUTCS B (HOPME HHIMBUAYAIBHON Oece bl MPEMoaaBaTelisi C
Ka)JIbIM 00YyJaroLMMcs HITH Oecelbl B HeOobIMX rpymnmax (3-5 yenoBek). OObIYHO MperoaaBaTelb 3a/1aeT HECKOJIBKO KPATKUX
KOHKPETHBIX BOIIPOCOB, TIO3BOJIIFOIINX BBISICHUTB CTEIEHD J0OPOCOBECTHOCTH PabOTHI C IUTEPATYPOil, KOHTPOJIUPYET KOHCIIEKT.
Hanee 6onee moapoOHO 00Cy)aaeTcs Kakas-1100 CTOpOHA TPOOIJIEMbI, YTO TO3BOJISICT OLICHUTh YPOBEHb MOHUMaHHus. [IpoBeneHue
TECTUPOBAHMS MO3BOJISIET 00YYAIOIIEMYCsl IPHOOPECTH OTBIT PabOTHI HaJI IEPBOMCTOYHUKAMH, YTO B TAIbHEHIIIEM TOMOXKET C
MEHBIIIUMH 3aTPAaTaMU BPEMEHHU pabOoTaTh HaJI JIMTEPATYPOH MPH MOATOTOBKE K IPOMEXKYTOUHOMN aTTECTAIHH.

MCTO,HI/I'-ICCKI/IC PEKOMEHAANU 110 IMOATOTOBKE K 39K3aMCHY

N3yuyeHne MHOTUX 001IENPO(ECCHOHANBHBIX U CICIIHATBHBIX TUCITUTUINH 3aBEPIIACTCS

sKk3aMeHOM. [10roToBKa K 9K3aMeHy CIIOCOOCTBYET 3aKpeIUICHHIO, YTy OJIeHHIO U 0000IEHHIO

3HAHU, TIOJTy4aeMbIX, B POIecce O0YUCHHsI, a TAKXKE IPUMEHEHHUIO UX K PEIICHUIO

MPAaKTUYECKUX 3a7a4. [ 0OTOBSACH K 3K3aMEHY, CTYACHT JUKBHIUPYET UMEIOILIHECS MPOOEIbl B

3HAHUSX, YIIIyOJsIeT, CHCTEMaTH3UPYET U YIIOPSAA0YMBACT CBOU 3HaHUs. Ha 3K3aMeHe cTyIeHT

JIEMOHCTPHUPYET TO, YTO OH MPUOOpPEI B IIpoIiecce 00ydeHuUs 10 KOHKPETHOM yueOHOM

TUCITUILTAHE. DK3aMEHAI[MOHHAS CECCHUSI — 3TO CepHsl IK3aMEHOB, YCTAHOBJICHHBIX YYSOHBIM IJIaHOM. MEXIy dK3aMEHAMHU HHTEPBa
2-4 nHA, B TEUEHHUE CTYICHT CHCTEMATU3UPYET yXKe UMetonrecs 3Hanus. Ha KOHCyJIbTaluy nepe 9K3aMeHOM CTYACHTBI JOJKHBI
OBITh 03HAKOMJICHBI C OCHOBHBIMH TPEOOBaHUSMH U MOJIYYUTh OTBETHI HAa BO3HUKAIOIIUE B MPOIIECCE MOATOTOBKU

BOMpockl. Heo0X0AMMO OpHEHTHPOBATH CTYICHTOB Ha CHCTEMATHYECKYIO MOJTOTOBKY K 3aHATHSM B TEYCHHE CEMECTPA, UTO
TTO3BOJIMT HCIIOJIB30BATh BPEMSI 9K3aMCHAIIMOHHOW CECCUH TS

CHCTEMATH3alMK 3HAHUH.

Meroanueckue PECKOMCHIAIUH 110 IMIOATOTOBKE K 3a4ETy

B xome moaroToBKu K 3a4eTy CTYAEHT, B IEPBYIO OUYepeb, JODKEH CHCTEMaTH3UPOBATh 3HAHMS, ITOTyYeHHBIC B XO€ N3YUCHUS
nuciumuinHbl. K 3a4eTy He00X0AUMO TrOTOBUTLCS IIEJICHANPABICHHO, PETYJIIPHO, CACTEMATHYECKH U C MEPBBIX JHEH 00ydeHUs 110
JIAaHHOU AucuuIuIHe. B caMoM Havasne y4eOHOro Kypca Mmo3HaKOMbTECh CO CISIyIONIeH yueOHO-METOJUUECKOM IOKyMEHTAITUEH:
- IPOrpaMMOM TUCIUIIINHBL

- IEpEeYHEM 3HAHUN U YMEHUN, KOTOPBIMU CTYACHT JIOJKEH BIAAETh;

- TEeMaTUYECKUMU [JIaHAMU JICKIUN, CECMUHAPCKUX 3aHATHI;

- yueOHHUKaMH, y4eOHBIMHU TOCOOUSMHU 10 TUCHHUIUIMHE, a TAKXKE HICKTPOHHBIMU PECYPCaMU;

- TIEPEYHEM BOIIPOCOB K 3aYETYy.

ITocne sTOro y 00y4aronmxcst J0KHO CPOPMUPOBATHCS YETKOE MPENICTaBIeHNE 00 00beMe 1 XapaKTepe 3HaHUH U YMEHHUH,
KOTOPBIMH HaJI0 Oy/ET OBJIAJETh MO AucuuIuiiHe. CHCTEeMaTHYECKOE BBITIOJIHEHUE y4eOHO# paboThl Ha JIEKIHUAX U JJAOOPAaTOPHBIX
3aHATHX TTIO3BOJIUT YCIIEIIHO OCBOUTH JUCIMIUIMHY U CO3AaTh XOPOLIYI0 0a3y Juisd ciauu 3a4eTa.

7. YYHEBHO-METOANYECKOE U THOOPMAIIMOHHOE OBECHEYEHUE JUCHUIIIMHBI (MOJY JIST)

7.1. PexoMenayemasi JuTepatrypa

7.1.1. OcHoBHas JUTeEpaTypa

JI.1.1 | Ba6am A.B., Bapanosa E.K., Mensaukos F0.H. Mupopmanmonnas 6e3omnacHocTb. JIabopaToOpHbIiA IPaKTHKYM +
ellpunoxxenue [DnekTpoHHBIN pecypc]:YuebHoe mocobue. - Mocksa: KuoPyc, 2023. - 131 c. — Pexxum nocryma:
https://book.ru/book/949452

JI.1.2 | Mensuukos B.I1., Kynpusxos A.l., Bacunsea T.1O., MensnukoB B.I1. Madopmanmonnas 6e301acHOCTS [ DNEeKTPOHHBIH
pecypc]:Yuebuuk. - Mocksa: KuoPyc, 2023. - 371 ¢. — Pesxum gocrtyma: https://book.ru/book/950148

JI.1.3  [IIpoxoposa O. B. UndopmarnmonHas 6e30nacHOCTh ¥ 3amuTa HHbopMauuy [ DIeKTpOHHbIN pecypc]:yueOHUK A1 BY30B. -
Canxr-IlerepOypr: Jlaub, 2023. - 124 c. — Pexxum gocryma: https://e.lanbook.com/book/293009

7.2. JInueH3noHHOE U CBODOIHO pacnpocTpaHsieMoe nporpaMmmMmHoe o0ecreyeHue B TOM YHCJIE 0TEYeCTBEHHOI0 MPOU3BOACTBA

721 Kaspersky Endpoint Security

7.2.2 Microsoft Office 2013 Standard

723 Microsoft® WINHOME 10 Russian Academic OLP 1License NoLevel Legalization GetGenuine

7.2.4 | Creative Cloud for Teams Multiple Platforms Multi European Languages Subscription 12 months L2 (10-49) Named EDU

7.3. Ilepeuyenb npodeccuoHaJbHbIX 023 JaHHBIX, HHOPMALMOHHBIX CIPABOYHBIX CHCTEM U pecypcoB cetn UHTEepHeT

731 DnekTpoHHO-0nbMoTeuHast cucrtema "Jlaup". Pexxum mocryma: https://e.lanbook.com/

7.3.2 OnexTpoHHO-01OINOTEYHAs cucTeMa Y HUBepcUTeTCKas oubnuoreka onnain". Pexxum nocryna: https://biblioclub.ru/

7.33 DnexTponHo-6ubmoTeynas cucrema "BOOK.ru". Pexxum moctyma: https://book.ru/

7.3.4 | ba3a maHHBIX MEX/IYHApOIHOIO HHCKCA HAYYHOrO LIUTUPOBaHUs SCOPUS. Pexxum moctyma: http://www.scopus.com/

7.35 Emuroe 0KHO JocTyma K 06pa3oBareibHbIM pecypcam. Peskum noctyma: http://window.edu.ru/




7.3.6 | Hayunas snexrponnas 6ubnuorexa "eLIBRARY.RU". Pexxum nocryna: https://www.elibrary.ru/

7.3.7 TUTAT®OPMA OHJIAVIH-OBPA30OBAHUS «PA3YMy. Pexxum moctyma: https:/razoom.mgutm.ru/

8. MATEPHAJIBHO-TEXHUYECKOE OBECIIEYHEHUE JUCIUIIJINHBI (MOY JIS)

8.1 Anpec: 453850, Pecniy6onuka bamkoprocTan, p-u Meney3oBckuii, r. Meneys, yin. Cmonenckas, 1. 34, crpoenue 1:
ayautopus 16-303 - Jlabopatopust « THTEpHET TEXHOJIOTHI

VueOHast ayAuTOpUs JJ1s TPOBECHUSI 3aHITHI JJAOOPATOPHOTO M MPAKTHIECKOTO THUIA; ISl KYPCOBOTO MPOSKTHPOBAHHUS
(BBITOTTHEHHS KYPCOBBIX paloT); AT IPOBEACHHS TPYNIOBBIX U HHANBUAYAIBHBIX KOHCYJIBTAINI; IS TEKYIIET0 KOHTPOJIIS
Y IPOMEXKYTOYHOH aTTeCTaluu

: Paboune mecta oOyuaromuxcs; Pabouee mecto npenoaasarens; HoytOyk; [IpoekTop nepeHocHO; DKpaH MepeHOCHOH;
Knacchas nocka; 10 pabounx mecT oOyuaromunxcs ocHameHHbie [I9BM ¢ moAKIIIOYeHHEeM K CETH HHTEPHET U
obecriedeHneM JJOCTyIIa B AJICKTPOHHYIO HH(POPMAIIMOHHO-00pa30BaTeIbHY IO Cpey Y HUBEPCUTETA

9. OPTAHU3AIIASA OBPA3OBATEJIBHOI'O MTPOHECCA 1JIA JIML C OTPAHNYEHHBIMU
BO3MOXKHOCTAMUA

Opraunusanusi 00pa3oBaTeIbHOTO MPOIIECca IS UL C OTPAHUYECHHBIMU BO3MOXHOCTSIMH OCYIIECTBISIETCS] B COOTBETCTBHH C
«MeToarYeCKUMH PEKOMEHIAIMSIMHE TI0 OPTaHU3aIMK 00pa30BaTeILHOTO MPOLECcCa I MHBAIMIOB U JIUI] C OTPAHUYCHHBIMU
BO3MOXKHOCTSIMH 3/J0POBbsI B 00pa30BaTeIbHBIX OPraHU3aLUsIX BBICIIEr0 00pa30BaHusl, B TOM YHCIIE OCHAIIIEHHOCTH
00pa3oBaTeapHOrO mporecca»y MuHucTepeTBa oopazosanus U Hayku PO ot 08.04.2014r. Ne AK-44/058H. B o6pa3oBareipHOM
IpOILIECCe HCIONB3YOTCS CONUATbHO-aKTUBHBIC U Pe(IIEKCUBHBIC METO/bI O0YUEHHUSI, TEXHOJIOTHH COLUOKYIHTYPHOM
pea6HHI/ITaHI/II/I C IEJIbIO OKa3aHWsd MOMOIIN B YCTAHOBJICHUHN MMOJTHOLCHHBIX MEXKITNYHOCTHBIX OTHOIIIEHUH C ApyrumMmn
CTy/ICHTAMH, CO3/IaHIU KOM(MOPTHOTO MCHXOJIOTHUECKOTO KIIMMaTa B CTyIeHYecKo rpymne. CTYJICHTBI ¢ OrpaHUYCHHBIMU
BO3MOXHOCTAMHU 310POBbs, B OTJIMYUC OT OCTAJIbHBIX CTYJACHTOB, UMCIOT CBOU cneumbnqecxne OCOGCHHOCTI/I BOCIPpUATHA,
nepepaboTku Matepuana. [logoop u pazpaboTka y4eOHbIX MATEPHAIOB TPOU3BOAUTCS C YUETOM WHIUBHIYaTbHBIX
ocobenHocTei. [IpeaycMoTpeHa BO3MOKHOCTh O0YUEHUS 110 MHAMBHIYAIBHOMY TpaduKy, IPH COCTABICHUH KOTOPOTO
BO3MOJKHBI PA3JINYHbIC BAPUAHTHI IIPOBE/ICHUS 3aHATHIA: B aKaJEeMUYECKOMN IPYIIe U HHAUBUIYAIbHO, HA IOMY C
HUCIIOJIb30BAHUEM NAUCTAHIIMOHHBIX O6pa3OBaTeﬂbeIX TEXHOJIOTHUH.




AKTyaau3anms ¢ y4eToM pPa3BUTHS HAYKH, TEXHHKH, KyJbTYPbl, 3KOHOMHKH, TEXHUKHU, TEXHOJIOTUIi H cOLMATBHOI chepbl
Pabouas nporpamma akTyanu3upoBana, 00CykJeHa 1 0700peHa Ha 3acelaHuy 00ecIeunBaloIIei KadeIpbl
HNndopManuoHHbIE TEXHOJTOTHH M CHCTEMBbI YIIPaBJICHHSA

IIpotokom oT 2025 . Ne
W.o. 3aB. kadenpoit Oqunokora E.B.

Paboyas mporpaMma coriacoBaHa Ha 3acelaHUH BBITYyCKaloIen Kadenpsl
HudopmManuoHHbIe TEXHOJIOTHH U CHCTEMBI YIPABJICHHUSA

IIpoTokom oT 2025 1. Ne
W.o. 3aB. kadenpoit Oqunokora E.B.

AKTyaau3anusi ¢ y4eTOM Pa3BHUTHsI HAYKH, TEXHUKH, KYJIbTYPbl, JKOHOMUKH, TEXHUKH, TEXHOJOT Uil H COLMATLHOM cepbl
Pabouas mporpamMmMa akTyann3upoBaHa, 00CyKIeHa 1 0/J00peHa Ha 3aceaHuu obecrieynBaroeii kadempot
HudopmManuoHHbIe TEXHOJIOTHH U CHCTEMBI YIPABJICHUSA

IIpotokom oT 2026 . Ne
W.o. 3aB. kadenpoit

PabGouas mporpamma coriacoBaHa Ha 3aCeJaHWUH BBIITyCKaOMIEH Kadeapbl
HNudopMannoHHbIe TEXHOJOTHH U CHCTeMbl YIIPaBJIeHUS

IIpoTokom oT 2026 T. Ne
W.o. 3aB. kadeapoii

AKTyaJII/l:}alIl/ISI C YUYETOM pa3dBUTHUA HAYKH, TCXHUKH, KYJIbTYPbl, JKOHOMUKH, TEXHUKH, TEXHOJIOTHH 1 COHHaJ’IbHOﬁ C(l)epbl
Pabouast mporpaMma akTyanu3upoBaHa, 00CykIeHa U 0JJ00peHa Ha 3aceaHiK oOecTednBaromIei kadeape
HNudopManmonnbie TEXHOJOTHH U CHCTEMbI YIIPABJICHUS

IIpoTokom oT 2027 1. Ne
W.o. 3aB. kadenpoit

Pabovas mporpamMma coriacoBaHa Ha 3aceJaHWH BBIITyCKaroueH kadeapsl
HNudopMannoHHble TEXHOJOTHH U CHCTEMbI YIIPABJIEeHUS

IIporokomn o 2027 r. Ne
W.o. 3aB. kadempoit

AKTyaJu3anus ¢ y1eTOM Pa3sBHTHS HAYKH, TEXHHKH, KyJIbTYPbl, JKOHOMHKH, TEXHHKH, TEXHOJIOTHii H COIMATLHOI cepsI
Pabouas mporpamma akTyanu3upoBaHa, 00CykJeHa M 0JJ0OpeHa Ha 3aceaHuy oOecneynBaronei kadeaps
HNHpopManuOHHBIE TEXHOJIOTHM M CHCTEMBbI YIIPaBJIeHH

IIporokom ot 2028 r. Ne
HW.o. 3aB. kadenpoit

Pabovas mporpamMma coriiacoBaHa Ha 3aceJaHWH BBIITyCKarouei kadeapsl
HNndopManuoHHbIe TEXHOJTOTHH M CHCTEMBbI YIIPaBJICHHSA

IIporokon ot 2028 1. Ne
N.o. 3aB. kadenpoii
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